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BRI (Q145-Q150):
B #145

‘What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Azure Policy

B. Microsoft Defender for Cloud
C. Microsoft Sentinel

D. Azure Blueprints

IEf#: D

H R # 146
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

AR :

H #147
Select the answer that correctly completes the sentence.

L -
Reference:
httpsz/docs.microsoft.comven-us/cloud-app-security/what-is-cloud-app-security

H #148
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

IEf#:

fiR .-

Explanation:

Microsoft's shared-responsibility model states that the cloud provider secures the cloud, while the customer secures what they put in
the cloud. The Azure Security documentation explains: "Regardless of the type of deployment, you always retain responsibility for
your data, endpoints, accounts, and access management." This applies to IaaS, PaaS, and SaaS, so statement 3 is Yes because the
organization is always accountable for the security of information and data.

For SaaS, Microsoft describes that customers "don't manage or control the underlying cloud infrastructure- including network,
servers, operating systemns, or even individual application capabilities" and that the provider handles service maintenance and
updates. In SaaS, tasks like patching or applying service packs to the application code are owned by the service provider, while the
customer focuses on data, identity, and access. Therefore, statement 1 is No.

For TaaS, Microsoft notes the provider manages the physical estate: "Microsoft is responsible for the physical hosts, network, and
datacenter facilities," while the customer configures and secures the guest OS, applications, and network controls within their
subscription. Thus, managing the physical network is the cloud provider's duty, making statement 2 Yes.

These SCI principles are foundational to Microsoft Learn/Docs guidance on Azure's shared responsibility:

provider-"security OF the cloud"; customer-"security IN the cloud," with data protection always remaining the customer’s
responsibility.

M #149

Select the answer that correctly completes the sentence.
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Explanation:

In Microsoft Sentinel, automation of routine or repetitive SOC tasks is delivered through playbooks.

Microsoft's Sentinel guidance defines playbooks as "collections of procedures that can be run from Microsoft Sentinel in response to
an alert or incident." They are "built on Azure Logic Apps" and enable teans to

"automate and orchestrate responses to threats" such as enriching incidents, opening tickets, notifying responders, quarantining
entities, or blocking indicators. The documentation further clarifies that automation rules can "trigger playbooks automatically based
on analytics alerts or incident conditions," allowing consistent, scalable actions without manual intervention. By contrast, workbooks
provide "data visualization and reporting" for analysis; hunting search-and-query tools (built on KQL) are used to "proactively hunt
for threats"; and deep investigation tools assist analysts during incident investigation. Therefore, when the goal is to autormate
common tasks-for example, sending incident notifications, enriching with threat intelligence, or creating tickets in ITSM-the correct
capability in Microsoft Sentinel is playbooks, because they encapsulate repeatable response procedures and can be executed
automatically via automation rules or manually from incidents, alerts, or entities.
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