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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q48-Q53):

NEW QUESTION # 48
Which two statements about bounce address tagging and verification (BATV) on FortiMail are true? (Choose two.)

A. FortiMail will insert the BATV tag to the sender address in the envelope.

B. You nmust publish the BATV public key as a DNS TXT record.

C. BATV will use symmetric keys to verify the bounce address tag.

D. Emails with an empty sender address will be subjected to bounce verification.

Answer: A,D

NEW QUESTION # 49
Refer to the exhibit, which shows a VPN topology.

The device IP 10.1.100.40 downloads a file from the FTP server IP 192.168.4.50 Referring to the exhibit, what will be the traffic
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flow behavior if ADVPN is configured in this environment?

A. Spokel will establish an ADVPN shortcut to Spoke2

B. The TCP port 21 must be allowed on the NAT Device2
C. All the session traffic will pass through the Hub

D. ADVPN is not supported when spokes are behind NAT

Answer: A

Explanation:

D is correct because Spokel will establish an ADVPN shortcut to Spoke2 when it detects that there is a demand for traffic between
them. This is explained in the Fortinet Commumity article on Technical Tip:

Fortinet Auto Discovery VPN (ADVPN) under Summary - ADVPN sequence of events. References:

httpsy/community. fortinet.com/tS/FortiGate/ Technical- Tip-Fortinet- Auto- Discovery- VPN- ADVPN/ta-p

/195698

NEW QUESTION # 50
Refer to the exhibit.

The exhibit shows two error messages froma FortiGate root Security Fabric device when you try to configure a new connection to
a FortiClient EMS Server.
Referring to the exhibit, which two actions will fix these errors? (Choose two.)

A. Verify that the CRL is accessible from the root FortiGate

B. Authorize the root FortiGate on the FortiClient EMS

C. Export and import the FortiClient EMS server certificate to the root FortiGate.
D. Install a new known CA on the Win2K 16-EMS server.

Answer: A,B

Explanation:

A is correct because the error message "The CRL is not accessible” indicates that the root FortiGate cannot access the CRL for the
FortiClient EMS server. Verifying that the CRL is accessible will fix this error.

D is correct because the error message '"The FortiClient EMS server is not authorized" indicates that the root FortiGate is not
authorized to connect to the FortiClient EMS server. Authorizing the root FortiGate on the FortiClient EMS server will fix this error.
The other options are incorrect. Option B is incorrect because exporting and importing the FortiClient EMS server certificate to the
root FortiGate will not fix the CRL error. Option C is incorrect because installing a new known CA on the Win2K16-EMS server
will not fix the authorization error.

References:

Troubleshooting FortiClient EMS connectivity | FortiClient / FortiOS 7.0.0 - Fortinet Document Library Authorizing FortiGates with
FortiClient EMS | FortiClient / FortiOS 6.4.8 - Fortinet Document Library

NEW QUESTION # 51
Refer to the CLI configuration of an SSL inspection profile from a FortiGate device configured to protect a web server:

Based on the information shown, what is the expected behavior when an HTTP/2 request comes in?

A. FortiGate will strip the ALPN header and forward the traffic.

B. FortiGate will reject all HTTP/2 ALPN headers.

C. FortiGate will forward the traffic without modifying the ALPN header.
D. FortiGate will rewrite the ALPN header to request HTTP/1.

Answer: A

Explanation:
https7/docs.fortinet.conYdocument/fortigate/7.0.0/new-features/710924/http-2-support-in-proxy-mode-ssk inspection

NEW QUESTION # 52
Refer to the exhibit.



The exhibit shows the forensics analysis of an event detected by the FortiEDR core In this scenario, which statement is correct
regarding the threat?

A. This is an exfiltration attack and has not been stopped by FortiEDR
B. This is an exfiltration attack and has been stopped by FortiEDR.

C. This is a ransomware attack and has not been stopped by FortiEDR.
D. This is a ransomware attack and has been stopped by FortiEDR

Answer: A

Explanation:

The exhibit shows that the FortiEDR core has detected an exfiltration attack. The attack is attempting to copy files from the device
to an external location. The FortiEDR core has blocked the attack, and the files have not been exfiltrated.

The exhibit also shows that the attack is using the Cobalt Strike beacon. Cobalt Strike is a penetration testing tool that can be used
for both legitimate and malicious purposes. In this case, the Cobalt Strike beacon is being used to exfiltrate files from the device.
The other options are incorrect. Option A is incorrect because the attack has not been stopped. Option C is incorrect because the
attack is not a ransomware attack. Option D is incorrect because the FortiEDR core has not stopped the attack.

References:

FortiEDR Forensics: https/docs. fortinet.com/document/fortiedr/6.0.0/administration-guide/733983/forensics Cobalt Strike:
httpsy/www.cobaltstrike.comy
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