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HE#15

As the senior network analyst for a leading fintech organization, you have been tasked with ensuring seamless communication
between the firm's global offices. Your network has been built with redundancy in mind, leveraging multiple service providers and a
mixture of MPLS and public internet connections. One week after deploying a state-of-the-art Network Performance Monitoring &
Diagnostics (NPMD) tool, you notice unusual traffic patterns originating from your European data center and targeting the corporate
headquarters in New York. The traffic spikes periodically, heavily utilizing the MPLS link and sometimes saturating the public
internet connection, resulting in significant data packet losses and application failures. Your task is to identify the root cause of these
traffic anomalies and ensure optimal network performance for all critical business operations. Given this scenario, what could be the
primary cause for these traffic spikes, and what should your Immediate course of action be?

¢ A Faulty Network Hardware - The network hardware in the European data center, such as routers or switches, might be
malfunctioning, causing inconsistent traffic bursts. Diagnosing the hardware, checking for faults, and replacing the faulty
equipment should be the immediate action.

¢ B. Data Backup and Replication - The European data center might be running data backup or replication processes during
peak business hours. You should liaise with the data center team to reschedule backup operations to non-peak hours and
ensure that backup processes are bandwidth-aware.

e C. MPLS Link Flapping - The MPLS link might be experiencing flapping, leading to inconsistent traffic flow. It is crucial to
liaise with the MPLS service provider to inspect the Iink stability and consider a backup link or an alternate route to reroute
the traffic.

¢ D. Unauthorized Application Usage - The Furopean data center staff might be using unauthorized applications or services that
are consuming massive bandwidth. You should enforce strict Application and Network Access Control policies, and
scrutinize the application traffic to restrict non business- critical applications.

Ef: A

HM #16

An organization divided its IT infrastructure into multiple departments to ensure secure connections for data access. To provide high-
speed data access, the administrator implemented a PAID level that broke data into sections and stored them across muiltiple drives.
The storage capacity of this RAID level was equal to the sum of disk capacities in the set. which of the following RAID levels was
implemented by the admmistrator in the above scenario?

e A.RAID Level 5
e B.RAID Level 3
e C.RAID Level 0
e D.RAID Level 1

EfE: C
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RAID Level 0 is the RAID level that was implemented by the administrator in the above scenario.

RAID Level 0 is also known as striping, which breaks data into sections and stores them across multiple drives. RAID Level 0
provides high-speed data access and increases performance, but it does not provide any redundancy or fault tolerance. The storage
capacity of RAID Level 0 is equal to the sum of disk capacities in the set.

HE#17

Sam, a software engineer, visited an organization to give a demonstration on a software tool that helps in business development. The
administrator at the organization created a least privileged account on a system and allocated that system to Sam for the
demonstration. Using this account, Sam can only access the files that are required for the demonstration and cannot open any other
file in the system.

Which of the following types of accounts the organization has given to Sam in the above scenario?
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A. Administrator account
B. Service account

C. Guest account

D. User account

Ef: C
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The correct answer is B, as it identifies the type of account that the organization has given to Sam in the above scenario. A guest
account is a type of account that allows temporary or limited access to a system or network for visitors or users who do not belong
to the organization. A guest account typically has minimal privileges and permissions and can only access certain files or applications.
In the above scenario, the organization has given Sama guest account for the demonstration. Using this account, Sam can only
access the files that are required for the demonstration and cannot open any other file in the system Option A is incorrect, as it does
not identify the type of account that the organization has given to Sam in the above scenario. A service account is a type of account
that allows applications or services to run on a system or network under a specific identity. A service account typically has high
privileges and permissions and can access various files or applications. In the above scenario, the organization has not given Sama
service account for the demonstration. Option C is incorrect, as it does not identify the type of account that the organization has
given to Sam in the above scenario. A user account is a type of account that allows regular access to a system or network for
employees or members of an organization. A user account typically has moderate privileges and permissions and can access various
files or applications depending on their role. In the above scenario, the organization has not given Sam a user account for
thedemonstration. Option D is incorrect, as it does not identify the type of account that the organization has given to Samin the
above scenario. An administrator account is a type of account that allows full access to a system or network for administrators or
managers of an organization. An administrator account typically has the highest privileges and permissions and can access and
modify any files or applications. In the above scenario, the organization has not given Sam an administrator account for the
demonstration.

References: , Section 4.1

HP#18

Brielle. a security professional, was instructed to secure her organization's network from malicious activities.

To achieve this, she started monitoring network activities on a control system that collected event data from various sources. During
this process. Brielle observed that a malicious actor had logged in to access a network device connected to the organizational
network. Which of the following types of events did Brielle identify in the above scenario?

A. Error
B. Success audit

C. Warning
D. Failure audit

EfE: B
ffan .

Success audit is the type of event that Brielle identified in the above scenario. Success audit is a type of event that records successful
attempts to access a network device or resource. Success audit can be used to monitor authorized activities on a network, but it can
also indicate unauthorized activities by malicious actors who have compromised credentials or bypassed security controls4.
References: Success Audit Event

R #19

In an organization, all the servers and database systens are guarded in a sealed room with a single-entry point. The entrance is
protected with a physical lock system that requires typing a sequence of numbers and letters by using a rotating dial that intermingles
with several other rotating discs.

Which of the following types of physical locks is used by the organization in the above scenario?

A. Digital locks

B. Combination locks

C. Electromagnetic locks
D. Mechanical locks

IEf#: B
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It identifies the type of physical lock used by the organization in the above scenario. A physical lock is a device that prevents
unauthorized access to a door, gate, cabinet, or other enclosure by using a mechanism that requires a key, code, or biometric factor
to open or close it. There are different types of physical locks, such as:

Combination lock: This type of lock requires typing a sequence of numbers and letters by using a rotating dial that intermingles with
several other rotating discs. This type of lock is suitable for securing safes, lockers, or cabinets that store valuable itens or
docurents.

Digital lock: This type of lock requires entering a numeric or alphanumeric code by using a keypad or touchscreen. This type of lock
is suitable for securing doors or gates that require frequent access or multiple users.

Mechanical lock: This type of lock requires inserting and turning a metal key that matches the shape and size of the lock. This type of
lock is suitable for securing doors or gates that require simple and reliable access or single users.

Electromagnetic lock: This type of lock requires applying an electric current to a magnet that attracts a metal plate attached to the
door or gate. This type of lock is suitable for securing doors or gates that require remote control or integration with other security
systems.

In the above scenario, the organization used a combination lock that requires typing a sequence of numbers and letters by using a
rotating dial that intermingles with several other rotating discs. Option A is incorrect, as it does not identify the type of physical lock
used by the organization in the above scenario. A digital lock requires entering a numeric or alphanumeric code by using a keypad or
touchscreen. In the above scenario, the organization did not use a digital lock, but a combination lock. Option C is incorrect, as it
does not identify the type of physical lock used by the organization in the above scenario. A mechanical lock requires inserting and
turning a metal key that matches the shape and size of the lock. In the above scenario, the organization did not use a mechanical
lock, but a combination lock. Option D is incorrect, as it does not identify the type of physical lock used by the organization in the
above scenario. An electromagnetic lock requires applying an electric current to a magnet that attracts a metal plate attached to the
door or gate. In the above scenario, the organization did not use an electromagnetic lock, but a combination lock. Reference: ,
Section 7.2
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