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your skills to the tech company. For this task, you require high-quality and accurate prep material to help you out. And many people
don't get reliable material and ultimately fail. Failure leads to a loss of time and money.

PrepAwayPDF beckons exam candidates around the world with our attractive characters. Our experts made significant contribution
to their excellence. So we can say bluntly that our CISM simulating exam is the best. Our effort in building the content of our CISM
study materials lead to the development of learning guide and strengthen their perfection. To add up your interests and simplify some
difficult points, our experts try their best to design our CISM Study Material and help you understand the CISM learing guide
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Dare to pursue, we will have a good future. Do you want to be successful people? Do you want to be IT talent? Do you want to
pass ISACA CISM certification? PrepAwayPDF will provide you with high quality dumps. It includes real questions and answers,
which is usefil to the candidates. PrepAwayPDF ISACA CISM Exam Dumps is ordered, finished, and to the point. Only
PrepAwayPDF can perfect to show its high quality, however, not every website has high quality exam dumps. Than cardiac
operations a rush to purchase our ISACA CISM Oh! The successful rate is 100%.

ISACA Certified Information Security Manager Sample Questions (Q381-
Q386):

NEW QUESTION # 381
A message is being sent with a hash. The risk of an attacker changing the message and generating an authentic hash value c*n be

mitigated by:

A. using a secret key m conjunction with the hash algorithm.

B. requiring the recipient to use a different hash algorithm,

C. generating hash output that is the same size as the original message,
D. using the senders public key to encrypt the message.

Answer: A

NEW QUESTION # 382
Which of the following is the GREATEST inherent risk when performing a disaster recovery plan (DRP) test?
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A. Lack of communication to affected users

B. Poor documentation of results and lessons learned
C. Lack of coordination among departments

D. Disruption to the production environment

Answer: D

Explanation:

Explanation

A disaster recovery plan (DRP) test is a simulation of a disaster scenario to evaluate the effectiveness and readiness of the DRP. The
greatest inherent risk when performing a DRP test is the disruption to the production environment, which could cause operational
issues, data loss, or system damage. Therefore, it is essential to plan and execute the DRP test carefully, with proper backup,
isolation, and rollback procedures.

Poor documentation, lack of communication, and lack of coordination are also potential risks, but they are not as severe as
disrupting the production environment. References = CISM Review Manual 15th Edition, page

253; CISM Review Questions, Answers & Explanations Database - 12 Month Subscription, QID 224.

The greatest inherent risk when performing a disaster recovery plan (DRP) test is disruption to the production environment. A DRP
test involves simulating a disaster scenario to ensure that the organization's plans are effective and that it is able to recover froman
incident. However, this involves running tests on the production environment, which has the potential to disrupt the normal operations
of the organization. This inherent risk can be mitigated by running tests on a non-production environment or by running tests at times
when disruption will be minimized.

NEW QUESTION # 383
An incident management teamis alerted to a suspected security event. Before classifying the suspected event as a security inciden, it
is MOST mportant for the security manager to:

A. fallow the incident response plan

B. conduct an incident forensic analysis.

C. notify the business process owner.

D. fallow the business continuity plan (BCP).

Answer: A

Explanation:

Before classifying the suspected event as a security incident, it is most important for the security manager to follow the incident
response plan, which is a predefined set of procedures and guidelines that outline the roles, responsibilities, and actions of the
incident management team and the organization in the event of a security event or incident. Following the incident response plan can
help to ensure a consistent, coordinated, and effective response to the suspected event, as well as to minimize the impact and
damage to the business processes, finctions, and assets. Following the incident response plan can also help to determine the nature,
scope, and severity of the suspected event, and to decide whether it meets the criteria and threshold for being classified as a security
incident that requires further escalation, investigation, and resolution. Following the incident response plan can also help to document
and report the incident details, activities, and outcomes, and to provide feedback and recommendations for improvement and
optimization of the incident response process and plan.

Conducting an incident forensic analysis, notifying the business process owner, and following the business continuity plan (BCP) are
all important steps in the incident response process, but they are not the most important ones before classifying the suspected event
as a security incident. Conducting an incident forensic analysis is a technical and detailed process that involves collecting, preserving,
analyzing, and presenting evidence related to the incident, and it is usually performed after the incident has been classified, contained,
and eradicated. Notifying the business process owner is a communication and notification process that involves informing the relevant
stakeholders of the incident status, impact, and actions, and it is usually performed after the incident has been classified and

assessed. Following the business continuity plan (BCP) is a recovery and restoration process that involves resuming and restoring the
normal business operations and fimctions after the incident has been resolved and lessons learned have been identified and
implemented. Reference = CISM Review Manual 15th Edition, pages 237-2411; CISM Practice Quiz, question 1422

NEW QUESTION # 384
For workstations used to facilitate a forensic nvestigation it is MOST important to ensure

e A. the workstations are only accessed by members of the forensics team
e B. The workstations are backup up and hardened on a regular basis
e (. only forensics-related software is installed on the workstations



¢ D. a documented chain of custody log is kept for the workstations.

Answer: D

NEW QUESTION # 385
What is the BEST defense against a Structured Query Language (SQL) injection attack?

A. Strict controls on input fields

B. Regularly updated signature files
C. An intrusion detection system
D. A properly configured firewall

Answer: A

Explanation:

Explanation/Reference:

Explanation:

Structured Query Language (SQL) injection involves the typing of programming command statements within a data entry field ona
web page, usually with the intent of fooling the application into thinking that a valid password has been entered in the password entry
field. The best defense against such an attack is to have strict edits on what can be typed into a data input field so that programming
commands will be rejected. Code reviews should also be conducted to ensure that such edits are in place and that there are no
inherent weaknesses in the way the code is written; software is available to test for such weaknesses.

All other choices would fail to prevent such an attack.

NEW QUESTION # 386
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