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SailPoint IdentityIQ-Associate Exam Syllabus Topics:

Topic Details

Topic 1
Applications: Focuses on how applications and connectors are configured in IdentityIQ, including schemas,
correlation, aggregation tasks, and resolving uncorrelated accounts.

Topic 2
Governance: Addresses how access certifications are conducted and how policy violations are defined and
detected across the organization.

Topic 3
User-Driven Requests: Explains how users submit access requests, what request types are available, and
how QuickLink Populations control who can request what for whom.

Topic 4
Identity Modeling: Explains how identity data is structured and managed through IdentityCubes, identity
attributes, groups, populations, and manager correlation.

Topic 5
Foundational Concepts: Covers the core purpose of identity security, key IdentityIQ terminology, system
components, and how rules, tasks, workflows, and business modeling fit into the platform.
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SailPoint Certified IdentityIQ Associate Exam Sample Questions (Q57-Q62):
NEW QUESTION # 57 
Is this an example of a policy that can be defined in IdentityIQ?
An administrator policy to identify users who are taking risky actions within IdentityIQ

A. No
B. Yes

Answer: A

Explanation:
This is not a standard example of a policy that can be defined in IdentityIQ. IdentityIQ policies are governance controls used to
detect inappropriate access, risky access combinations, account conditions, identity conditions, or activity-related violations based
on configured policy logic. Common policy examples include separation of duties policies, account policies, identity policies, risk
policies, and activity policies. These policies evaluate identities, accounts, roles, entitlements, attributes, and access relationships to
determine whether a violation exists.
The wording "administrator policy" is not a standard IdentityIQ policy category. IdentityIQ can audit administrative activity and can
secure administrative functions through capabilities, scopes, workgroups, permissions, and object-level controls, but that is different
from defining an "administrator policy" as a governance policy type. Risky actions performed within IdentityIQ itself are generally
handled through audit events, administrative security configuration, logging, and operational monitoring rather than a standard policy
definition named administrator policy.
Therefore, this statement does not describe a valid common IdentityIQ policy example. Reference topics: Governance - examples of
common policies, policy detection, policy violations; Foundational Concepts - common objects and components; Identity Modeling
- IdentityCube attributes and access context.

NEW QUESTION # 58 
Is this a true statement about the provisioning process in IdentityIQ?
IdentityIQ determines if the account needs to be created before modification.

A. Yes
B. No

Answer: A

Explanation:
Yes. In SailPoint IdentityIQ provisioning, the system evaluates the requested access change in the context of the identity's existing
application accounts. When a provisioning request requires a modification on an application, IdentityIQ must determine whether the
identity already has an account, represented by a Link, on that application. If no existing account is available and the requested
change requires one, IdentityIQ can include account creation as part of the provisioning activity before applying attribute or
entitlement modifications.
This behavior is central to request-based provisioning. For example, if a user requests an entitlement on an application where they do
not yet have an account, IdentityIQ cannot simply add the entitlement to a nonexistent account. The provisioning process must first
establish the account, collect required values through provisioning policies, and then apply the requested access. The provisioning
plan may therefore be expanded or adjusted during compilation and fulfillment.
Therefore, the statement is true: IdentityIQ can determine whether an account must be created before modification. Reference
topics: Provisioning, provisioning plan processing, account requests, provisioning policies, account creation, entitlement modification,
and plan compilation.

NEW QUESTION # 59 
Is this an accurate statement about preventive policy checking in IdentityIQ?
Preventive policy checking can only stop self-service requests.

A. No
B. Yes

Answer: A

Explanation:



The statement is false. Preventive policy checking in SailPoint IdentityIQ is not limited only to self-service requests. Preventive policy
evaluation is used to identify policy violations before access changes are completed. This can occur during access request
processing, provisioning-related activity, or other configured request paths where IdentityIQ evaluates proposed changes against
defined policies before allowing the transaction to proceed.
A self-service request is only one possible entry point. IdentityIQ access requests may be submitted by an end user, a manager, an
administrator, or another authorized requester depending on QuickLink Population rules, request configuration, and access-request
permissions. Preventive policy checking evaluates the requested access change itself, not merely the fact that the request was self-
initiated. If the proposed access would violate a separation-of-duty, risk, or other governance policy, IdentityIQ can warn, require
additional handling, or block the request depending on policy and workflow configuration.
Therefore, the word "only" makes the statement incorrect. Preventive policy checking is a governance control applied to configured
access-change activity, not exclusively to self-service actions. Reference topics:
Governance, policy detection, preventive policy checking, access request policy evaluation, User-Driven Requests, and provisioning
request control.

NEW QUESTION # 60 
Is this action an example of provisioning?
Reviewing an identity's access during a certification campaign

A. No
B. Yes

Answer: A

Explanation:
No. Reviewing an identity's access during a certification campaign is not provisioning. In SailPoint IdentityIQ, certification campaigns
are part of governance and access review functionality. Their purpose is to allow designated reviewers, such as managers,
application owners, role owners, or other certifiers, to examine existing access and decide whether it should be approved, revoked,
delegated, or otherwise acted upon.
Provisioning is different. Provisioning refers to the fulfillment of access changes, such as creating accounts, modifying account
attributes, adding or removing entitlements, disabling accounts, deleting accounts, or executing manual fulfillment work items when
direct connector-based provisioning is unavailable. A certification decision may later trigger provisioning if a reviewer revokes access
and IdentityIQ generates a remediation or deprovisioning action. However, the review activity itself is governance, not provisioning.
Therefore, "reviewing an identity's access during a certification campaign" is an access review action, not a provisioning action.
Reference topics: Governance, certifications, access reviews, remediation, revocation decisions, Provisioning, provisioning plans,
and deprovisioning fulfillment.

NEW QUESTION # 61 
Is this statement about uncorrelated accounts true?
If an application's correlation logic has changed, the aggregation task can change account correlations to match the new logic.

A. Yes
B. No

Answer: A

Explanation:
The statement is true. In SailPoint IdentityIQ, account correlation is the process used to associate an application account,
represented as a Link, with the appropriate IdentityCube. Correlation logic is configured on the application and may use account
attributes, identity attributes, or correlation rules to determine ownership. When that logic is changed, a subsequent account
aggregation can evaluate account data against the updated correlation configuration and adjust account-to-identity associations
where the aggregation process is configured to perform correlation.
This is important when accounts were previously uncorrelated, incorrectly correlated, or correlated under outdated matching criteria.
For example, if an application originally correlated accounts by user name but is later changed to correlate by employee ID,
aggregation can apply the new logic so that accounts align with the correct identities. Manual correlation is therefore not the only
remediation path; proper correlation configuration followed by aggregation is a standard way to resolve or correct account
ownership.
The behavior depends on the aggregation and correlation configuration, but the principle is accurate: aggregation can apply changed
correlation logic to account correlations. Reference topics: Applications, correlation options, account aggregation, uncorrelated
account resolution, Link-to-IdentityCube association, and Identity Modeling.
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