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B #77

A company is running a web application on Amazon EC2 instances in a production AWS account. The company requires all logs
generated from the web application to be copied to a central AWS account (or analysis and archiving. The company's AWS
accounts are currently managed independently. Logging agents are configured on the EC2 instances to upload the tog files to an
Amazon S3 bucket in the central AWS account.

A solutions architect needs to provide access for a solution that will allow the production account to store log files in the central
account. The central account also needs to have read access to the tog files.

‘What should the solutions architect do to meet these requirements?

e A Create a policy on the S3 bucket with the production account ID as the principal. Allow S3 access froma delegated user.

e B. Create a cross-account role in the production account. Assume the role from the production account when the logs are
being copied.

e (. Create a policy on the S3 bucket with access from only the CIDR range of the EC2 instances in the production account.
Use the production account ID as the principal

e D. Create a cross-account role in the central account. Assume the role from the production account when the logs are being
copied.


https://drive.google.com/open?id=1xHE__7Phpi-Y4lpMbzYr06It63xbm1Zk
https://www.xhs1991.com/SAP-C02.html
https://jp.fast2test.com/SAP-C02-premium-file.html
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A company wants to use Amazon Workspaces in combination with thin client devices to replace aging desktops Employees use the
desktops to access applications that work with clinical trial data Corporate security policy states that access to the applications must
be restricted to only company branch office locations. The company is considering adding an additional branch office in the next 6
months.

‘Which solution meets these requirements with the MOST operational efficiency?

¢ A Create a custom Workspace image with Windows Firewall configured to restrict access to the public addresses of the
branch offices Use the image to deploy the Workspaces.

¢ B. Use AWS Firewall Manager to create a web ACL rule with an IPSet with the list of public addresses from the branch
office locations Associate the web ACL with the Workspaces directory

¢ C. Create an IP access control group rule with the list of public addresses from the branch offices Associate the IP access
control group with the Workspaces directory

e D. Use AWS Certificate Manager (ACM) to issue trusted device certificates to the machines deployed in the branch office
locations Enable restricted access on the Workspaces directory

Ef#E: D
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A company runs an e-commerce platform with front-end and e-commerce tiers. Both tiers run on LAMP stacks with the fiont-end
instances running behind a load balancing appliance that has a virtual offering on AWS Current*/, the operations team uses SSH to
log in to the instances to maintain patches and address other concerns. The platform has recently been the target of muiltiple attacks,
including.

* A DDosS attack.

* An SOL mjection attack

* Several successful dictionary attacks on SSH accounts on the web servers The company wants to improve the security of the e-
commerce platform by migrating to AWS. The company's solutions architects have decided to use the following approach;

* Code review the existing application and fix any SQL injection issues.

* Migrate the web application to AWS and leverage the latest AWS Linux AMI to address mitial security patching,

* Install AWS Systens Manager to manage patching and allow the system administrators to run commands on all instances, as
needed.

‘What additional steps will address all of the identified attack types while providing high availability and minimizing risk?

¢ A Disable SSH access to the EC2 instances. Migrate on-premises MySQL to Amazon RDS Single-AZ.
Leverage an AWS Elastic Load Balancer to spread the load Add an Amazon CloudFront distribution in front of the website
Enable AWS WAF on the distribution to manage the rules.

¢ B. Enable SSH access to the Amazon EC2 instances using a security group that limits access to specific IPs. Migrate on-
premises MySQL to Amazon RDS Multi- AZ Install the third-party load balancer from the AWS Marketplace and migrate
the existing rules to the load balancer's AWS instances Enable AWS Shield Standard for DDoS protection

¢ C. Enable SSH access to the Amazon EC2 instances through a bastion host secured by limiting access to specific IP
addresses. Migrate on-premises MySQL to a self-managed EC2 instance. Leverage an AWS Elastic Load Balancer to
spread the load, and enable AWS Shield Standard for DDoS protection Add an Amazon CloudFront distribution in front of
the website.

e D. Disable SSH access to the Amazon EC2 instances. Migrate on-premises MySQL to Amazon RDS Multi-AZ Leverage an
Elastic Load Balancer to spread the load and enable AWS Shield Advanced for protection. Add an Amazon CloudFront
distribution in front of the website Enable AWS WAF on the distribution to manage the rules.

IEf@E: D
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A company is updating an application that customers use to make online orders. The number of attacks on the application by bad
actors has increased recently.

The company will host the updated application on an Amazon Elastic Container Service (Amazon ECS) cluster. The company will
use Amazon DynamoDB to store application dat a. A public Application Load Balancer (ALB) will provide end users with access
to the application. The company must prevent prevent attacks and ensure business continuity with mnimal service interruptions



during an ongoing attack.
‘Which combination of steps will meet these requirements MOST cost-effectively? (Select TWO.)

¢ A. Configure Amazon ElastiCache to reduce overhead on DynamoDB.

¢ B. Create an Amazon CloudFront distribution with the ALB as the origin. Add a custom header and random value on the
CloudFront domain. Configure the ALB to conditionally forward traffic if the header and value match.

C. Deploy the application in two AWS Regions. Configure Amazon Route 53 to route to both Regions with equal weight.
D. Deploy an AWS WAF web ACL that includes an appropriate rule group. Associate the web ACL with the Amazon
CloudFront distribution.

E. Configure auto scaling for Amazon ECS tasks. Create a DynamoDB Accelerator (DAX) cluster.

_EE%: B\ D
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The company should create an Amazon CloudFront distribution with the ALB as the origin. The company should add a custom
header and random value on the CloudFront domain. The company should configure the ALB to conditionally forward traffic if the
header and value match. The company should also deploy an AWS WAF web ACL that includes an appropriate rule group. The
company should associate the web ACL with the Amazon CloudFront distribution. This solution will meet the requirements most
cost-effectively because Amazon CloudFront is a fast content delivery network (CDN) service that securely delivers data, videos,
applications, and APIs to customers globally with low latency, high transfer speeds, all within a developer-friendly environment1. By
creating an Amazon CloudFront distribution with the ALB as the origin, the company can improve the performance and availability
of its application by caching static content at edge locations closer to end users. By adding a custom header and random value on the
CloudFront domain, the company can prevent direct access to the ALB and ensure that only requests from CloudFront are
forwarded to the ECS tasks. By configuring the ALB to conditionally forward traffic if the header and value match, the company can
implement origin access identity (OAI) for its ALB origin. OAI is a feature that enables you to restrict access to your content by
requiring users to access your content through CloudFront URLs2. By deploying an AWS WAF web ACL that includes an
appropriate rule group, the company can prevent attacks and ensure business continuity with minimal service interruptions during an
ongoing attack. AWS WAF is a web application firewall that lets you monitor and control web requests that are forwarded to your
web applications. You can use AWS WAF to define customizable web security rules that control which traffic can access your web
applications and which traffic should be blocked3. By associating the web ACL with the Amazon CloudFront distribution, the
company can apply the web security rules to all requests that are forwarded by CloudFront.

The other options are not correct because:

Deploying the application in two AWS Regions and configuring Amazon Route 53 to route to both Regions with equal weight would
not prevent attacks or ensure business continuity. Amazon Route 53 is a highly available and scalable cloud Domain Name System
(DNS) web service that routes end users to Internet applications by translating names like www.example.com into numeric [P
addresses4. However, routing traffic to multiple Regions would not protect against attacks or provide failover in case of an outage. It
would also increase operational complexity and costs compared to using CloudFront and AWS WAF.

Configuring auto scaling for Amazon ECS tasks and creating a DynamoDB Accelerator (DAX) cluster would not prevent attacks or
ensure business continuity. Auto scaling is a feature that enables you to automatically adjust your ECS tasks based on demand or a
schedule. DynamoDB Accelerator (DAX) is a fully managed, highly available, in-memory cache for DynamoDB that delivers up to a
10x performance improvement. However, these features would not protect against attacks or provide failover in case of an outage.
They would also increase operational complexity and costs compared to using CloudFront and AWS WAF.

Configuring Amazon ElastiCache to reduce overhead on DynamoDB would not prevent attacks or ensure business continuity.
Amazon ElastiCache is a fully managed in-memory data store service that makes it easy to deploy, operate, and scale popular open-
source compatible in-memory data stores. However, this service would not protect against attacks or provide failover in case of an
outage. It would also increase operational complexity and costs compared to using CloudFront and AWS WAF.

Reference:

https/aws.amazon.conycloudfront/

https://docs.aws.amazon.cony AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3. html
https/aws.amazon.com/waf/

https:/aws.amazon.com/route53/

https://docs.aws.amazon.con’ AmazonECS/latest/developerguide/service-auto-scaling html

https://aws.amazon.com/dynamodb/dax/

https://aws.amazon.convelasticache/

HH #81
A company provisions short-lived AWS accounts for students. Each account needs access to ml.p2.xlarge SageMaker instances for

training and inference. The default quotas are insufficient.
How should quota increases be automated during account provisioning?



¢ A Create the template in ap-southeast-2 for SageMaker quotas in us-east- 1.

¢ B. Use mlp2.xlarge training warm pool quota in ap-southeast-2.

¢ C. Create a quota request template nus-east- 1, enable template association, and add quotas for ml.p2.xlarge training and
endpoint usage in ap-southeast-2.

e D. Use warm pool quotas in us-east- 1.

Ef: C

A :

A is correct:Quota request templates must be created in us-east- 1, the only region that supports them You specify the desired
quotain the correct target Region(ap-southeast-2) for SageMaker training and endpoint usage. This enablesautomatic quota
increasesfor newly created accounts in the org,

B, C, and D misconfigure either region or quota type.
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