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e SAFE Architectural Framework: This section of the exam measures skills of Security Architects and

explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
bEY 71 importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.
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Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and
covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

Y 73

Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These
frameworks guide best practices and compliance in designing secure systems and managing cloud
environments responsibly.

FEY 7 4

Cloud Security Architecture: This section of the exam measures the skills of Cloud Security Architects and
covers the fundamental components of the Cisco Security Reference Architecture. It introduces the role of
threat intelligence in identifying and mitigating risks, the use of security operations tools for monitoring and
response, and the mechanisms of user and device protection. It also includes strategies for securing cloud
and on-premise networks, as well as safeguarding applications, workloads, and data across environments.

eV Z5

SAFE Key Structure: This section of the exam measures skills of Network Security Designers and focuses
on the SAFE framework's key structural elements. It includes understanding ‘Places in the Network’—the
different network zones—and defining ‘Secure Domains’ to organize security policy implementation
effectively.

FEY Z6

Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It introduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall functions, lateral movement prevention, microsegimentation, and creating policies for
secure application connectivity in multicloud environments.

feEYy 77T

User and Device Security: This section of the exam measures skills of Identity and Access Management
Engineers and deals with authentication and access control for users and devices. It covers how to use
identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

FEY 78

Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on
ensuring common identity across platforms, setting multicloud policies, integrating secure access service
edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.
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1 #186

The primary goal of direct-internet-access policies for trusted business applications is to:

e A. Conpletely bypass all security measures for speed
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¢ B. Isolate the business application from the internet
¢ C. Eliminate the need for any form of web security
¢ D. Balance security and performance by allowing direct access under strict security controls

IEf#: D

H M #187
Based on telemetry reports, actions might include adjusting to better protect against identified threats.

A. security policies
B. office layouts

C. hiring practices
D. marketing strategies

EfE: A

B #188

Refer to the exhibit. An engineer nust troubleshoot an incident by using Cisco Secure Cloud Analytics. What is the cause of the
issue?

e A. SYN flood attack toward the DNS server that has IP address 10.10.10.10
¢ B. Ping of Death attack toward the host that has IP address 10.10.10.10

e C. TCP fingerprinting toward the 50.10.10.0/24 network

e D. DoS attack toward the 50.10.10.0/24 network from an internal IP address

Ef#: D

A :

The flow data in the exhibit shows multiple short-duration, high-volume HTTPS connections (443/TCP) from IP 10.10.10.10 to
nultiple destination IPs in the 50.10.10.0/24 network. All flows are 22 seconds long and transfer exactly 1.77M of data. This
uniform behavior to a large set of IP addresses strongly indicates a Denial of Service (DoS) pattern, where an internal host
(10.10.10.10) is overwhelming external systens in the

50.10.10.0/24 range.

The SCAZT guide (Section 6: Threat Response, Pages 114-117) explains how Secure Cloud Analytics uses NetFlow and
behavioral modeling to identify such volumetric threats. Key identifiers include:

Same connection size (1.77M)

Multiple unique peer IPs in a single external subnet

Same destination port and protocol (HTTPS)

Zero TCP connections completed, indicating unacknowledged connections

This matches the behavioral pattern of a DoS originating from an internal host.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6, Pages 114-117

H R #189
Which security policy is most relevant for controlling access to SaaS applications like Office 365, Workday, and Salesforce?

A. Allowing all outbound traffic without inspection

B. Blocking all cloud services to ensure network security

C. Implementing access control based on user identity and device security posture
D. Unlimited data transfer policies

F
R

: C

M #190

Refer to the exhibit. An engineer must create a firewall policy to allow web server communication only. The indicated firewall policy
was applied; however, a recent audit requires that all firewall policies be optimized.



Which set of rules must be deleted?

e A Rules1and5
e B.Rules2to5
e C.Rules2to4
e D. Rules 3 and 4

Ef#: D

fR e«

Based on the Cisco Tetration segmentation policy and the requirement to allow only web server communication (HTTP/HTTPS):
Rule 1 allows HTTP (port 80) - required

Rule 2 allows HTTPS (port 443) - required

Rule 3 allows SSH - not needed for web communication

Rule 4 allows UDP port 68 (DHCP) - not relevant to application-layer web server traffic Therefore, Rules 3 and 4 are unnecessary
and should be deleted for policy optimization, which aligns with zero-trust and least-privilege access design as outlined in SCAZT
Section 4 (Application and Data Security, Pages 86-90).

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4, Pages 86-90
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