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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q11-
Q16):

NEW QUESTION # 11
What are two main features in Amazon Web Services (AWS) network access control lists (NACLs)? (Choose two.)

A. You cannot use NACLs and Security Groups at the same time.

B. NACLs are stateless, and inbound and outbound rules are used for traffic filtering,
C. NACLs are tied to an instance.

D. The default NACL is configured to allow all traffic.

Answer: B,.D

Explanation:

The default NACL in AWS allows all nbound and outbound traffic until modified.

NACTLs are stateless, meaning both inbound and outbound rules must be defined to allow return traffic.

NACLs apply at the subnet level, not tied to individual instances, and they can be used together with Security Groups.

NEW QUESTION # 12

An Azure administration team is looking for a FortiGate high availability (HA) solution that is able to:
- Filter east-west traffic

- Filter north-south traffic

- Scale up

- Scale out

Which HA deployment meets all of the requirements?

A. Active-active with external and internal load balancers
B. Active-passive with external and internal load balancers
C. Active-passive with SDN connector

D. Active-active with Azure Gateway load balancer

Answer: A

NEW QUESTION # 13

An administrator is configuring a software-defined network (SDN) connector in FortiWeb to dynamically obtain information about
existing objects in an Amazon Elastic Kubernetes Service (EKS) cluster.

Which AWS policy should the administrator attach to a user to achieve this goal?

A. AmazonEK SClusterPolicy

B. AmazonEK SConnectorServiceRolePolicy
C. AmazonEK SServicePolicy

D. AmazonEKSConputePolicy

Answer: A

Explanation:

To allow FortiWeb to dynamically obtain information about objects in an Amazon EKS cluster, the required permission is provided
by the AmazonEKSClusterPolicy. This policy grants read access to cluster resources, enabling FortiWeb's SDN connector to pull
EKS object data.

NEW QUESTION # 14
While working with Terraform files, an administrator notices that some of the variables do not have their type explicitly declared.



variable "FortiﬁteSﬁﬂ'—"{_‘ET

type = map (any)
default = {

byol = "fortinet fg-vm¥

payg = "fortinet _ fg=vm payg 2023"
}

variable "vpegidr" ({
description = "VPC address space"
default = "172.16.0.0/16"

}

‘What type of variable is vpccidr in the exhibit?

e A String
e B. Number
e C. Set

e D.Map

Answer: A

NEW QUESTION # 15
You are using Ansible to modify the configuration of several FortiGate VMs. What is the mmimum number of files you need to
create, and in which file should you configure the target FortiGate IP addresses?

A. One playbook file for each target and the required tasks, and one inventory file.
B. One inventory file for each target device, and one playbook file.

C. One .yam file with the target [P addresses, and one playbook file with the tasks.
D. One text file for all target devices, and one playbook file.

Answer: B

Explanation:

With Ansible, the minimum setup requires:

* One inventory file listing all target FortiGate devices with their [P addresses.
* One playbook file defining the tasks to be executed.

NEW QUESTION # 16
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