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NEW QUESTION # 309

A company is having issues with a newly deployed server less infrastructure that uses Amazon API Gateway, Amazon Lambda, and
Amazon DynamoDB.

In a steady state, the application performs as expected However, during peak load, tens of thousands of simultaneous invocations
are needed and user request fail multiple times before succeeding. The company has checked the logs for each component, focusing
specifically on Amazon CloudWatch Logs for Lambd

e A There are no error logged by the services or applications.
‘What might cause this problem?

¢ B. The throttle limit set on API Gateway is very low during peak load, the additional requests are not making their way
through to Lambda

¢ (. Lambda is in a subnet that uses a NAT gateway to reach out to the internet, and the function instance does not have
sufficient Amazon EC2 resources in the VPC to scale with the load.

¢ D. Lambda has very memory assigned, which causes the function to fail at peak load.

¢ E. DynamoDB is set up in an auto scaling mode. During peak load, DynamoDB adjust capacity and through successfully.
Answer: A

NEW QUESTION # 310

You are designing an intrusion detection/prevention (IDS/IPS) solution for a customer web application in a single VPC.
You are considering the options for Implementing IDS/IPS protection for traffic coming from the Internet.

Which of the following options would you consider? Choose 2 answers

¢ A Configure an instance in each subnet to switch its network interface card to promiscuous mode and analyze network
traffic.

¢ B. Implement Elastic Load Balancing with SSL listeners in front of the web applications.

¢ C. Implement a reverse proxy layer in front of web servers, and configure IDS/IPS agents on each reverse proxy server.

e D. Implement IDS/IPS agents on each instance running in VPC.

Answer: C,D

Explanation:
EC2 does not allow promiscuous mode, and you cannot put something in between the ELB and the web server (like a listener or
IDP)

NEW QUESTION # 311

A company is developing a new service that will be accessed using TCP on a static port. A solutions architect must ensure that the
service is highly available, has redundancy across Availability Zones, and is accessible using the DNS name my.service.com, which is
publicly accessible. The service must use fixed address assignments so other companies can add the addresses to their allow lists.
Assuming that resources are deployed in multiple Availability Zones in a single Region, which solution will meet these requirements?

e A. Create Amazon EC2 instances with an Elastic IP address for each instance. Create a Network Load Balancer (NLB) and
expose the static TCP port. Register EC2 mstances with the NLB. Create a new name server record set named
my.service.com, and assign the Elastic IP addresses of the EC2 instances to the record set. Provide the Elastic IP addresses
ofthe EC2 instances to the other companies to add to their allow lists.

e B. Create an Amazon ECS cluster and a service definition for the application. Create and assign public IP addresses for the
ECS cluster. Create a Network Load Balancer (NLB) and expose the TCP port.

Create a target group and assign the ECS cluster name to the NLB. Create a new A record set named my.service.com, and
assign the public IP addresses of the ECS cluster to the record set. Provide the public IP addresses of the ECS cluster to the
other companies to add to their allow lists.

e (. Create Amazon EC2 instances for the service. Create one Elastic IP address for each Availability Zone.

Create a Network Load Balancer (NLB) and expose the assigned TCP port. Assign the Elastic IP addresses to the NLB for
each Availability Zone. Create a target group and register the EC2 instances with the NLB. Create a new A (alias) record set
named my.service.com, and assign the NLB DNS nane to the record set.

e D. Create an Amazon ECS cluster and a service definition for the application. Create and assign public IP address for each
host in the cluster. Create an Application Load Balancer (ALB) and expose the static TCP port. Create a target group and
assign the ECS service definition name to the ALB. Create a new CNAME record set and associate the public IP addresses
to the record set. Provide the Elastic IP addresses of the Amazon EC2 instances to the other companies to add to their allow
lists.



Answer: C

NEW QUESTION # 312

A company has developed a web application. The company is hosting the application on a group of Amazon EC2 instances behind
an Application Load Balancer. The company wants to improve the security posture of the application and plans to use AWS WAF
web ACLs. The solution must not adversely affect legitimate traffic to the application.

How should a solutions architect configure the web ACLs to meet these requirements?

¢ A Use only rate-based rules in the web ACLs. and set the throttle limit as high as possible Temporarily block all requests that
exceed the limit. Define nested rules to narrow the scope of the rate tracking.

¢ B. Set the action of the web ACL rules to Count. Enable AWS WAF logging Analyze the requests for false positives Modify
the rules to avoid any false positive Over time change the action of the web ACL rules from Count to Block.

e C. Use only customrule groups in the web ACLs. and set the action to Allow Enable AWS WAF logging Analyze the
requests tor false positives Modify the rules to avoid any false positive Over time, change the action of the web ACL rules
from Allow to Block.

e D. Set the action o' the web ACL rules to Block. Use only AWS managed rule groups in the web ACLs Evaluate the rule
groups by using Amazon CloudWatch metrics with AWS WAF sampled requests or AWS WAF logs.

Answer: B

Explanation:
https:/aws.amazon.comypremiunmsupport/knowledge-center/waf-analyze-count-action-rules/

NEW QUESTION # 313

An organization is planning to host a Wordpress blog as well a joomla CMS on a single instance launched
with VPC. The organization wants to have separate domains for each application and assign them using
Route 53. The organization may have about ten instances each with two applications as mentioned above.
While launching the instance, the organization configured two separate network interfaces (primary + ENT)
and wanted to have two elastic IPs for that instance.

It was suggested to use a public IP from AWS instead of an elastic IP as the number of elastic IPs is
restricted. What action will you recommend to the organization?

¢ A.Ido not agree as AWS VPC does not attach a public IP to an ENI; so the user has to use only an
elastic IP only.

¢ B. I do not agree as 1t is required to have only an elastic IP since an instance has more than one ENI and
AWS does not assign a public IP to an instance with multiple ENIs.

e C. I agree with the suggestion but will prefer that the organization should use separate subnets with each
ENT for different public IPs.

e D. I agree with the suggestion and it is recommended to use a public IP from AWS since the organization
is going to use DNS with Route 53.

Answer: B

Explanation:

A Virtual Private Cloud (VPC) is a virtual network dedicated to the user's AWS account. It enables the
user to launch AWS resources into a virtual network that the user has defined. An Elastic Network
Interface (ENI) is a virtual network interface that the user can attach to an instance ina VPC.

The user can attach up to two ENIs with a single instance. However, AWS cannot assign a public IP when
there are two ENIs attached to a single instance. It is recommended to assign an elastic IP in this scenario.
Ifthe organization wants more than 5 EIPs they can request AWS to increase the number.

Reference: http:/docs.aws.amazon.com/ AWSEC2/latest/UserGuide/using-eni. html

NEW QUESTION # 314

AWS-Solutions- Architect-Professional exam certification is considered as a standard in measuring your professional skills in your
industry. Besides, those possessing the Amazon AWS-Solutions- Architect-Professional certification are more likely to receive higher



salaries. So it is very necessary to get AWS-Solutions- Architect-Professional certification. Here, Test4Engine AWS-Solutions-
Architect-Professional free pdf download can give you some reference. First, you should have preview about the content of AWS-
Solutions- Architect- Professional real test. Amazon AWS-Solutions- Architect-Professional contains the comprehensive contents
with explanations where is available. With the assist of AWS-Solutions- Architect-Professional training material, you will get success.
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Professional exam torrent materials, you will remember the serviceability and usefulness of them, so we have thousands of clients
who have absolute trust in us, and we receive their feedbacks of AWS-Solutions- Architect-Professional test collection materials
frequently, The new update information of Valid AWS-Solutions- Architect-Professional Test Preparation - AWS Certified Solutions
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books or get lost in a great number of choices.
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