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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q12-Q17):

NEW QUESTION # 12
A forensic scientist arrives at a crime scene to begin collecting evidence.
What is the first thing the forensic scientist should do?

A. Photograph all evidence in its original place
B. Run antivirus scans

C. Seize the computer immediately

D. Document user passwords

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Documenting the scene through photographs preserves the original state of evidence before it is moved or altered. This supports
chain of custody and evidence integrity, providing context during analysis and court proceedings.

* Photographic documentation is a standard step in forensic protocols.

* ]t ensures the scene is accurately recorded.

Reference:According to forensic investigation standards (NIST SP 800-86), photographing the scene is the initial action upon
arrival

NEW QUESTION # 13
Which rule is used for conducting electronic surveillance?

A. All documents related to health informatics should be stored in perpetuity.

B. All commercial email must provide an opt-out mechanism.

C. Telecommunications equipment must have built-in surveillance capabilities for law enforcement.

D. Using a misleading domain name to deceive a person into viewing obscene material shall result in fines or imprisonment.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

This describes theCommumications Assistance to Law Enforcement Act (CALEA)requirement that telecommunications equipment
and services include built-in capabilities that allow authorized law enforcement surveillance, including electronic monitoring and
wiretapping.

* CALEA mandates lawful intercept capabilities in telecommunications infrastructure.

* It ensures that digital and VoIP communications can be monitored under proper legal warrant.

* This rule supports modern digital evidence gathering and real-time surveillance operations.

Reference:CALEA is repeatedly cited in forensic and cybersecurity legal documentation as the governing rule for digital and
electronic surveillance capabilities.

NEW QUESTION # 14
Which storage format is a magnetic drive?
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A. SATA

B. CD-ROM
C. Bluray
D. SSD

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

SATA (Serial ATA) refers to an interface standard commonly used for connecting magnetic hard disk drives (HDDs) and solid-state
drives (SSDs) to a computer. The term SATA itself describes the connection, but most HDDs that use SATA as an interface are
magnetic drives.

* CD-ROM and Blu-ray are optical storage media, not magnetic.

* SSD (Solid State Drive) uses flash memory, not magnetic storage.

* Magpetic drives rely on spinning magnetic platters, which are typically connected via SATA or other interfaces.

This differentiation is emphasized in digjtal forensic training and hardware documentation, including those from NIST and forensic
hardware textbooks.

NEW QUESTION # 15
Which law or guideline lists the four states a mobile device can be in when data is extracted from it?

A. Health Insurance Portability and Accountability Act (HIPAA)

B. Electronic Communications Privacy Act (ECPA)

C. NIST SP 800-72 Guidelines

D. Commumications Assistance to Law Enforcement Act (CALEA)

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

NIST Special Publication 800-72 provides guidelines for mobile device forensics and identifies four device states during data
extraction: active, idle, powered off; and locked. These states influence how data can be accessed and preserved.

* Understanding these states helps forensic investigators select appropriate acquisition techniques.

* NIST SP 800-72 is a key reference for mobile device forensic methodologies.

Reference:NIST SP 800-72 offers authoritative guidelines on handling mobile device data in forensic investigations.

NEW QUESTION # 16
A forensic specialist is about to collect digital evidence froma suspect's computer hard drive. The computer is off.
‘What should be the specialist's first step?

A. Make a forensic copy ofthe computer’s hard drive.
B. Turn the computer on and remove any malware.

C. Turn the computer on and photograph the desktop.
D. Carefully review the chain of custody form

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Before any action on evidence, especially when seizing or processing digital devices, the forensic specialist must first carefully review
and document the chain of custody (CoC) to ensure proper handling and legal compliance. This includes verifying seizure procedures
and documenting the status of the device before any mnteraction.

* Turning the computer on prematurely risks altering or destroying volatile data.

* Making a forensic copy (imaging) can only happen after proper documentation and preservation steps.

* Photographing the desktop is relevant only after power-on but only if approved and documented.

This process aligns with NIST guidelines (SP 800-86) and the Scientific Working Group on Digital Evidence (SWGDE) principles
emphasizing preservation and documentation as foundational steps.



NEW QUESTION # 17
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