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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q28-Q33):

NEW QUESTION # 28
To whom are the information security policies required to be communicated, according to the control in Annex A of ISO/IEC
27001?

A. Only staff with accountability for ISMS operation
B. Relevant personnel and relevant interested parties
C. Top management

D. Employees within the scope of the ISMS

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) clearly specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties..." This means the commumication obligation is not limited to
top management (A) or only ISMS staff (B), nor does it stop at employees only (C). Instead, ISO/IEC 27001/27002 mandate a
broader scope: allrelevant personnel and relevant interested partiesmust be informed. This ensures both internal stakeholders
(employees, contractors, temporary staff) and external interested parties (suppliers, partners, regulators, customrers, etc.) receive the
right policy communications where applicable. Therefore, the correct and verified answer isD.

NEW QUESTION # 29
Which of'the following is required to be considered when selecting appropriate information security risk treatment options?

A. Only risk controls in ISO/IEC 27002

B. Criteria for accepting identified risks

C. Criteria for performing risk assessments

D. Only risk controls in Annex A of ISO/IEC 27001

Answer: B

Explanation:

Clause 6.1.3 (c) requires organizations to:

"compare the controls determined in 6.1.3 b) with those in Annex A and verify that no necessary control has been omitted; and
prepare a Statement of Applicability." It also requires organizations to select risk treatment options considering "the organization's
risk acceptance criteria." This shows thatrisk acceptance criteriaare a fmdamental factor when selecting risk treatment options.
Options C and D are incorrect because Annex A and ISO/IEC 27002 are reference sets, not the sole sources of controls -
organizations can design their own. Criteria for performing risk assessments (B) are part of 6.1.2 (risk assessment process), not risk
treatment.

Thus, the correct requirement isA: Criteria for accepting identified risks.

NEW QUESTION # 30

Identify the missing word in the following sentence.

According to ISO/IEC 27000, the definition of risk [?] is a "process to comprehend the nature of risk and to determine the level of
risk."

A. Assessment
B. Analysis

C. Management
D. Evaluation
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Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

ISO/IEC 27000 defines:

* Risk analysis: "process to comprehend the nature of risk and to determine the level of risk" (Clause 3.58).

* Risk assessment: the overall process of risk identification, risk analysis, and risk evaluation.

* Risk evaluation: compares results of risk analysis against risk criteria to determine priority.

* Risk management: coordinated activities to direct and control an organization with regard to risk.

Therefore, the missing word in the given definition is"analysis".

This is important for ISMS implementation: organizations must understand the distinctions. Risk analysis is the core technical
evaluation stage, while assessment is the broader process including evaluation, and management refers to the overall governance of
risks.

Thus, the correct verified answer isB: Analysis.

NEW QUESTION # 31
What international standard provides guidance on the integration of ISO/IEC 27001 and the IT Service Management standard?

A. ISO/IEC 27013
B. ISO/IEC 20000-1
C. None of'the above
D. ISO/IEC 27002

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27013 standards:

ISO/IEC 27013 is titled:

"Information technology - Security techniques - Guidance on the integrated implementation of ISO

/IEC 27001 and ISO/IEC 20000-1."

This standard provides organizations with specific advice on how to integrate an Information Security Management System (ISMS)
with an IT Service Management System (ITSMS). ISO/IEC 20000-1 is the IT Service Management requirements standard, but
integration guidance is provided n 27013. ISO/IEC 27002 (A) is guidance for controls, not integration. Option D is incorrect since
ISO/IEC 27013 explicitly exists for this purpose.

Therefore, the correct verified answer isB: ISO/IEC 27013.

NEW QUESTION # 32

Which of the following statements about the relationship between ISO/IEC 27001 and ISO/IEC 27002 is true?

* ISO/IEC 27002 provides implementation advice on the controls selected during the ISO/IEC 27001 information security risk
management process

* ISO/IEC 27002 provides a process for information security risk management which implements the requirements of ISO/IEC
27001

A. Only 2 is true
B. Neither 1 or 2 is true
C. Both 1 and 2 are true
D. Only 1 is true

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001 & 27002:2022 standards:

ISO/IEC 27001 Annex A lists reference controls. ISO/IEC 27002 providesdetailed guidance on the implementation of those
controls, including purpose, guidance, and examples. Clause 6.1.3 of ISO/IEC

27001 makes the link explicit: controls from Annex A are referenced, but ISO/IEC 27002 explains how to implement them.
However, ISO/IEC 27002 doesnotprovide a process for risk management-that is covered by ISO/IEC

27005. Risk management requirements are in ISO/IEC 27001 (Clauses 6.1.2 and 6.1.3).

Therefore, statement 1 is true, but statement 2 is false. Correct answer:A.



NEW QUESTION # 33
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