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Microsoft SC-401 Priifungsplan:

Thema Einzelheiten

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
Thema 1 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in

Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Thema 2 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

e Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and

Therma 3 applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.

Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using

Microsoft Purview.

¢ Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

Thema 4 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

Microsoft Administering Information Security in Microsoft 365 SC-401
Priifungsfragen mit Losungen (Q193-Q198):

193. Frage

You have a Microsoft 365 ES subscription that uses Microsoft Purview.

You are creating an exact data match (EDM) classifier named EDMI.

For EDM1, you upload a schem file that contains the fields shown in the following table.

What is the maximum number of primary elements that EDM1 can have?

A0
B. 1
C.2
D.3

Antwort: C

Begriindung;

In Microsoft Purview Exact Data Match (EDM) classifiers, a primary element is a unique, identifying field used for data matching,
EDM allows up to two primary elements per schema.

From the provided table, the Match mode indicates how data is analyzed:

# PP (EU Passport Number) # Likely a primary element because it's unique.

# Name (All Full Names) # Typically not a primary element as names are common.

# DateOfBirth (Single-token) # Usually a secondary element, not unique.

# AccountNumber (Multi-token) # Can be a primary element, as it's a unique identifier.

# Since EDM supports a maximum of two primary elements, the correct answer is 2.

194. Frage

At the end of a project, you upload project documents to a Microsoft SharePoint Online library that contains many files. The
following is a sample of the project document file names:

*aei AA989.docx

*bd WS098.docx

* cei DF112.docx



* ebc_QQ454.docx

* ecc_BB565.docx

All documents that use this naming format must be labeled as Project Documents:
You need to create an auto-apply retention label policy.

‘What should you use to identify the files?

e A, Aretention label
e B. A tramable classifier
e C. A sensitive info type

Antwort: C

195. Frage

Hotspot Question

You have a Microsoft 365 ES subscription that uses Microsoft Purview.

You need to create a sensitive information type (SIT) to detect project code content that starts with the letters pjt followed by six
digits and ends with the letters sct. The following is an example of the project code.

pjt123456sct

How should you complete the regular expression? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Antwort:

Begrindung;

Explanation:

Box 1:[0-9]

Pattern: [0-9]{0,3}

Interpretation: Look for zero to three occurrences of the decimal digits 0 through 9.

Box 2: {6}

Quantifiers

A quantifier specifies how many instances of the previous element (which can be a character, a group, or a character class) must be
present in the mput string for a match to occur. Quantifiers include the language elements listed in the following table.
Quantifier: { n }

Description: Matches the previous element exactly n times.

Pattern: "\d{3}"

Matches: ",043"in "1,043.6", ".876", ",543", and ",210" in "9,876,543,210" Reference:
https//learn.microsoft.com/en-us/dotnet/standard/base- types/regular-expressions
https//learn.microsoft.comven-us/dotnet/standard/base-types/regular-expression- language-quick- reference

196. Frage

You have a Microsoft 365 ES subscription that contains two users named User! and User2. The subscription has a data loss
prevention (DLP) policy named Policy 1.

User2 sends an outbound message that generates a false positive for Policyl.

Youneed to ensure that Userl can download the message that generated the alert The solution must follow the principle of least
privilege.

To which role group should you add User1?

A. Data Investigator

B. eDiscovery Manager
C. Global Reader

D. Security Operator

Antwort: A

197. Frage
Hotspot Question
You have a Microsoft 365 ES tenant that contains a sensitivity label named labell.



You plan to enable co-authoring for encrypted files.

You need to ensure that files that have labell applied support co-authoring.

Which two settings should you modify? To answer, select the settings in the answer area.
NOTE: Each correct selection is worth one point.

Antwort:

Begrindung;

Explanation:

Double Key Encryption (DKE) prevents co-authoring because Microsoft 365 services cannot process encrypted content. You must
disable this setting to allow real-time collaboration.

Co-authoring requires that permissions are explicitly assigned to users or groups. Without defined permissions, users won't be able
to access or co- author the docurent.
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