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Answer Area

For the loT Edge devices: b
Azure Arc

Microsoft Defender for Cloud

Microsoft Defender for Cloud Apps

Microsoft Defender for Endpoint

Microsoft Defender for loT

For the AWS EC2 instances: -
Azure Arc only

Microsoft Defender for Cloud and Azure Arc
Microsoft Defender for Cloud Apps only
Microsoft Defender for Cloud only

Microsoft Defender for Endpoint and Azure Arc
Microgsoft Defender for Endpeoint only
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HM #16

You are planning the security levels for a security access strategy.

You need to identify which job roles to configure at which security levels. The solution must meet security best practices of the
Microsoft Cybersecurity Reference Architectures (MCRA).

‘Which security level should you configure for each job role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

iRt
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HE#17

Your company has a Microsoft 365 E5 subscription, an Azure subscription, on-premises applications, and Active Directory Domain
Services (AD DS).

You need to recommend an identity security strategy that meets the following requirements:

* Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website

* Ensures that partner companies can access Microsoft SharePoint Online sites for the project to which they are assigned The
solution must minimize the need to deploy additional nfrastructure components. What should you include in the recommendation? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ef#:

TR
Explanation:
Graphical user interface, application Description automatically generated

Box 1 --> https:/docs.microsoft.com/en-us/azure/active-directory-b2c/overview Box 2 -- > httpsz/docs.microsoft.com/en-
us/azure/active-directory/external-identities/identity-providers

HM #18

You have an Azure subscription.

Youplan to inplement Azure Synapse Analytics SQL dedicated pools and SQL serverless pools.

Youneed to recommend a solution to provide additional encryption-at-rest security for each type of pool. The solution must use
customer-managed keys, whenever possible.

What should you recommend for each pool type? To answer, drag the appropriate recommendations to the correct pool types.
Each recommendation may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll
to view content.

NOTE: Each correct selection is worth one point.

EM:
W

B #19

Your company plans to deploy several Azure App Service web apps. The web apps will be deployed to the West Europe Azure
region. The web apps will be accessed only by customers in Furope and the United States.

You need to recommend a solution to prevent malicious bots from scanning the web apps for vulnerabilities. The solution must
minimize the attach surface.

‘What should you include in the recommendation?

A. network security groups (NSGs)

B. Azure Traffic Manager and application security groups

C. Azure Application Gateway Web Application Firewall (WAF)
D. Azure Firewall Premium

Ef: C

AR

Roughly 20% of all Internet traffic comes frombad bots. They do things like scraping, scanning, and looking for vulnerabilities in
your web application. When these bots are stopped at the Web Application Firewall (WAF), they can't attack you. They also can't
use up your resources and services, such as your backends and other underlying infrastructure.

You can enable a managed bot protection rule set for your WAF to block or log requests from known malicious IP addresses. The
IP addresses are sourced from the Microsoft Threat Intelligence feed. Intelligent Security Graph powers Microsoft threat intelligence
and is used by nuiltiple services including Microsoft Defender for Cloud.
https7/docs.microsoft.com/en-us/azure/web-application-firewall/ag/bot-protection-overview

HR #20



You need to recommend a strategy for App Service web app connectivity. The solution must meet the landing zone requirements.
‘What should you recommend? To answer, select the appropriate options in the answer are a. NOTE Each correct selection is worth
one point.
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