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Fortinet FCP_FML_AD-7.4 Exam Syllabus Topics:

Section Weight Objectives

- Mail flow troubleshooting
. . - . - High Availability (HA) setup
0,

Monitoring, High Availability and Troubleshooting 20% Webmail and additional features

- Logging, reports and dashboards

- Archiving and retention policies
Encryption and Compliance 15% - IBE and secure messaging
- TLS encryption configuration
- Initial setup and protected domains
- Deployment modes: Gateway, Server, Transparent
- System maintenance and backup
- Mail flow architecture and queues

- Data Loss Prevention (DLP)

- Antivirus and FortiSandbox integration

- FortiGuard Antispam and filtering

- Content filtering and profiles

- LDAP and directory integration

- Session, IP and recipient policies

- Sender authentication: SPF, DKIM, DMARC
- SMTP routing and delivery control

System Configuration and Deployment 20%

Email Security Inspection 25%

Emnail Flow and Authentication 20%
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Fortinet FCP - FortiMail 7.4 Administrator 38 &8 FCP_FML_AD-7.4 & 5% R
& (Q38-Q43):

H #38
‘Which statement about how impersonation analysis identifies spoofed email addresses is correct?

A. Tt maps the display name to the correct recipient email address
B. It uses behavior analysis to detect spoofed addresses.

C. It uses DMARC validation to detect spoofed addresses.

D. It uses SPF validation to detect spoofed addresses.

Ef#: C

HM #39
‘When deploying FortiMail in transparent mode, which of the following statements are true?
(Select all that apply.)

A. FortiMail's finctions are hidden from the email server

B. Transparent mode requires changes to the mail server's IP address

C. Email attachments are automatically encrypted

D. Transparent mode is suitable for organizations with complex email infrastructures
E. FortiMail acts as an intermediary for email traffic

Ef#: A\ E

R :
In transparent mode, FortiMail sits invisibly in the mail flow and does not require IP address changes on the mail server.

HM #40
Refer to the exhibits showing SMTP limits (Session Profile - SMTP Limits), and domain settings (Domain Settings, andDomain

Settings - Other) of a FortiMail device.


https://www.jpexam.com/FCP_FML_AD-7.4_exam.html

Session Profile—SMTP Limits

Session Profile

Profile name ] Example_Session \

Comment i é
| ZERTINET]
@ SMTP Limits
Restrict number of EHLO/HELOS per session to 3
Restrict number of email per session to & Yo Ao |
Restrict number of recipients per email to _-56(_) S|
Cap message size (KB) at 51200
Cap header size (KB) at 110240

Maximum number of NOOPs allowed for each connection [ 10

Maximum number of RSETs allowed for each connection | 20

Domain Settings

FortiMail

| 1%
g S’
by

A
Relay type [ Host 4 (AN . ]

Domain name example.com

SMTPserver  10.29.1.45 |Port| 25 |[Test.]
LD Use SMTPS
" Fallback SMTP server \Port| 25 |[Test..]

O Use SMTPS

(3 Relay Authentication




Domain Settings—Other t=RTINET

Other
Webmail theme _ Use system settings v
Webmail language ~Default- . y¥\

]

o

it

Maximum message size (KB) 2_0;38_09 ____ Y i |
SMTP greeting {EHLQ}_I_.-\IEI-.“Q)'nJ‘ine (asclient) ~ Use system host name

L S . W i

--None-- v Direction; Delivering

IP pool
(B Remove received header of outgoing email
@ Use global bayesian database

Bypass bounce verification

@ Email continuity

Which message size limit in KB will the FortiMail apply to outbound email?

A0
B. There is no message size limit for outbound email from a protected domain.
C.1
D.2

Ef: A

R #41
Refer to the exhibits, which show a topology diagram (Topology) and a configuration element (Access Control Rule).

Topology
22 ATIMET Protected Domain

example.com

>
(|




bbbl kit o ol b ¥ L
]

Access ContrgI ROIA ' "=

Status L &

Sender User Defined -

Recipient User Defined -

Source IP/Netmask -
0.0.0.0/0

Reverse DNS pattern

Authentication status = Any >
TLS profile -None- -
Action Reject -
Comment

An administrator wants to configure an access receive rule to match authentication status on FML-1 for all outbound email from the
example.com domain.
Which two access receive rule settings must the administrator configure? (Choose two.)

A. The Recipient pattern must be set to *@example.com
B. ATLS profile must be configured and applied.

C. The Authentication status must be set to Authenticated.
D. The Sender IP/netmask must be set to 10.29.1.0/24.

iFf@E: C. D

fEE L
Scope the rule to your LAN by setting Source to 10.29.1.0/24.
Set Authentication status to Authenticated so only authenticated SMTP sessions match.

H #42
Refer to the exhibit, which shows the Authentication Reputation list on a FortiMail device running in gateway mode.

Records per pagec 0% v

Location Violation Access Expiry Time

22 (Reserved) Mail CLI, Mail, Web 5 minutes

Why was the IP address blocked?

A. The IP address had consecutive IMAP logmn failures to FortiMail.

B. The IP address had consecutive administrative password failures to FortiMail.
C. The IP address had consecutive SSH login failures to FortiMail.

D. The IP address had consecutive SMTPS login failures to FortiMail..

Ef#: D

B #43
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