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Cisco Designing Cisco Security Infrastructure Sample Questions (Q34-Q39):

NEW QUESTION # 34
‘When designing security for applications distributed across multiple cloud providers, what is a key consideration?

A. Consistent identity and access policies
B. High-performance DHCP services

C. MPLS cloud backbone routing

D. Local proxy deployment

Answer: A

Explanation:
Consistent identity and access management policies across cloud providers ensure uniform security controls and simplify governance
n nuilti-cloud environments.

NEW QUESTION # 35

A furniture company recently discovered that the endpoint detection and response configuration flagged several malicious files on
company-managed laptops. The company must enhance security to prevent known malicious files from being delivered to the
network and endpoints. The new solution must enhance the company's ability to inspect and filter incoming traffic effectively.
Which security product must be used to accomplish this goal?

A. eBPF

B. host-based firewall

C. traditional firewall

D. next-generation firewall

Answer: D

Explanation:

A next-generation firewall (NGFW) inspects and filters incoming traffic with deep packet inspection, intrusion prevention, and
advanced malware filtering, This prevents known malicious files from reaching the network and endpoints, complementing the
company's EDR solution.

NEW QUESTION # 36
Which generative Al impact is addressed by a human-in-the-loop design policy?

A. deep fakes

B. scale changes
C. Al hallucmnations

D. phishing
Answer: C

Explanation:

A human-in-the-loop design policy ensures that humans validate or oversee Al-generated outputs, reducing the risk of Al
hallucinations (false or misleading information generated by Al).

This provides accountability and accuracy in generative Al use.

NEW QUESTION # 37
Which design policy addresses harmful content creation by generative Al?

A. quantumresistant encryption
B. human in the loop

C. watermarking

D. retrieval augmented generation

Answer: C



Explanation:

Watermarking is a generative Al design policy that embeds hidden identifiers into Al-generated content. This helps address the risk
of harmful content creation by enabling traceability and accountability, making it easier to detect and regulate malicious or misleading
Al outputs.

NEW QUESTION # 38

A manufacturing company recently experienced a network-down scenario due to malware spread on the management network. The
company wants to implement a solution to detect and mitigate a similar threat in the future and protect the overall network. Which
solution meets the requirements?

A. RADIUS

B. endpoint detection and response
C. IPsec VPN

D. encrypted threat analysis

Answer: B

Explanation:

Endpoint Detection and Response (EDR) provides continuous monitoring, detection, and autormated mitigation of malware at the
endpoint level. By stopping threats before they spread across the management network, EDR protects the overall infrastructure from
similar network- down scenarios in the future.

NEW QUESTION # 39
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