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HA #222
Your company has a 3-tier solution running on Compute Engine. The configuration of the current infrastructure is shown below.
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Each tier has a service account that is associated with all instances within it. You need to enable communication on TCP port 8080
between tiers as follows:

* Instances in tier #1 must comnunicate with tier #2.

* Instances in tier #2 must communicate with tier #3.

‘What should you do?

e A 1. Create an ingress firewall rule with the following settings:* Targets: all instances™ Source filter: IP ranges (with the range
set to 10.0.2.0/24)* Protocols: allow all2. Create an ingress firewall rule with the following settings:* Targets: all instances*
Source filter: IP ranges (with the range set to 10.0.1.0/24)* Protocols: allow all

¢ B. 1. Create an ingress firewall rule with the following settings:* Targets: all instances with tier #2 service account® Source
filter: all instances with tier #1 service account™ Protocols: allow all2. Create an ingress firewall rule with the following
settings:* Targets: all instances with tier #3 service account™ Source filter: all instances with tier #2 service account™
Protocols: allow all

e C. 1. Create an egress firewall rule with the following settings:* Targets: all instances™ Source filter: IP ranges (with the range
set to 10.0.2.0/24)* Protocols: allow TCP: 80802. Create an egress firewall rule with the following settings:* Targets: all
instances™® Source filter: IP ranges (with the range set to
10.0.1.0/24)* Protocols: allow TCP: 8080

e D. 1. Create an ingress firewall rule with the following settings:* Targets: all instances with tier #2 service account™ Source
filter: all instances with tier #1 service account™ Protocols: allow TCP:80802. Create an ingress firewall rule with the following
settings:* Targets: all instances with tier #3 service account™ Source filter: all instances with tier #2 service account™
Protocols: allow TCP: 8080

Ef#: D

fEEL:

1. Create an ingress firewall rule with the following settings: "¢ Targets: all instances with tier #2 service account "¢ Source filter: all
mstances with tier #1 service account "¢ Protocols: allow TCP:8080 2. Create an ingress firewall rule with the following settings: "¢
Targets: all instances with tier #3 service account "¢ Source filter: all instances with tier #2 service account "¢ Protocols: allow TCP:
8080

R #223
A colleague handed over a Google Cloud Platform project for you to maintain. As part of a security checkup, you want to review
who has been granted the Project Owner role. What should you do?

A. Enable Audit Logs on the [AM & admin page for all resources, and validate the results.
B. Use the command gcloud projects get-iam-policy to view the current role assignments.
C. Navigate to Identity- Aware Proxy and check the permissions for these resources.

D. In the console, validate which SSH keys have been stored as project-wide keys.

EfE: D

fEL:
Explanation/Reference: https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys

HR #224

Your customer wants you to create a secure, publicly accessible website with autoscaling based on the compute instance CPU load.
You want to enhance performance by storing static content in Cloud Storage.

Which resources are needed to distribute the user traffic?

e A. A global external Application Load Balancer with a managed SSL certificate to distribute the load and a URL map to
target the requests for the static content to the Cloud Storage backend.

e B. A cross-region internal Application Load Balancer together with Identity- Aware Proxy to allow only HTTPS traffic.

e C. A global external Application Load Balancer to distribute the load and a URL map to target the requests for the static
content to the Cloud Storage backend. Install the HTTPS certificates on the instance.

e D. A global external Network Load Balancer pointing to the backend instances to distribute the load evenly. The web servers
will forward the request to the Cloud Storage as needed.

EfE: A



fEERA -

The setup requires a publicly accessible (External) and secure (HTTPS) Layer 7 load balancer that can perform URL-based routing
to send different types of requests to different backends (Compute Engine for dynamic content, Cloud Storage for static content).
Global External Application Load Balancer is necessary for public access and global traffic distribution.

The URL Map is crucial for routing requests based on the URL path (e.g., /images/*) to a Cloud Storage backend bucket, a core
feature of external Application Load Balancers.

A managed SSL certificate is the Google-recommended method to enable HTTPS securely and easily on the Load Balancer itself
Reference: Google Cloud Documentation - External Application Load Balancer (Serving static content from Cloud Storage):
"You can use a backend bucket with a global external Application Load Balancer to serve static content from Cloud Storage
buckets... The backend bucket is referenced by the URL map." Reference: Google Cloud Documentation - SSL certificates
(Managed certificates):

"Google-managed SSL certificates are a recommended best practice because Google Cloud automatically manages the certificate
for you."

H #225

You need to assign a Cloud Identity and Access Management (Cloud IAM) role to an external auditor. The auditor needs to have
permiissions to review your Google Cloud Platform (GCP) Audit Logs and also to review your Data Access logs. What should you
do?

e A Assign the auditor's IAM user to a customrole that has logging, privateLogEntries.list permission. Perform the export of
logs to Cloud Storage.

¢ B. Assign the auditor the IAM role roles/logging. privateLogViewer. Direct the auditor to also review the logs for changes to
Cloud IAM policy.

e C. Assign the auditor's JAM user to a customrole that has logging privateLogEntries.list permission. Direct the auditor to also
review the logs for changes to Cloud IAM policy.

¢ D. Assign the auditor the IAM role roles/logging privateLogViewer. Perform the export of logs to Cloud Storage.

Ef#: B
e
Explanation

Google Cloud provides Cloud Audit Logs, which is an integral part of Cloud Logging, It consists of two log streans for each
project: Admin Activity and Data Access, which are generated by Google Cloud services to help you answer the question of who
did what, where, and when? within your Google Cloud projects.

Ref: httpsy//cloud.google.com/ianmydocs/job-finctions/auditing#scenario_external auditors

B #226
You create a Deployment with 2 replicas in a Google Kubernetes Engine cluster that has a single preemptible node pool. After a few
minutes, you use kubectl to examine the status of your Pod and observe that one of them is still in Pending status:

What is the most likely cause?

¢ A. The pending Pod's resource requests are too large to fit on a single node of'the cluster.

¢ B. The node pool is configured with a service account that does not have permission to pull the container image used by the
pending Pod.

e C. Too many Pods are already running in the cluster, and there are not enough resources left to schedule the pending Pod.

e D. The pending Pod was originally scheduled on a node that has been preempted between the creation of the Deployment
and your verification of the Pods' status. It is currently being rescheduled on a new node.

Ef: C

AR

* The pending Pods resource requests are too large to fit on a single node of the cluster. Too many Pods are already running in the
cluster, and there are not enough resources left to schedule the pending Pod. is the right answer.

* When you have a deployment with some pods in running and other pods in the pending state, more often than not it is a problem
with resources on the nodes. Heres a sample output of this use case. We see that the problem is with insufficient CPU on the
Kubernetes nodes so we have to either enable auto-scaling or manually scale up the nodes.
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