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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q23-Q28):

NEW QUESTION # 23
In Microsoft Entra ID, what is the primary administrative unit that represents an organization and its relationship with Microsoft's
cloud services?

¢ A. Microsoft Entra domain
¢ B. Microsoft Entra subscription
¢ C. Microsoft Entra organization
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¢ D. Microsoft Entra tenant
Answer: D
Explanation:
AMiicrosoft Entra tenantis theprimary administrative unitthat represents an organization within Microsoft' s identity platform. It defines

theboundary for identity management, access control, and resource governance, and serves as the core entity that connects the
organization to Microsoft's cloud services such as Azure and Microsoft 365.

NEW QUESTION # 24
Refer to the exhibit.
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The exhibit shows some of the properties of a virtual NIC that is used by a FortiGate VM deployed in Azure.

The virtual NIC shown is connected to a subnet (10.0.1.0/26) with several VMs that will be accessing the internet through the
FortiGate VM.

‘Which statement is true for this scenario?

A. The parameters of the virtual NIC are not configured correctly.

B. The VMs in the 10.0.1.0/26 subnet can access the internet through FortiGate.

C. You must change the default gateway on the VM in the Internal Subnet for this to work.
D. The NIC in the exhibit needs to be assigned a public IP address.

Answer: C

Explanation:

For VMs in the10.0.1.0/26subnet to access the internetthrough the FortiGate VM, theirdefault gateway must be changedto the
internal [P address of the FortiGate's NIC in that subnet (e.g,,LAB1-FGT-A-Nic2).

This ensures traffic is routedthrough FortiGate for inspection and NAT, rather than directly using Azure's default system routes.

NEW QUESTION # 25
What characterizes the branch-to-branch topology in an Azure virtual WAN?

A. Enhanced security through centralized traffic management

B. Siplified network architecture with reduced hub dependencies

C. Increased redundancy through multiple connections to the central hub
D. Improved scalability for branch offices connecting to Azure

Answer: D

Explanation:

Thebranch-to-branch topologyin Azure Virtual WAN is characterized bydirect connectivity between branchesthrough the Virtual
WAN backbone, whichreduces dependency on centralized hubs. This results in asimplified network architecture, lowering latency
and optimizing routing between branch locations.



NEW QUESTION # 26
Refer to the exhibit.

In an expanding corporation, the different branches share resources connecting to Azure through Azire VPN Gateway and
ExpressRoute Gateway.

Which Azure solution can you implement to simplify and centralize the seamless sharing of the dynamic routing between FortiGate
VMs and branches?

e A. Azure Route Server

e B. Azure Virtual Hub

e C. Azre Traffic Manager
e D. Azure Virtual WAN

Answer: A

Explanation:

Azure Route Serversimplifies dynamic routing by allowing yourFortiGate VMsto exchange BGP routes directly with Azure's
networking fabric. This eliminates the need to manually update route tables and enables seamless, centralized communication
between on-premises branches and Azure resources through bothVPN GatewayandExpressRoute Gateway.

NEW QUESTION # 27
Refer to the exhibit.



FGTHA-FGT-A # diagnose sys ha status

HA information

Statistics
traffic.lccal = s:0 p:66317 b:56458201
traffic.total = 5:0 p:66386 b:50443269
activity.ba_id_changes = 2
activity.fdb = c:0 q:@

Model=90010, Mode=8 Group=0 Debug=90
nveluster=0, ses_pickup=0, delay=0

[Debug_Zone HA information])
HA group member irformation: is_sanage_primary=1 4

[Kernel HA information|Silent vcluster bitmap-28080000000002000000000000000000

FGTHA-FGT-A # get system ha status
HA Health Status: 0K

Model: FortiGate-VM64~AZURE
Mode : Standalone

Group Name:

Group ID: ©

Debug: ©

Cluster Uptime: © days 0:0:90
Cluster state charge time: N/A
ses_pickup: disable

override: disable

System Usage stats:

HBDEY stats:

nuaber of member: @

nuaber of veluster: @

A high availability, active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed in
your Azure environiment.
‘Which tools can you use to configure synchronization? (Choose two.)

A. FortiGate Clustering Protocol (FGCP)

B. Heartbeat interfaces

C. FortiManager

D. Software-defined network (SDN) Fabric Connector
E. Autoscale

Answer: A.B

Explanation:

In aFortiGate active-active HA deployment in Azure, synchronization between instances is achieved using:

FortiGate Clustering Protocol (FGCP)- This is the primary protocol used to synchronize configuration and session information
between HA peers.




Heartbeat interfaces- These interfaces are specifically configured to exchange HA state and sync data between the FortiGate VM,
ensuring cluster consistency.

NEW QUESTION # 28
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