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Linux Foundation CKS Exam Syllabus Topics:

Section Weight Objectives

- Threat detection (Falco)

- Incident investigation
Topic 1: Monitoring, Logging and Runtime Security 20% - Audit log configuration

- Container immutability

- Behavioral analytics

- Network access control

- Kernel hardening (AppArmor, secconmp)
Topic 2: System Hardening 10%  _ Minimize OS attack surface

- Least privilege [AM
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- Service account security
- API access restriction
- RBAC configuration
- Component updates & vulnerability mitigation
- CIS benchmark compliance
- Binary verification
Topic 4: Cluster Setup 15% - Node metadata protection
- Network security policies
- Secure Ingress configuration
- OPA/Gatekeeper implementation
- Security contexts
Topic 5: Minimize Microservice Vulnerabilities 20% - Isolation & multi-tenancy
- Pod Security Standards
- Secret management
- SBOM & CI/CD security
- Permitted regjstries
Topic 6: Supply Chain Security 20% - Static analysis tools
- Image security & scanning
- Signed artifacts & verification

Topic 3: Cluster Hardening 15%
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B #48
You are ruming a critical application in your Kubernetes cluster and want to minimize the attack surface by removing unnecessary
features from the cluster- You need to identify and disable features that are not essential for your application.

IEf#:

R e«

Solution (Step by Step):

1. Review Cluster Features: Analyze your cluster configuration and identity features that are not used by your critical application.
This might include unnecessary network services, ingress controllers, or resource quotas.

2. Disable Unused Features:

- Network Services: You might disable or remove network services that are not required for your application's functionality. This
could include removing unused NodePons or disabling unused Ingress controllers.

- Ingress Controllers: If you are not using Ingress controllers, disable them or remove the associated configuration.

- Resource Quotas: If you do not need resource quotas for your application, disable them

- Other Features: You can disable other features like the dashboard, network policy enforcement, or other security features that you
may not require.

3. Disable Unnecessary Components: Remove unused components or services that are not essential for your application.

4. Minimize Services Exposed to the Internet: Only expose the necessary services to the public internet and restrict access to other
services to authorized users or applications.

A #49

Create a new ServiceAccount named backend-sa in the existing namespace default, which has the capability to list the pods inside
the namespace default.

Create a new Pod named backend-pod in the namespace default, mount the newly created sa backend-sa to the pod, and Verify
that the pod is able to list pods.


https://www.topexam.jp/CKS_shiken.html
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Ensure that the Pod is running.
IEf#:
R -

A service account provides an identity for processes that run in a Pod.

‘When you (a human) access the cluster (for example, using kubectl), you are authenticated by the apiserver as a particular User
Account (currently this is usually admin, unless your cluster administrator has customized your cluster). Processes in containers inside
pods can also contact the apiserver. When they do, they are authenticated as a particular Service Account (for example, default).
When you create a pod, if you do not specify a service account, it is automatically assigned the default service account in the same
namespace. If you get the raw json or yaml for a pod you have created (for example, kubectl get pods/<podname> -o yaml), you
can see the spec.serviceAccountName field has been automatically set.

You can access the API from inside a pod using automatically mounted service account credentials, as described in Accessing the
Cluster. The API permissions of the service account depend on the authorization plugin and policy in use.

In version 1.6+, you can opt out of automounting API credentials for a service account by setting automountServiceAccount Token:
false on the service account:

apiVersion: vl

kind: Service Account

metadata:

name: build-robot

automountServiceAccount Token: false

In version 1.6+, you can also opt out of automounting API credentials for a particular pod:
apiVersion: vl

kind: Pod

metadata:

name: my-pod

spec:

serviceAccountNare: build-robot

automountServiceAccountToken: false

The pod spec takes precedence over the service account if both specify a automountServiceAccountToken value.

B #50

You have a Kubernetes cluster running a critical application with a Deployment named "'myapp-deployment. You suspect a recent
image update has introduced a vulnerability that's causing the application to crash frequently.

You need to investigate this issue and determine the exact phase of the attack and the potential bad actor responsible. You have
access to the following resources: Kubernetes audit logs: Enabled at the cluster level.

Container logs: Available for all pods associated with the 'myapp-deployments Network traffic logs: Captured by a network security
solution. How would you use these resources to identify the attack phase, the potential bad actor, and the source of the
vulnerability?

IEfi#:
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Solution (Step by Step) :

1. Analyze Kubernetes Audit Logs:

Focus on events related to the 'myapp-deployment: Search for entries related to pod creation, deletion, image pulls, and resource
updates. Look for suspicious activity: Pay attention to any unusual image updates, unauthorized access attempts, or resource
changes that occurred around the time of the crashes.

Identify the user or service account responsible for the changes: This could point to a potential bad actor if the user'service account is
not expected to modify the Deployment.

2. Examine Container Logs:

Search for crash messages and error codes: This will provide insights into the specific cause of the application crashes.

Identify any unusual or suspicious activity within the container: Look for signs of malicious processes, unauthorized network
connections, or data exfiltration attempts.

3. Analyze Network Traffic Logs:

Identify the source of the compromised image: Network logs can reveal the IP address of the registry or repository from which the
vulnerable image was pulled.

Examine network connections from the affected pods: Look for unusual or unauthorized outbound connections that could indicate



malware or communication with a malicious server.

4. Correlate Findings:

Combine information from the different logs to build a comprehensive picture of the attack.

For example, if you find a suspicious image pull in the audit logs, and the container logs show signs of malware activity, you have
strong evidence of malicious image vulnerability.

Example Code Snippets:

Kubernetes Audit Logs (using kubectl):

bash

kubectl logs -f-n kube-system kube-apiserver -c kube-apiserver | grep "myapp-deployment" | grep "Create" | grep "Tmage"
Container Logs (using kubectl):

bash

kubectl logs -f myapp-deployment-pod-name -¢ myapp

Network Traffic Logs (using a network security tool like Falco):

falco -f falco.yaml -0 json

Note: The specific commands and tools may vary depending on your Kubernetes environment and security tools.

HM #51

SIMULATION

You can switch the cluster/configuration context using the following command:

[desk@cli] $ kubectl config use-context qa

Context:

A pod fails to run because of an incorrectly specified ServiceAccount

Task:

Create a new service account named backend-qa in an existing namespace qa, which must not have access to any secret.
Edit the frontend pod yaml to use backend-qa service account

Note: You can find the frontend pod yaml at /home/cert_ masters/frontend-pod. yaml

Ef#:

R

See the Explanation belowExplanation:

[desk@cli] $ k create sa backend-qa -n ga

sa/backend-qa created

[desk@cli] $ k get role,rolebinding -n ga

No resources found in ga namespace.

[desk@cli] $ k create role backend -n qa --resource pods,namespaces,configmaps --verb list
# No access to secret

[desk@cli] $ k create rolebinding backend -n ga --role backend --serviceaccount gabackend-qa
[desk@cli] $ vim /home/cert masters/frontend-pod.yaml

apiVersion: vl

kind: Pod

metadata:

name: frontend

spec:

serviceAccountName: backend-qa # Add this

mage: nginx

name: frontend

[desk@cli] $ k apply -f/home/cert masters/frontend-pod.yaml

pod created

[desk@cli] $ k create sa backend-qa -n qa

serviceaccount/backend-qa created

[desk@cli] $ k get role,rolebinding -n qa

No resources found in qa namespace.

[desk@cli] $ k create role backend -n qa --resource pods,namespaces,configmaps --verb list
role.rbac.authorization.k8s.io/backend created

[desk@cli] $ k create rolebinding backend -n ga --role backend --serviceaccount ga:backend-qa
rolebinding rbac.authorization.k8s.io/backend created

[desk@cli] $ vim /home/cert masters/frontend-pod.yaml

apiVersion: vl

kind: Pod



metadata:
name: frontend
spec:

serviceAccountName: backend-qa # Add this

mage: nginx
name: frontend

[desk@cli] $ k apply -f/home/cert masters/frontend-pod.yaml

pod/frontend created

https/kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

HRE #52

You can switch the cluster/configuration context using the following command: [desk@cli] $ kubectl config use-context stage
Context: A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace. Task: 1. Create a new
PodSecurityPolcy named deny-policy, which prevents the creation of privileged Pods. 2. Create a new ClusterRole name deny-
access-role, which uses the newly created PodSecurityPolicy deny-policy. 3. Create a new ServiceAccount named psd-denial-sa in
the existing namespace development. Finally, create a new ClusterRoleBindind named restrict-access-bind, which binds the newly
created ClusterRole deny-access-role to the newly created ServiceAccount psp-denial-sa

Ef#:

AR :

Create psp to disallow privileged container
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

namme: deny-access-role

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNares:

- "deny-policy"

k create sa psp-denial-sa -n development
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding

metadata:

name: restrict-access-bing

roleRef.

kind: ClusterRole

name: deny-access-role

apiGroup: rbac.authorization.k8s.io
subjects:

- kind: ServiceAccount

name: psp-denial-sa

namespace: development

Explanation

master] $ vim psp.yaml

apiVersion: policy/vlbetal

kind: PodSecurityPolicy

metadata:

name: deny-policy

spec:

privileged: false # Don't allow privileged pods!

seLinux:

rule: RunAsAny
supplementalGroups:
rule: RunAsAny
runAsUser:

rule: RunAsAny



5Group:
rule: RunAsAny
volumes:

131

master] $ vimerl.yaml

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: deny-access-role

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNares:

- "deny-policy"

master] $ k create sa psp-denial-sa -n development masterl $ vim cb1.yaml apiVersion: rbac.authorization. k8s.io/v1 kind:
ClusterRoleBinding metadata:

name: restrict-access-bing

roleRef:

kind: ClusterRole

name: deny-access-role

apiGroup: rbac.authorization.k8s.io

subjects:

# Authorize specific service accounts:

- kind: ServiceAccount

name: psp-denial-sa

namespace: development

master]l $ k apply -fpsp.yaml masterl $ k apply -ferl.yaml masterl $ k apply -fcb1.yaml Reference:
httpss/kubernetes.io/docs/concepts/policy/pod-security-policy/

B #53
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