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Microsoft Azure Security Technologies Sample Questions (Q45-Q50):

NEW QUESTION # 45
You have an Azure subscription that contains an Azure SQL database named SQLDBI1. SQLDBI contains the columns shown in
the following table.

Name Data type Sample value
admin@contoso.com
Birthday pate WE, o] 2010-07-07

For the Email and Birthday columns, you implement dynamic data masking by using the default masking function.

Which value will the users see in each column? To answer, drag the appropriate values to the correct columns. Each value may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Values = Answer Area
1900-01-01 Email: Value
1900-01-01 D0:00:00.0000 Burthday: Valot
2010-X00-X0
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NEW QUESTION # 46

You have an Azure subscription that uses Microsoft Defender for Cloud.

You plan to use the Secure Score Over Time workbook.

You need to configure the Continuous export settings for the Defender for Cloud data.

Which two settings should you configure? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Save
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Configure streaming export setting of Defender for Cloud data to multiple export targets.
Exporting Defender for Cloud's data also enables you to use experniences such as integration with 3rd-party SIEM and Azure Data Explorer.
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Answer:

Explanation:
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Exporting Defender for Cloud's data also enables you to use expenences such as integration with 3rd-party SIEM and Azure Data Explorer.
Learn Mare >

Eventhub  Log Analytics workspace
Soonentied  (@EED or ) m
Exported data types c o

lD Security recommendations

icrosoft

| Overall score.Control score

| An controls selectea v
[|:| Securiy alerts | No selected severities v |
|0 Reguiatory complance [ No selected standards v ||

Export frequency

“ Streaming updates (0

(] snapshots (Preview) ©

- - -

Explanation:
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NEW QUESTION # 47
You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table:
Name Region Resource group

Vaultl West Europe REY™ \ 1icrosoft
Vault2 East US RG1
Vault3 West Europe RG2
Vault4 East US RG2

In Subl1, you create a virtual machine that has the following configurations:

* Name: VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016
You plan to enable Azure Disk Encryption on VML.
In which key vaults can you store the encryption key for VM1?

A. Vaultl, Vault2, Vault3, or Vault4
B. Vault] only

C. Vaultl or Vault2 only

D. Vaultl or Vault3 only

Answer: D

Explanation:

In order to make sure the encryption secrets don't cross regional boundaries, Azure Disk Encryption needs the Key Vault and the
VM to be co-located in the same region. Create and use a Key Vault that is in the same region as the VM to be encrypted.
Reference:

https:/docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites



NEW QUESTION # 48
You have an Azure subscription that contains the virtual machines shown in the following table.

| | m
Name Resourcegroup [ -~  'Siaatus "
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.

Pol -y definition ' -| _ Resource type
Mot allowed virtualMachines

resource types
Allowed resource virtualMachines
types

You create the resource locks shown in the following table.
Type .. | Created on

Read-only | VM1
Read-only i RG2 .

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements || icrosog(&s

You can start VM1.

You can start VM2.

You can create

Answer:
Explanation:
Statements = \Eesosoft No
You can start VM1, O 10
i
You can start VM2. O 1 O
You can create a virtual machine inRG2. QO E@:

Explanation

NO

NO

NO

1.) cannot perform write operation because following scope(s) are locked:
'subscriptions/xxxx/resourceGroups/xxx' Please remove the lock and try again.

2.) When creating a VM in a resource group with a Read Only lock an error is shown:
"The selected resource group is read only"

3.) Because of the read only lock virtual machines cannot be started nor stopped when the lock is added after the machine started.
(not part of this use case, but still good to know.

The article referenced in the answer states different because that is scoped to blueprints.



In the Lock Resources pages is states the following regarding starting VMs:

"A ReadOnly lock on a resource group that contains a virtual machine prevents all users from starting or restarting the virtual
machine. These operations require a POST request."
httpsz/docs.microsoft.conven-us/azure/azure-resource-manager/management/lock-resources

NEW QUESTION # 49

You have an Azure subscription named Subl that contains an Azure Storage account named Contosostoragel and an Azure key
vault named Contosokeyvault1.

You plan to create an Azure Automation runbook that will rotate the keys of Contosostoragel and store them in Contosokeyvault1.
You need to implement prerequisites to ensure that you can implement the runbook.

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account.

Automation account.

[
| Import PowerShell modules to the Azure ] @

©O

Create a user-assigned managed identity.

Create a connection resource in the Azure -

Automation account. M I C I’O S O ft
Answer:
Explanation:

Actions Answer Area

|
'Run Set-AzureRmKeyVaultAccessPolicy
1

Create an Azure Automation account.

¢ import PowerShell modules to the Azure
' Import PowerShell modules to the Azuré Automation account.

I .
b Automation account.

CreatMsleCaEsQ’u&iQafLed identity. Create a connection resource in the Azure

|Auton‘uation account.

Create a connection resource in the Azure
Automation account.




T = i -

\Create an Azure Automation account.

Import PowerShell modulés to the Azure
Automation.account.

Create a connection resource in the Azure
Automation account.

Step 1: Create an Azure Automation account

Runbooks live within the Azure Automation account and can execute PowerShell scripts.

Step 2: Import PowerShell modules to the Azure Autormation account

Under 'Assets' from the Azure Automation account Resources section select 'to add in Modules to the runbook. To execute key
vault cmdlets in the runbook, we need to add AzreRM.profile and AzireRM.key vault.

Step 3: Create a connection resource in the Azure Automation account

You can use the sample code below, taken from the Azure AutormationTutorialScript example runbook, to authenticate using the Run
As account to manage Resource Manager resources with your runbooks. The AzureRunAsConnection is a connection asset
automatically created when we created 'run as accounts' above.

This can be found under Assets -> Connections. After the authentication code, run the same code above to get all the keys from the
vault.

$connectionName = "AzureRunAsConnection”

try

{
# Get the connection "AzureRunAsConnection "

$servicePrincipalConnection=Get- AutomationConnection -Name $connectionName
"Logging in to Azre..."

Add-AzureRmAccount *

-ServicePrincipal *

-Tenantld $servicePrincipalConnection. Tenantld *

- Applicationld $servicePrincipalConnection. Applicationld *

-Certificate Thumbprint $servicePrincipalConnection. Certificate Thumbprint

}

References:

https//www.rahulpnath.com/blog/accessing-azure-key-vault- from-azure-runbook/

NEW QUESTION # 50
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