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Nutanix NCP-CI-Azure Exam Syllabus Topics:

Topic Details

Topic 1

Planning an NC2 on Azure Deployment: This section of the exam measures the skills of IT Administrators
and covers the preparation of the Azure cloud environment, including determining the appropriate Azure
account and node types. It also involves subscribing to the NC2 service, which requires knowledge of
authentication methods and organization naming conventions. Additionally, candidates must determine
implementation requirements by evaluating deployment use cases and redundancy needs. Identifying
networking requirements is crucial, focusing on connectivity options like VPN and CIDR ranges.

Topic 2

Managing an NC2 on Azure Environment: This section relates to skills in identifying management tasks for
nodes and clusters. Candidates will monitor cluster health and cloud resource performance, ensuring that all
components function efficiently. Understanding these management tasks is vital for maintaining operational
integrity in a hybrid cloud environment.

Topic 3

Configuring an NC2 on Azure Environment: This section evaluates the skills of IT Administrators and
emphasizes modifying cloud networking security to protect resources. Candidates will configure Nutanix
networking settings and troubleshoot connectivity issues to ensure seamless communication within the cloud
environment.
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Topic 4

Deploying an NC2 on Azure Environment: This section assesses the skills of Nautanix Cloud Operators
and focuses on deploying the cloud cluster within the Azure environment. Candidates will learn to configure
cloud provider networking effectively, ensuring that all necessary resources are correctly set up for
deployment.
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We boost a professional expert team to undertake the research and the production of our NCP-CI-Azure learning file. We employ
the senior lecturers and authorized authors who have published the articles about the test to compile and organize the NCP-CI-
Azure prep guide dump. Our expert team boosts profound industry experiences and they use their precise logic to verify the test.
They provide comprehensive explanation and integral details of the answers and questions. Each question and answer are
researched and verified by the industry experts. Our team updates the NCP-CI-Azure Certification material periodically and the
updates include all the questions in the past thesis and the latest knowledge points. So our service team is professional and top-
tanking.

Nutanix Certified Professional - Cloud Integration - Azure (NCP-CI-Azure
v6.7) Sample Questions (Q41-Q46):
NEW QUESTION # 41 
When configuring an alert email in Prism Central deployment within an NC2 environment, what is required in order for the emails to
be sent properly?

A. A whitelisted public cloud console endpoint
B. Cluster Super Admin permissions
C. Name servers configure in Prism Central
D. SMTP server configured in Prism Central Settings

Answer: D

Explanation:
SMTP Server Configuration: To send alert emails from Prism Central, it is essential to configure an SMTP server in the Prism
Central settings. This server handles the email sending process, ensuring that alerts generated by Prism Central are properly
delivered to the specified email addresses.
Email Notification Setup: The SMTP server settings include the server address, port, and authentication details. Once these settings
are correctly configured, Prism Central can use the SMTP server to send out alert emails reliably.
Reference:
Nutanix Prism Central Administration Guide
SMTP Configuration for Email Alerts in Prism Central

NEW QUESTION # 42 
Which address must Azure Directory Service be able to resolve when deploying a new NC2 cluster?

A. Apikeys.nutanix.com
B. Gateway-internal-api-cloud.nutanix.com
C. Gateway-external-api.cloud.nutanix.com
D. Download.cloud.nutanix.com

Answer: C

Explanation:
Azure Directory Service Role: Azure Directory Service must be able to resolve specific Nutanix URLs to ensure proper
communication and functionality during the deployment of an NC2 cluster.
Critical Endpoint: The address "Gateway-external-api.cloud.nutanix.com" is critical for establishing external API communications
required for the deployment and management of the NC2 cluster.
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DNS Resolution: Proper DNS resolution of this address ensures that the Azure Directory Service can interact with Nutanix services
and APIs necessary for cluster operations.
Verification Process:
Ensure that DNS settings allow resolution of "Gateway-external-api.cloud.nutanix.com".
Test connectivity and resolution prior to deployment to avoid issues.
Importance: Without resolving this address, the deployment process might face connectivity issues, leading to potential deployment
failures.
Reference:
Nutanix NC2 on Azure Setup Guide
Azure Active Directory Integration

NEW QUESTION # 43 
A nutanix User VPC named Servers has a subnet named Tier1:
Servers: 10.0.0.0/20
Tier1: 10.0.0.0/25
Tier is using floating IPS to allow inbound traffic to the web servers that are hosted for a payroll system.
The company requires that the Network Security Group allow other Native Azure instances running in subnet AD (10.20.0.0/24) in
the Prism Central VNet to be able to contact the web servers.
Which statement is true regarding this company requirement?

A. Native Azure instances \n the Prism Central vNet will be allowed access by default.
B. The external NIC of the Flow Gateway Network Security Group needs to allow traffic from
10.20.0,0/24.
C. Policy based routing in the Servers VPC must be edited to allow traffic from 10.20.0.0/24.
D. The internal NIC of the Flow Gateway Network Security Group needs to allow to traffic from 1
10.20.0.0/24.

Answer: D

Explanation:
* Flow Gateway Network Security Group (NSG):NSGs control the traffic flow to and from network interfaces associated with
VMs and other resources. Configuring the NSG correctly is crucial for ensuring that required traffic is allowed.
* Internal NIC Configuration:To allow Native Azure instances in the Prism Central VNet (10.20.0.0/24) to access the web servers
in the Tier1 subnet, the internal NIC of the Flow Gateway must be configured to allow traffic from 10.20.0.0/24. This ensures that
inbound traffic from these instances is permitted and properly routed to the web servers.
References:
* Azure Network Security Group Documentation
* Nutanix Flow Gateway Configuration Guide

NEW QUESTION # 44 
An administrator deploys an NC2 cluster in Azure and uses 10.100.0.0/16 for one of the VNets.
The cluster is configured as follows:
* 8 nodes
* Prism Central Deployed
* Files Deployed
Following the deployment, the administrator experiences network connectivity issues.
Which reason explains the connectivity issues?

A. 10.100.0.0/16 range is reserved for internal cluster usage.
B. The W.100.0.0/16 range contains too many IP addresses for an NC2 cluster.
C. The 10.100.0.0/16 range is not a valid CIDR range.
D. The 10.100.0.0/16 range is reserved by IANA.

Answer: A

Explanation:
Network Configuration: Using a specific IP range for a VNet can cause conflicts if that range is reserved or already in use by the
cluster's internal operations.
Internal Usage: In NC2, certain IP ranges are reserved for internal cluster functions and should not be used for VNets to avoid IP



conflicts and connectivity issues.
Impact: If the 10.100.0.0/16 range is reserved for internal usage, using it for a VNet would lead to IP conflicts, causing network
connectivity issues.
Verification: It's important to verify the reserved IP ranges in the NC2 documentation before assigning them to VNets.
Conclusion: The connectivity issues are likely due to using the 10.100.0.0/16 range, which is reserved for internal cluster usage.
Reference:
Nutanix Networking Guidelines
Azure Virtual Network Documentation

NEW QUESTION # 45 
A company has just adopted Nutanix as their technology of choice and is preparing to deploy Nutanix Cloud Clusters (NC@)
Which step must be taken first to gain access to the NC2 console?

A. Open a support case with Nutanix.
B. Start a free trial via Billing Portal.
C. Navigate to doud.nutanix.com.
D. Create a My Nutanix account.

Answer: D

Explanation:
* Initial Access: To gain access to the NC2 console, users need to create an account on the Nutanix platform.
* My Nutanix Account: Creating a My Nutanix account provides access to the Nutanix console, support, and other resources.
* Free Trial and Billing Portal: Starting a free trial or accessing the billing portal can be subsequent steps but require an initial
account.
* Support Case: Opening a support case is not necessary for initial access but might be needed for specific issues later.
* Conclusion: Creating a My Nutanix account is the first step to accessing the NC2 console and other Nutanix services.
References:
* Nutanix Account Creation Guide
* Getting Started with Nutanix NC2
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