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WGU Cloud Deployment and Operations Sample Questions (Q29-Q34):

NEW QUESTION # 29
(Which two protocols are supported in security group rules? Choose 2 answers.)

A. MPLS
B. UDP
C. BGP
D. ICMP

Answer: B,.D

Explanation:

Security group rules in AWS support the Internet Control Message Protocol (ICMP) and User Datagram Protocol (UDP) for
defining inbound and outbound traffic rules. These protocols are commonly used for network commumication and monitoring. The
WGU Cloud Deployment and Operations Study Guide (Section

3.2, Security Groups) states, "Security groups support protocols like ICMP for diagnostic traffic and UDP for streaming or low-
latency applications, allowing fine-grained control over instance access." BGP and MPLS are routing or network layer protocols not

supported by security group rules.

NEW QUESTION # 30

(A company uses SQS and EC2 to convert videos uploaded by users. In the evenings, videos take several hours to convert when
they normally take minutes. The user base is expected to grow a hundredfold i the next 12 months. Which solution should be used
to reduce the conversion delays?)

A. Use spot instances instead of on-demand

B. Implement a dead-letter queue

C. Switch from t2.medium to t2.xlarge instance type

D. Configure an alarmto scale the fleet based on queue length

Answer: D

Explanation:

To reduce conversion delays caused by increased demand, the company should configure a CloudWatch alarmto scale the EC2
fleet based on the SQS queue length. This auto-scaling approach dynamically adjusts the number of EC2 instances to handle the
workload, especially during peak evening hours and anticipated growth. The WGU Cloud Deployment and Operations Study Guide
(Section 3.3, Auto Scaling and SQS) explains, "Auto Scaling can be triggered by a CloudWatch alarm monitoring SQS queue
depth, ensuring the EC2 fleet scales out to process video conversion tasks efficiently as the queue length increases." Spot instances,
dead-letter queues, and instance type upgrades do not directly address dynamic scaling needs.

NEW QUESTION # 31
(An endpoint is not responding to a request based on the failure threshold provided. What does Route 53 do once it considers the
endpoint unhealthy?)

A. Terminates the connection attempt
B. Sends out an SN notification

C. Notifies CloudWatch

D. Enables SQS
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Answer: A

Explanation:

‘When Amazon Route 53 determines an endpoint is unhealthy based on a failure threshold (e.g,, via health checks), it terminates the
connection attempt to that endpoint and routes traffic to a healthy alternative, if available. This behavior ensures high availability using
routing policies like failover or latency-based routing.

The WGU Cloud Deployment and Operations Study Guide (Section 3.1, Route 53 Health Checks) states,

"Route 53 stops routing traffic to an unhealthy endpoint by terminating connection attempts once the health check failure threshold is
exceeded, redirecting to a healthy resource." Options A, C, and D are not direct actions taken by Route 53 in this scenario.

NEW QUESTION # 32
(Which AWS solution can send email based on CloudWatch alarms?)

A. Simple Notification Service (SNS)
B. Kinesis

C. Anmplify
D. Simple Queue Service (SQS)

Answer: A

Explanation:

Amazon CloudWatch alarms can trigger notifications when a metric breaches a defined threshold. The AWS solution designed to
send emails based on these alars is Amazon Simple Notification Service (SNS). SNS supports sending notifications via enmail,
SMS, and other protocols when subscribed endpoints are triggered by CloudWatch alarms. The WGU Cloud Deployment and
Operations Study Guide (Section 4.3, Monitoring and Alaris) states that SN'S is the primary service for delivering notifications from
CloudWatch, allowing users to configure emailsubscriptions for alarm states. Other options like SQS, Amplify, and Kinesis are not
designed for this purpose.

NEW QUESTION # 33
(An organization uses CloudFormation to deploy AWS infrastructure. The templates are built in JSON and deploy EC2 instances
across multiple regions. Which solution should be used to set values in the template based on region-specific AMI 1Ds?)

A. Resources

B. WaitCondition
C. Mappings

D. Outputs

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The Mappings section in a CloudFormation template should be used to set values based on region-specific AMI IDs. Mappings
allow the template to define a lookup table that associates regions with corresponding AMI IDs, enabling dynamic selection during
stack creation across muiltiple regions. The WGU Cloud Deployment and Operations Study Guide (Section 5.3, CloudFormation
Mappings) states, "The Mappings section enables region-specific configurations, such as mapping AMI IDs to regions (e.g,, 'us-
east-1": 'ami-

123456"), ensuring the correct AMI is used based on the deployment region." Outputs, WaitCondition, and Resources do not
provide this mapping functionality.

NEW QUESTION # 34
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