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o Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and
motivations, explaining common threat vectors and attack surfaces, and outlining different types of

FRE 1 wulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and

exploring mitigation techniques used to secure enterprises against threats.

e Security Operations: This topic delves into applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing

EN 0 vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses

enhancing enterprise capabilities for security, implementing identity and access management, and utilizing

automation and orchestration for secure operations.

¢ General Security Concepts: This topic covers various types of security controls, findamental security
13 concepts, the importance of change management processes in security, and the significance of using
suitable cryptographic solutions.
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o Security Architecture: Here, you'll learn about security implications across different architecture models,

applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
FE4 concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

¢ Security Program Management and Oversight: Finally, this topic discusses elements of effective security

governance, the risk management process, third-party risk assessment, and management processes.
FES Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.
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IR #989
Which of'the following best practices gives administrators a set period to perform changes to an operational system to ensure

availability and minimize business impacts?

A. Scheduled downtime

B. Impact analysis

C. Change management boards
D. Backout plan

BE: A

i RE S -

Scheduled downtime is a planned period of time when a system or service is unavailable for maintenance, updates, upgrades, or
other changes. Scheduled downtime gives administrators a set period to perform changes to an operational system without disrupting
the normal business operations or affecting the availability of the system or service. Scheduled downtime also allows administrators
to inform the users and stakeholders about the expected duration and impact of the changes. References: CompTIA Security+ Study
Guide: Exam SY0-701, 9th Edition, Chapter 12: Security Operations and Administration, page 579 1

8 #990
Which of'the following definitions best describes the concept of log co-relation?

A. Analyzing the log files of the system components

B. Combining relevant logs from multiple sources into ono location

C. Making a record of the events that occur in the system

D. Searching end processing, data to identify patterns of malicious activity

ER: A

R #991
A security consultant needs secure, remote access to a client environment. Which of the following should the security consultant most

likely use to gain access?

e A DHCP
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e B.EAP
o C.NAT
e D. IPSec

ZX: D

it RE S -

IPSec is a protocol suite that provides secure communication over [P networks. IPSec can be used to create virtual private
networks (VPNs) that encrypt and authenticate the data exchanged between two or more parties. [PSec can also provide data
integrity, confidentiality, replay protection, and access control. A security consultant can use IPSec to gain secure, remote access to
a client environment by establishing a VPN tunnel with the client's network. References: CompTIA Security+ Study Guide: Exam
SY0-701, 9th Edition, Chapter 8: Secure Protocols and Services, page 385 1

i /8 #992
Which of'the following should be deployed on an externally facing web server in order to establish an encrypted connection?

A. Public key

B. Symmetric key
C. Asymmetric key
D. Private key

ER: A

R RE RS -
A public key is deployed on the web server within its digital certificate, allowing clients to establish an encrypted session by securely
exchanging a symmetric key through asymmetric encryption.

"8 #993

While a school district is performing state testing, a security analyst notices all internet services are unavailable. The analyst discovers
that ARP poisoning is occurring on the network and then terminates access for the host. Which of the following is most likely
responsible for this malicious activity?

e A. Insider threat

e B. Nation-state

e C. Shadow IT

e D. Unskilled attacker

EE: A
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