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Cisco Designing Cisco Security Infrastructure Sample Questions (Q25-Q30):

NEW QUESTION # 25

A software development company relies on GitHub for managing the source code and is committed to maintaining application
security. The company must ensure that known software vulnerabilities are not introduced to the application. The company needs a
capability within GitHub that can analyze semantic versioning and flag any software components that pose security risks. Which
GitHub feature must be used?

e A. Depend-a-bot
e B. Artifact attestations
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e (. Sealed boxes
e D. GitHub Actions

Answer: A

Explanation:
Dependabot is a GitHub feature that automatically scans project dependencies, analyzes semantic versioning, and flags or updates
components with known vulnerabilities. This prevents insecure software libraries from being introduced into the application.

NEW QUESTION # 26

A manufacturing company recently experienced a network-down scenario due to malware spread on the management network. The
company wants to implement a solution to detect and mitigate a similar threat in the future and protect the overall network. Which
solution meets the requirements?

A. endpoint detection and response
B. encrypted threat analysis

C. IPsec VPN

D. RADIUS

Answer: A

Explanation:

Endpomnt Detection and Response (EDR) provides continuous monitoring, detection, and automated mitigation of malware at the
endpoint level. By stopping threats before they spread across the management network, EDR protects the overall infrastructure from
similar network- down scenarios in the future.

NEW QUESTION # 27
Which two best practices align with incident response and compliance objectives? (Choose two.)

A. Disable auditing to improve performance
B. Maintain immutable logs

C. Use shared admin credentials

D. Implement real-time monitoring

Answer: B,D

Explanation:
Immutable logs preserve evidence integrity, while real-time monitoring allows faster detection and response-both essential for
incident response and regulatory compliance.

NEW QUESTION # 28

A global hotel chain is using Cisco ISE and Cisco switches to manage the network. The hotel company wants to enhance network
security by segmenting users and endpoints. The company must ensure that devices within the same VLAN cannot commumnicate
with each other. The goal is to prevent cross-communication without the use of dynamic access control lists. Which action must be
taken using Cisco ISE to meet the requirement?

A. Configure TrustSec.

B. Enable identity groups.

C. Set up endpoint profiling,
D. Implement device posturing.

Answer: A

Explanation:

Cisco TrustSec provides software-defined segmentation by assigning Security Group Tags (SGTs) to users and devices. This allows
policy enforcement that prevents communication between devices in the same VLAN without needing dynamic ACLs. It is the
correct approach to achieve secure segmentation in this scenario.



NEW QUESTION # 29

A financial company uses a remote access solution that directs all traffic over a secure tunnel.

The company recently received some large ISP bills from the headcounter location. According to traffic analysis during the
investigation, most of the network traffic was due to employees spending a lot of time on video conferences provided by a SaaS
collaboration company. What must the company modify to reduce the cost without negatively impacting security or employee
experience?

A. Reduce the video resolution size permitted within the SaaS application.
B. Suggest users to disconnect from the VPN when on video calls.

C. Split-exclude the video SaaS application from the VPN.

D. Block the video conferencing app when connected on VPN.

Answer: C

Explanation:

Split-exclusion allows trusted SaaS traffic (such as video conferencing) to bypass the VPN tunnel while keeping all other traffic
secured. This reduces bandwidth costs at the headend location without degrading security or employee experience, since traffic to
the SaaS provider is still encrypted natively.

NEW QUESTION # 30
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