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rEY 7 Hh R B

¢ Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database

beEY 71 ADOM settings. These advanced functions help strengthen system reliability and streamline management at

a larger scale.

o This section of the exam measures the skills of System Administrators and focuses on resolving problemns at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,

bEY 72 nstallations, and both device-level and ADOM-level issues, as well as identify and resolve system
problens effectively.
FEwY 23 ¢ Troubleshooting

¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace

FEY 7 4
7 mode, and policy imports and installations, emphasizing consistent policy control across networks.
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HM #23

Refer to the exhibit. An administrator is about to add the FortiGate device to FortiManager using the discovery process.
FortiManager is operating behind a NAT device, and the admmistrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.

FortiManager FortiGate

NAT Device

\/ FortiManager NATed |P address

config system admin setting

set mgmt-addr <FMG_NATEC# addl’HII—D—EI

What is the expected result?

¢ A. During discovery, FortiManager sets the NATed device IP address on FortiGate.

¢ B. During discovery, FortiManager sets both the FortiManager NATed IP address and NAT device IP address on
FortiGate.

¢ C. During discovery, FortiManager sets the FortiManager NATed IP address on FortiGate.

¢ D. During discovery, FortiManager uses only the FortiGate serial number to establish the connection.

Ef: C

A«

You can configure the FortiManger NATed IP address on FortiGate under the central management configuration. This allows
FortiGate to announce itself to FortiManager and try to re- establish the FGFM tunnel, if it is torn down. Configuring the
FortiManager NATed IP address on FortiGate allows both FortiManager and FortiGate to re-establish the FGFM tunnel. Also, if
you configure the FortiManager NATed IP address under the FortiManager system administrator settings, FortiManager sets this
address on FortiGate during the discovery process.

HP #24
An admmnistrator receives the import report after importing policies into the policy package layer.



Start to import config from device(FiZlE H?Fﬂlm y ADOM), package (BR1-FGT-1)

"firewall address",SKIPPED," (name=all, 0id=2490, DUPLICA

"firewall policy",SUCCESS," (name=1, 0id=3632, new object

"firewall profile-protocol-options®,SKIPPED," (na u’lt, 0id=3491, DUPLICATE)"
"firewall schedule recurring", SKIPPED," (name~a v 0id=3479, DUPLICATE)"
"firewall service category",SKIPPED," (namg= 1, 0id=2537, DUPLICATE)"
"firewall service custcm",SKIPPED,"{naaﬁ, 0id=2547, DUPLICATE)"

"firewall ssh local-ca”,SKIPPED" * tinet SSH CA, 0id=3488, reason=manually)"
“firewall ssh local-ca®,SKIPP x =Fortinet_SSH_CA_Untrusted, o0id=3489, reason=manually)"®
"firewall ssl ssh-profile",S‘Ej LD, " (name=no-inapection, 0id=3585, DUPLICATE)"

Based on the import report, how did FortiManager handle the profile-protocol-options object named default?

A. FortiManager did not update its database with the value.

B. FortiManager updated the duplicate value in the FortiGate database.
C. FortiManager deleted the duplicate value fromits database.

D. FortiManager created a new service category in its database.

Ef: A

TR

The import report shows that the firewall profile-protocol-options object named default was SKIPPED due to being a
DUPLICATE. This means FortiManager did not update its database with the imported object because an identical object already
exists. FortiManager avoids importing duplicates to prevent redundancy and potential conflicts.

B #25

Refer to the exhibit. An administrator has assigned the default system template to install all devices with the FortiAnalyzer IP address
10.0.13.12.

However, not all FortiGate devices can reach FortiAnalyzer using the default interface. Some devices may use the LAN interface,
while others may use the WAN interface.

How can the admmistrator change the source mterface for FortiGate devices using the default system template?

Default system template

Specify IP Address
1001312

Specify Serial Number

Upload Option Real-time
Encrypt Log Transmission Click to select
Refable Logging to o
FortiAnalyzer

access conig @) ©
at-server @

certificate @ Click to select
certificate-verifcation ) ©
conn-timeout o 10
Ialiback to-primary @) ©
hemac-algorithm @) $ha256
intertace @ Q
i'ﬂtf‘)(t-lcll.'ﬂ-mhodo specify
ips-archive @ ©
max-log rate @
monitor-failure-retry-period 5

monitor keepakive period @) 5

e A. Create a meta field on FortiManager system settings of type Device and use it in the template.



e B. Configure a metadata variable at the ADOM level and use it in the template.
e C. Use per-device dynamic object configurations at the ADOM level and apply them in the template.
e D. Create a different system template for each FortiGate, if the configuration is different.

IEf#: B

fi .«
Since the field "interface" has the magnifying glass icon, it means that you can use a metadata variable calling it the "$" symbol.

H #26

An administrator upgrades FortiManager with workspace mode (per ADOM) enabled to the latest version but notices that the
ADOM versions did not change.

Why were the ADOMSs not upgraded?

A. The administrator did not run the database integrity check before performing the upgrade.

B. A FortiManager process task is stuck and blocking the ADOM upgrade, so the administrator must fix .
C. A user had all ADOMs locked before the upgrade, which stopped them from being upgraded.

D. FortiManager does not automatically upgrade ADOMs after a firmware upgrade.

IEf@E: D

R :

After a FortiManager firmware upgrade, ADOM versions are not automatically upgraded. This is by design, allowing admmnistrators
to manually control when to upgrade each ADOM, ensuring compatibility with the FortiGate firmware versions managed within
those ADOMs.

HEA #27
While attempting to push a NetFlow configuration script through the FortiManager policy package:

an administrator encounters an error stating that an object is unrecognized in line 4.
Starting log (Run on database)
config vdem
edit AGEUSR
[line 4] > config sys interface [parameter(s) invalid. detail: object unrecognized]
Failed to commit to DB, reason([line 4] > eonfig/sys interface [parameter(s) invalid. detail: object unrecognized]

Running script(NetFlow Configuration) on DB failed

What must the administrator do to successfully apply the NetFlow configuration script and avoid the object unrecognized error?

A. Make sure the user running the script has full access to the VDOM-- AGEUSR.
B. Use metadata variables if they use VDOM s in the script.

C. Create a normalized interface on the policy layer before running the script.

D. Run the script on the device database.

EfE: D
RN -

Ifyou try to run the script in the policy package DB, you'll get an error using metadata or a normalized interface.
However, if you run it at the Device DB level, the script is successful and makes the changes.

W #28
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