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A. From private resources to FortiSASE agent-based users.
B. From agent-based users to private resources behind the Fortinet SD-WAN.
C. From private resources to the internet.
D. From private resources to other private resources (SPA to SPA).
E. From thin branches/branch on-ramp to private resources behind the Fortinet SD-WAN.

Answer: A,B,E

Explanation:
FortiSASE Secure Private Access (SPA) provides flexible connectivity to internal corporate resources using a hub-and-spoke
architecture where FortiSASE PoPs act as spokes to an organization's FortiGate hub.
* Flow from Agent-based users to Private Resources (C): This is the core functionality of SPA.
Remote users running FortiClient (agent-based) connect to the nearest FortiSASE PoP. The PoP, integrated into the corporate SD-
WAN fabric, uses IPsec and BGP to route traffic to the private applications located behind the FortiGate hub or associated spokes.
* Flow from Thin Branches/Branch On-ramp to Private Resources (E): FortiSASE extends its security and connectivity to physical
locations through "Thin Edge" (e.g., FortiExtender, FortiAP) or
"Branch On-ramp" (e.g., branch FortiGates). These sites form tunnels to the FortiSASE PoP, which then provides them with access
to the same private resources in the SD-WAN network as the remote agent-based users.
* Flow from Private Resources to Agent-based users (A): The SPA architecture is designed for bidirectional communication.
Documentation confirms that traffic can be initiated from the FortiGate hub (or local networks behind it) to the remote VPN agents.
This "Server-to-Client" flow is essential for administrative tasks, log forwarding, or real-time communication applications like VoIP.
Incorrect Options:
* Option B: Traffic from private resources to the internet is handled via Secure Internet Access (SIA) or local gateway policies, not
the SPA use case, which is dedicated to internal private application access.
* Option D: While FortiSASE can facilitate branch-to-branch communication via ADVPN shortcuts, the term "SPA" specifically
refers to the access layer for users and is not used to describe resource-to- resource or hub-to-hub traffic.

NEW QUESTION # 28 
You are designing a new network for Company X and one of the new cybersecurity policy requirements is that all remote user
endpoints must always be connected and protected Which FortiSASE component facilitates this always-on security measure?

A. site-based deployment
B. unified FortiClient
C. inline-CASB
D. thin-branch SASE extension

Answer: B

Explanation:
The unified FortiClient component of FortiSASE facilitates the always-on security measure required for ensuring that all remote user
endpoints are always connected and protected.
* Unified FortiClient:
* FortiClient is a comprehensive endpoint security solution that integrates with FortiSASE to provide continuous protection for
remote user endpoints.
* It ensures that endpoints are always connected to the FortiSASE infrastructure, even when users are off the corporate network.
* Always-On Security:
* The unified FortiClient maintains a persistent connection to FortiSASE, enforcing security policies and protecting endpoints against
threats at all times.
* This ensures compliance with the cybersecurity policy requiring constant connectivity and protection for remote users.
References:
FortiOS 7.6 Administration Guide: Provides information on configuring and managing FortiClient for endpoint security.
FortiSASE 23.2 Documentation: Explains how FortiClient integrates with FortiSASE to deliver always-on security for remote
endpoints.

NEW QUESTION # 29 
To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web
server. Which FortiSASE deployment use case provides the most efficient and secure method for meeting the remote users'
requirements?



A. next generation firewall (NGFW)
B. SD-WAN private access
C. inline-CASB
D. zero trust network access (ZTNA) private access

Answer: D

Explanation:
Zero Trust Network Access (ZTNA) private access provides the most efficient and secure method for remote users to access a
TCP-based application hosted on a private web server. ZTNA ensures that only authenticated and authorized users can access
specific applications based on predefined policies, enhancing security and access control.
* Zero Trust Network Access (ZTNA):
* ZTNA operates on the principle of "never trust, always verify," continuously verifying user identity and device security posture
before granting access.
* It provides secure and granular access to specific applications, ensuring that remote users can securely access the TCP-based
application hosted on the private web server.
* Secure and Efficient Access:
* ZTNA private access allows remote users to connect directly to the application without needing a full VPN tunnel, reducing
latency and improving performance.
* It ensures that only authorized users can access the application, providing robust security controls.
References:
FortiOS 7.6 Administration Guide: Provides detailed information on ZTNA and its deployment use cases.
FortiSASE 23.2 Documentation: Explains how ZTNA can be used to provide secure access to private applications for remote
users.

NEW QUESTION # 30 
In a FortiSASE SD-WAN deployment with dual hubs, what are two benefits of assigning hubs with different priorities? (Choose
two.)

A. optimized performance that meets the minimum SLA requirements
B. load balancing based on session identification
C. redundancy to seamlessly steer traffic
D. bandwidth allocated traffic shaping

Answer: A,C

Explanation:
Assigning hubs with different priorities in a FortiSASE SD-WAN deployment allows traffic to be routed through the optimal hub to
meet SLA requirements and ensures redundancy by enabling automatic failover if the preferred hub becomes unavailable.

NEW QUESTION # 31 
What is required to enable the MSSP feature on FortiSASE? (Choose one answer)

A. Role-based access control (RBAC) must be assigned to identity and access management (IAM) users using the
FortiCloud IAM portal.
B. Multi-tenancy must be enabled on the FortiSASE portal.
C. MSSP user accounts and permissions must be configured on the FortiSASE portal.
D. The MSSP add-on license must be applied to FortiSASE.

Answer: A

Explanation:
To enable the Managed Security Service Provider (MSSP) feature on FortiSASE, the administrative framework must be established
outside of the local SASE instance within the broader FortiCloud ecosystem.
* FortiCloud IAM Integration: The FortiSASE MSSP portal relies on FortiCloud Identity & Access Management (IAM) to define
the scope of management for internal teams. Administrators do not create local "MSSP users" within the SASE portal itself; instead,
they must use the FortiCloud IAM portal to assign specific Role-Based Access Control (RBAC) to IAM users.
* Permissions and Scope: These RBAC settings determine which customer tenants (Organizational Units or OUs) an MSSP
administrator can view, configure, or monitor. Without the proper role assignment in the IAM portal, the MSSP portal and its multi-



tenant viewing capabilities will not be accessible to the user, even if the account has the necessary licenses.
* Hierarchical Management: Once RBAC is correctly assigned, the MSSP administrator can leverage the FortiCloud Organizations
service to manage multiple customer accounts from a single pane of glass. This centralized approach ensures that security policies
and configurations can be standardized across the entire customer base while maintaining strict data isolation between tenants.
According to the FortiSASE 25 Multitenant Deployment Guide, configuring the IAM portal is the primary prerequisite that grants an
MSSP internal team the permissions necessary to perform operations on customer FortiSASE tenants.

NEW QUESTION # 32
......
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