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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q187-Q192):
NEW QUESTION # 187 
Which of the following is typically a policy set that define ingress and egress rules that can apply to single assets or groups of assets,
regardless of network location?

A. Database Activity Monitor
B. API Gateway
C. Intrusion Detection System
D. Security Groups

Answer: D

Explanation:
SDN firewalls (e.g, security groups) can apply to assets based on more flexible criteria than hardware- based firewalls, since they
aren't limited based on physical topology. (Note that this is true of many types of software firewalls, but is distinct from hardware
firewalls). SDN firewalls are typically policy sets that define ingress and egress rules that can apply to single assets or groups of
assets, regardless of network location (within a given virtual network).
Reference: CSA Security Guidelines V.4 (reproduced here for the educational purpose)

NEW QUESTION # 188 
What is a key advantage of using Infrastructure as Code (IaC) in application development?

A. It removes the need for manual testing.
B. It eliminates the need for cybersecurity measures.
C. It ensures zero configuration drift by default.
D. It enables version control and rapid deployment.

Answer: D

Explanation:
Infrastructure as Code (IaC)allows organizations toautomate cloud infrastructure managementusingcode- based templatesinstead of
manual configuration.
Key Benefits of IaC:
Version Control & Automation
IaC uses version control systems (e.g., Git) to track changes in infrastructure.
Developers can quickly deploy infrastructure updates, reducing human errors.
Ensuresconsistent, repeatable deploymentsacross environments.
Rapid & Scalable Deployments
EnablesCI/CD (Continuous Integration/Continuous Deployment)pipelines.
Automates infrastructure provisioning, reducingdeployment time from hours to minutes.
Works withTerraform, AWS CloudFormation, Ansible, and Kubernetes manifests.
Security & Compliance Enhancements
Policies as Code (PaC) & Security as Code (SaC) enforce security best practices.
Cloud Security Posture Management (CSPM)scans IaC for misconfigurations.
Reducesshadow IT risksby enforcingpre-approved infrastructure templates.
Prevents Configuration Drift
RegularIaC re-application (desired state enforcement)ensuresconsistent infrastructure settings.
Eliminatesmanual misconfigurations that lead to security vulnerabilities.
This is extensively covered in:
CCSK v5 - Security Guidance v4.0, Domain 6 (Management Plane and Business Continuity) Cloud Security Alliance (CSA) Cloud
Controls Matrix (CCM) - Infrastructure and Configuration Management Controls.

NEW QUESTION # 189 
After an incident has been identified and classified, which activity is typically performed during the Containment, Eradication, and
Recovery phase of incident response?



A. Restoring systems to operational status while preventing recurrence
B. Monitoring network traffic for anomalies
C. Documenting lessons learned and finalizing reports
D. Identifying and classifying security threats

Answer: A

Explanation:
According to the CSA Security Guidance v4.0, Domain 9: Incident Response, the Containment, Eradication, and Recovery phase
follows detection and analysis. This phase focuses on limiting the damage, removing the threat, and restoring systems to a secure
operational state.
"After detection and analysis, containment, eradication, and recovery are necessary to prevent further damage and restore systems."
"Recovery is the process of restoring affected systems and services to a fully operational state in a controlled and safe manner." This
includes activities such as:
Removing malware or compromised systems
Rebuilding or restoring from backups
Applying patches
Validating that vulnerabilities are fixed
Monitoring for any recurrence
Incorrect options:
A refers to the Post-Incident Activity phase.
C is part of Detection and Analysis.
D is also part of the initial phase of the incident response cycle.
Reference:
CSA Security Guidance v4.0 - Domain 9: Incident Response (Section: Containment, Eradication, and Recovery)

NEW QUESTION # 190 
Why is governance crucial in balancing the speed of adoption with risk control in cybersecurity initiatives?

A. Ensures alignment between global compliance standards
B. Only involves senior management in decision-making
C. Speeds up project execution irrespective of and focuses on systemic risk
D. Ensures adequate risk management while allowing innovation

Answer: D

Explanation:
Governance in cybersecurity is crucial because it provides the framework to ensure that security risks are adequately managed while
still allowing the organization to adopt new technologies and innovations at a reasonable pace. Effective governance helps
organizations balance the need for security controls with the need for agility and speed in adopting new solutions. It ensures that risks
are identified, assessed, and mitigated without unnecessarily slowing down progress or stifling innovation.
Without governance, there is a risk that security concerns may be overlooked, or too many restrictions might be placed on adoption,
leading to delays or failure to innovate. Proper governance strikes the right balance between security and agility.

NEW QUESTION # 191 
Which of the following is a key component that allows programmatic management of the cloud?

A. Control Plane
B. Firewall
C. API Gateway
D. APIs

Answer: D

Explanation:
Application Programming Interfaces allow for programmatic management of the cloud. They are the glue that holds the cloud's
components together and enables their orchestration. Since not everyone wants to write programs to manage their cloud, web
consoles provide visual interfaces. ln many cases web consoles merely use the same APIs you can access directly.
Reference: CSA Security Guidelines V.4 (reproduced here for the educational purpose)
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