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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q42-Q47):

NEW QUESTION # 42

An identity architect has built a native mobile application and plans to integrate it with a Salesforce Identity solution. The following
are the requirements for the solution:

1. Users should not have to login every time they use the app.

2. The app should be able to make calls to the Salesforce REST APL.

3. End users should NOT see the OAuth approval page.

How should the identity architect configure the Salesforce connected app to meet the requirements?

e A, Enable the API Scope and Offline Access Scope on the connected app, and then set the connected app to access settings
to " Admin Pre-Approved ".

e B. Enable the API Scope and Offline Access Scope, upload a certificate so JWT Bearer Flow can be used and then set the
connected app access settings to " Admin Pre-Approved ".

e (. Enable the Full Access Scope and then set the connected app access settings to " Admin Pre- Approved

e D. Enable the API Scope and Offline Access Scope on the connected app, and then set the Connected App access settings
to " User may self authorize " .

Answer: A

Explanation:

A native mobile app that must call Salesforce APIs, keep users signed in, and avoid the approval screen needs two things from the
connected app configuration: the right scopes and administrator-controlled authorization.

The API scope allows REST access, and the offline_access scope allows the app to obtain a refresh token so it can continue
working without repeated interactive sign-in. To suppress the approval page for end users, the connected app should be set to
Admin Pre- Approved rather than allowing self-authorization. JWT bearer flow is not necessary when the scenario already states a
native app user flow. Salesforce guidance for mobile apps consistently focuses on choosing the appropriate O Auth scopes first and
then pairing them with the correct connected app access policy. This is why option C is the best answer in Salesforce terms.

NEW QUESTION # 43

Universal containers (UC) has implemented SAML SSO to enable seamless access across multiple applications. UC has regional
salesforce orgs and wants it's users to be able to access them from their main Salesforce org seamless. Which action should an
architect recommend?

A. Configure the main salesforce org as the Identity provider.

B. Configure the regional salesforce orgs as Identity Providers.

C. Configure the main Salesforce org as a service provider.

D. Configure the main salesforce org as an Authentication provider.

Answer: A

NEW QUESTION # 44

Universal Containers is creating a mobile application that will be secured by Salesforce Identity using the OAuth 2.0 user-agent flow.
Application users will authenticate using username and password. They should not be forced to approve API access in the mobile
app or reauthenticate for 3 months.
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Which two connected app options need to be configured to fulfill this use case?
Choose 2 answers

A. Setthe Session Timeout value to 3 months.

B. Set Permitted Users to "Admin approved users are pre-authorized".
C. Set the Refresh Token Policy to expire refresh token after 3 months.
D. Set Permitted Users to "All users may self-authorize".

Answer: C,D

Explanation:

To fulfill the use case of creating a mobile application that will be secured by Salesforce Identity using the OAuth 2.0 user-agentflow,
where users will authenticate using username and password and not be forced to approve API access or reauthenticate for 3
months, the identity architect should configure two connected app options:

* Set Permitted Users to "All users may self-authorize". Permitted Users is a setting that controls how users can access a connected
app. By setting it to "All users may self-authorize", the identity architect can allow users to access the connected app without
requiring administrator approval or API access confirmation.

* Set the Refresh Token Policy to expire refresh token after 3 months. Refresh Token Policy is a setting that controls how long a
refresh token can be used to obtain a new access token without requiring user authentication. By setting it toexpire refresh token
after 3 months, the identity architect can allow users to access the connected app for 3 months without reauthenticating, as long as
they use the app at least once every 90 days. References: Comnected Apps, OAuth 2.0 User-Agent Flow

NEW QUESTION # 45

A farming enterprise offers smart farming technology to its farmer customers, which includes a variety of sensors for livestock
tracking, pest monitoring, climate monitoring etc. They plan to store all thedata in Salesforce. They would also like to ensure timely
maintenance of the Installed sensors. They have engaged a salesforce Architect to propose an appropriate way to generate sensor
Information In Salesforce.

‘Which OAuth flow should the architect recommend?

A. OAuth 2.0 Asset Token Flow

B. OAuth 2.0 SAML Bearer Assertion Flow
C. OAuth 2.0 JWT Bearer Token Flow

D. OAuth 2.0 Device Authentication Row

Answer: A

Explanation:

To generate sensor information in Salesforce, the architect should recommend OAuth 2.0 Asset Token Flow.

OAuth 2.0 Asset Token Flow is a protocol that allows devices, such as sensors, to obtain an access token from Salesforce by using
a certificate instead of an authorization code. The access token can be used to access Salesforce APIs and send datato Salesforce.
OAuth 2.0 Asset Token Flow is designed for devices that do not have a user interface or a web browser. References: OAuth 2.0
Asset Token Flow, Authorize Apps with OAuth

NEW QUESTION # 46
A service provider (SP) supportsboth Security Assertion Markup Language (SAML) and OpenID Connect (OIDC).
When integrating this SP with Salesforce, which use case is the determining factor when choosing OIDC or SAML?

e A The SP needs to perform API calls back to Salesforce on behalf of the user after the user logs in to the service provider.

e B. If'the user has a session on Salesforce, you do not want them to be prompted for a username and password when they
login to theSP.

e C. They are equivalent protocols and there is no real reason to choose one over the other.

e D. OIDC is more secure than SAML and therefore is the obvious choice.

Answer: A

Explanation:

When integrating a SP that supports both SAML and OIDC with Salesforce, the use case that is the determining factor when
choosing OIDC or SAML is whether the SP needs to perform API calls back to Salesforce on behalf of the user after the user logs
in to the service provider. OIDC is a protocol that allows users to authorize an external application to access Salesforce resources



on their behalf. OIDC provides an access token that can be used to call Salesforce APIs. SAML is a protocol that allows users to
authenticate andauthorize with an external identity provider and access Salesforce resources. SAML does not provide an access
token, but only a sessionID that can be used for web-based access. Therefore, if the SP needs to perform API calls back to
Salesforce, OIDC is the preferred choice over SAML. References: OpenlD Connect, SAML, Authorize Apps with OAuth

NEW QUESTION # 47
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