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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q107-Q112):

NEW QUESTION # 107

What is a key challenge when writing exploits against stack-protected prograns using ASLR (Address Space Layout
Randomization)?

Response:

e A Preventing integer overflows
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¢ B. Locating the base address of the stack
¢ C. Bypassing brute-force protection
¢ D. Disabling the NX bit

Answer: B

NEW QUESTION # 108

You are developing a custom fuzzer for a proprietary protocol. Which of the following steps should you take to maximize code
coverage during fuzzing?

Response:

A. Avoid any form of input mutation

B. Use protocol-specific nutations and track coverage with dynamic analysis tools
C. Randomly generate inputs without any knowledge of the protocol

D. Rely solely on predefined nputs from previous tests

Answer: B

NEW QUESTION # 109
What method can an advanced penetration tester use to evade port-based NAC systems?
Response:

A. Port scanning

B. Encryption of traffic

C. Tunneling traffic through allowed ports
D. DHCP spoofing

Answer: C

NEW QUESTION # 110
Which of'the following is a viable method to bypass stack canaries in modern software?
Response:

A. Overwriting the canary value with a known good canary
B. Use of integer overflow

C. Exploiting a race condition

D. Employing information leakage to reveal the canary

Answer: D

NEW QUESTION # 111
What is the primary role of SEH (Structured Exception Handling) in Windows exploitation?
Response:

A. To handle network connection failures

B. To disable stack-based memory protections

C. To exploit exception handlers and redirect program execution
D. To prevent return-oriented programming (ROP) attacks

Answer: C

NEW QUESTION # 112
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