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Large-Scale Harmony Endpoint Deployment: This domain is aimed at Harmony Endpoint Security
Professionals and addresses the challenges associated with deploying Harmony Endpoint at scale.
Candidates will learn about strategies for efficient large-scale implementation while maintaining security
standards across numerous devices.

fEY 72

Troubleshooting: In this final section, CheckPoint Security Administrators will demonstrate their
troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may
arise during deployment or operation of the endpoint security solution.

feEY 73

Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.

fEYy 74

Introduction to Harmony Endpoint: This section measures the skills of CheckPoint Security Administrators
about the findamental concepts of Harmony Endpoint. It introduces candidates to the capabilities of the
Harmony Endpoint solution, which is designed to protect endpoint devices from various cyber threats.

FEYZ5S

Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.

FEY Z6

Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.
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The Harmony Endpoint solution includes which three Data Security Software Capability protections?

e A * Passwords and Usernames
* Port Protection (MEPP)
* Security Questions
¢ B. * Media Encryption
* Media Decryption
* Remote Access VPN
e C. * Full Disk Encryption
* Media Encryption

* Anti-Malware

e D. * Full Disk Encryption
* Media Encryption & Port Protection (MEPP)
* Remote Access VPN

Ef#: C
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What is default Agent Uninstall Password, which protect client from unauthorized removal?

o A Chkpl234




e B. RemoveMe
e C. Secret
e D. secret

IEf#: D

HF #42
What type of attack is Ransomware?

A. Where an attacker decrypts files on a computer and demands payment for encryption key.

B. Ransomware is not an attack.

C. Where a victim encrypts files on a computer and demands payment for decryption key from an attacker.
D. Where an attacker encrypts files on a computer and demands payment for decryption key.

Ef#: D

R -

Ransonmware is a form of malicious software (malware) where an attacker encrypts the victim's data, rendering it inaccessible. The
attacker then demands a ransom payment from the victim to provide the decryption key that will restore access to the data.

Exact Extract from Official Document:

"Before a Ransomware attack can encrypt files, Anti-Ransomware backs up your files to a safe location. After the attack is stopped,
it deletes files mvolved in the attack and restores the orignal files from the backup location." This indicates that ransomware encrypts
files, confirming that the attacker encrypts the files and demands a payment for a decryption key.

Reference:Check Point Harmony Endpomt Specialist R81.20 Administration Guide, Section: "Anti- Ransomware".

HP #43
Which permissions apply the same access level to the entire organization?

A. Universal user permission settings

B. Global user permission settings

C. Regional user permission settings

D. Organization-wide permission settings

IEf#: D

H #44
You must make a decision of which FDE algorithm to be used by one of your clients who specializes in multimedia video editing,
‘What algorithm will you choose?

e A, In Multimedia applications you do not need to implement any kind of Full disk encryption. You can use software like 7Zip
in order to encrypt your data.

e B. Any kind of data is very important and the Full Disk Encryption technic must be used with the strongest secret key
possible. Your client has to use strong encryption like XTS-AES 256 bit.

e C. Video processing is a high bandwidth application which utilizes a lot of HDD access time. You have to use a FDE
algorithm with small secret key like XTS-AES 128 bit.

e D. The implementation of a Secure VPN with very strong encryption will make your data mvisible in cases of live internet
transmission.

IEfE: B
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