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Linux Foundation Kubernetes and Cloud Native Security Associate Sample
Questions (Q35-Q40):
NEW QUESTION # 35 
A container running in a Kubernetes cluster has permission to modify host processes on the underlying node.
What combination of privileges and capabilities is most likely to have led to this privilege escalation?

A. hostPID and SYS_PTRACE
B. hostPath and AUDIT_WRITE
C. There is no combination of privileges and capabilities that permits this.
D. hostNetwork and NET_RAW

Answer: A

Explanation:
* hostPID:When enabled, the container shares the host's process namespace # container can see and potentially interact with host
processes.
* SYS_PTRACE capability:Grants the container the ability to trace, inspect, and modify other processes (e.g., via ptrace).
* Combination of hostPID + SYS_PTRACE allows a container toattach to and modify host processes, which is a direct privilege
escalation.
* Other options explained:
* hostPath + AUDIT_WRITE:hostPath exposes filesystem paths but does not inherently allow process modification.
* hostNetwork + NET_RAW:grants raw socket access but only for networking, not host process modification.
* A:Incorrect - such combinationsdo exist(like B).
References:
Kubernetes Docs - Configure a Pod to use hostPID: https://kubernetes.io/docs/tasks/configure-pod-container
/share-process-namespace/
Linux Capabilities man page: https://man7.org/linux/man-pages/man7/capabilities.7.html

NEW QUESTION # 36 
On a client machine, what directory (by default) contains sensitive credential information?

A. /opt/kubernetes/secrets/
B. $HOME/.config/kubernetes/
C. $HOME/.kube
D. /etc/kubernetes/

Answer: C

Explanation:
* Thekubectlclient uses configuration from$HOME/.kube/configby default.
* This file contains: cluster API server endpoint, user certificates, tokens, or kubeconfigs #sensitive credentials.
* Exact extract (Kubernetes Docs - Configure Access to Clusters):
* "By default, kubectl looks for a file named config in the $HOME/.kube directory. This file contains configuration information
including user credentials."
* Other options clarified:
* A: /etc/kubernetes/ exists on nodes (control plane) not client machines.
* C: /opt/kubernetes/secrets/ is not a standard path.
* D: $HOME/.config/kubernetes/ is not where kubeconfig is stored by default.
References:
Kubernetes Docs - Configure Access to Clusters: https://kubernetes.io/docs/concepts/configuration/organize- cluster-access-
kubeconfig/
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NEW QUESTION # 37 
Which of the following statements best describes the role of the Scheduler in Kubernetes?

A. The Scheduler is responsible for assigning Pods to nodes based on resource availability and other constraints.
B. The Scheduler is responsible for ensuring the security of the Kubernetes cluster and its components.
C. The Scheduler is responsible for monitoring and managing the health of the Kubernetes cluster.
D. The Scheduler is responsible for managing the deployment and scaling of applications in the Kubernetes cluster.

Answer: A

Explanation:
* TheKubernetes Schedulerassigns Pods to nodes based on:
* Resource requests & availability (CPU, memory, GPU, etc.)
* Constraints (affinity, taints, tolerations, topology, policies)
* Exact extract (Kubernetes Docs - Scheduler):
* "The scheduler is a control plane process that assigns Pods to Nodes. Scheduling decisions take into account resource
requirements, affinity/anti-affinity, constraints, and policies."
* Other options clarified:
* A: Monitoring cluster health is theController Manager's/kubelet's job.
* B: Security is enforced throughRBAC, admission controllers, PSP/PSA, not the scheduler.
* C: Deployment scaling is handled by theController Manager(Deployment/ReplicaSet controller).
References:
Kubernetes Docs - Scheduler: https://kubernetes.io/docs/concepts/scheduling-eviction/kube-scheduler/

NEW QUESTION # 38 
Which of the following statements correctly describes a container breakout?

A. A container breakout is the process of escaping the container and gaining access to the cloud provider's infrastructure.
B. A container breakout is the process of escaping the container and gaining access to the Pod's network traffic.
C. A container breakout is the process of escaping a container when it reaches its resource limits.
D. A container breakout is the process of escaping the container and gaining access to the host operating system.

Answer: D

Explanation:
* Container breakoutrefers to an attacker escaping container isolation and reaching thehost OS.
* Once the host is compromised, the attacker can accessother containers, Kubernetes nodes, or escalate further.
* Exact extract (Kubernetes Security Docs):
* "If an attacker gains access to a container, they may attempt a container breakout to gain access to the host system."
* Other options clarified:
* A: Network access inside a Pod # breakout.
* B: Resource exhaustion is aDoS, not a breakout.
* C: Cloud infrastructure compromise is possibleafterhost compromise, but not the definition of breakout.
References:
Kubernetes Security Concepts: https://kubernetes.io/docs/concepts/security/ CNCF Security Whitepaper (Threats
section):https://github.com/cncf/tag-security

NEW QUESTION # 39 
A user runs a command with kubectl to apply a change to a deployment. What is the first Kubernetes component that the request
reaches?

A. Kubernetes API Server
B. Kubernetes Scheduler
C. kubelet
D. Kubernetes Controller Manager

Answer: A

Explanation:



* Allkubectl requestsgo to theKubernetes API Server.
* The API server is thefront-end of the control planeand validates/authenticates requests before other components act.
* Exact extract (Kubernetes Docs - Components):
* "The API server is a component of the Kubernetes control plane that exposes the Kubernetes API. It is the front end for the
Kubernetes control plane."
* Other options clarified:
* Controller Manager: reconciles state after API Server processes the request.
* Scheduler: assigns Pods to nodes after API Server accepts workload objects.
* kubelet: node agent, only communicates after API Server updates desired state.
References:
Kubernetes Docs - Components: https://kubernetes.io/docs/concepts/overview/components/
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