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Cisco Implementing Cisco Application Centric Infrastructure Sample
Questions (Q324-Q329):
NEW QUESTION # 324 
A customer must deploy three Cisco ACI based data centers. Each site must be separated from the others. Which characteristic of
Cisco ACI Multi-Pod makes it unsuitable for this deployment?

A. places leaf switches in the remote site that belong to the same fabric as at the headquarters site
B. requires all pods to share the same Cisco APIC cluster
C. creates a virtual pod in the remote location
D. has distance and scale limitations

Answer: B
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NEW QUESTION # 325 
A customer implements RBAC on a Cisco APIC using a Windows RADIUS server that is configured with network control policies.
The APIC is as follows:
Tenant = TenantX
Security Domain = Tenantx-SD
User = X
The customer requires User X to have access to TenantX only, without any extra privilege in the Cisco ACI fabric domain. Which
Cisco AV pair must be implemented on the RADIUS server to meet these requirement?

A. shell:domains = TenantX-SD/tenant-ext-admin/,common//read-all
B. shell:domains = TenantX-SD/tenant-admin
C. shell:domains = TenantX-SD/tenant-admin/,common//read-all
D. shell:domains = TenantX-SD/fabric-admin/,common//read-all

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-
x/Security_config/b_Cisco_APIC_Security_Guide/b_Cisco_APIC_Security_Guide_chapter_0100.html

NEW QUESTION # 326 
An engineer deploys a two-pod Cisco ACI Multi-Pod environment. Why should no more than two Cisco APIC controllers be
deployed in the same pod?

A. to enable equal capacity to scale in each pod
B. to avoid hair-pinning traffic that is destined for the primary APIC controller between pods
C. to avoid losing all replicas of a shard if a pod fails
D. to ensure that all nodes in all pods have local access to a controller

Answer: C

NEW QUESTION # 327 
Refer to the exhibit. Which action should be taken to ensure authentication if the RADIUS servers are unavailable?

A. Adjust the priority of server 10.1.1.1 to 1.
B. Set the fallback login to local.
C. Assign the user to the default role.
D. Set the default login realm to LDAP

Answer: B

Explanation:
Changing the server priority is not logical answer. The command "aaa user default-role no-login" means that remote users who do
not have a user role cannot login. This means that assigning the user to default role will not be able to login.
The "aaa authentication login default" and "aaa authentication login fallback" has identical configuration. The fallback uses RADIUS
server. We should change is to local.

NEW QUESTION # 328 
Refer to the exhibit.
An engineer configures the Cisco ACI fabric for VMM integration with ESXi servers that are to be connected to the ACI leaves.
The server team requires the network switches to initiate the LACP negotiation as opposed to the servers. The LAG group consists
of two 10 Gigabit Ethernet links. The server learn also wants to evenly distribute traffic across all available links. Which two
enhanced LAG policies meet these requirements? (Choose two.)

A. LB Mode: Destination IP Address and TCP/UDP Port



B. LB Mode: Source IP Address and TCP/UDP Port
C. LACP Mode: LACP Standby
D. LB Mode: Source and Destination MAC Address
E. LACP Mode: LACP Active

Answer: D,E

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/aci_virtual_edge/configuration/2-x/Cisco-ACIVirtual- Edge-
Configuration-Guide-202/Cisco-ACI-Virtual-Edge-Configuration-Guide-202_chapter_0100.html

NEW QUESTION # 329
......
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