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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q30-Q35):
NEW QUESTION # 30 
What is the definition of a threat according to ISO/IEC 27000?

A. A weakness of an asset or a control that can be exploited
B. A potential cause of an unwanted incident which can result in harm to a system or organization
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C. The risk remaining after risk treatment
D. A single or a series of unwanted or unexpected information security events

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:
According to ISO/IEC 27000:2018, Clause 3.74, athreatis defined as:
"Potential cause of an unwanted incident, which can result in harm to a system or organization." This definition directly matches
option A.
* Option B refers to an "information security incident" (ISO/IEC 27000:2018, Clause 3.32).
* Option C describes a "vulnerability" (ISO/IEC 27000:2018, Clause 3.67).
* Option D refers to "residual risk" (ISO/IEC 27000:2018, Clause 3.61).
The standard emphasizes that threats exploit vulnerabilities, causing incidents that can harm information confidentiality, integrity, and
availability. Correctly identifying threats is critical for risk assessment (Clause
6.1.2). Thus, the correct definition per ISO/IEC 27000 isA.

NEW QUESTION # 31 
Which statement describes a purpose of monitoring, measurement, analysis and evaluation according to ISO
/IEC 27001?

A. To track the use of outsourced processes
B. To ensure that employees and contractors are competent
C. To monitor the use of information assets
D. To evaluate information security performance

Answer: D

Explanation:
Clause 9.1 requires:
"The organization shall evaluate the information security performance and the effectiveness of the information security management
system." This is the central purpose of monitoring, measurement, analysis, and evaluation. Competence (B) is covered under Clause
7.2. Monitoring use of assets (C) and outsourced processes (D) may be done, but they are not the formal purpose described in the
standard. Instead, performance evaluation ensures the ISMS continues to meet intended outcomes and supports continual
improvement.
Thus, the verified purpose is A: To evaluate information security performance.

NEW QUESTION # 32 
Which information is required to be included in the Statement of Applicability?

A. The justification for including each information security control
B. The scope and boundaries of the ISMS
C. The risk assessment approach of the organization
D. The criteria against which risk will be evaluated

Answer: A

Explanation:
Clause 6.1.3 (d) requires that the organization"produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirement of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.
Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.

NEW QUESTION # 33 
Which output is a required result from risk analysis?



A. Determined levels of risk
B. Risk treatment control options
C. Risk acceptance criteria
D. Prioritized risks for treatment

Answer: A

Explanation:
Clause 6.1.2 (d) states that duringrisk analysis, the organization shall:
* "assess the potential consequences that would result if the risks identified... were to materialize;"
* "assess the realistic likelihood of the occurrence of the risks identified;"
* "determine the levels of risk."
This makes it clear that the requiredoutput of risk analysis is the determined levels of risk. Risk acceptance criteria (A) are set earlier
in 6.1.2(a), treatment control options (C) belong to 6.1.3, and prioritization (D) is part of risk evaluation (6.1.2 e). Therefore, the
verified correct output isB: Determined levels of risk.

NEW QUESTION # 34 
Which action is an organization required to take to ensure that personnel are competent to perform their assigned tasks within the
ISMS?

A. Hold up-to-date records on training, skills, experience and qualifications
B. Ensure that the controls for compliance with legal and contractual requirements are implemented
C. Ensure all personnel are trained to ISO/IEC 27001 Foundation level
D. Identify products which could be used in the organization to improve ISMS performance and effectiveness

Answer: A

Explanation:
Clause 7.2 (Competence) requires the organization to:
* "determine the necessary competence of person(s) doing work under its control that affects its information security performance;"
* "ensure that these persons are competent on the basis of appropriate education, training, or experience;"
* "retain appropriate documented information as evidence of competence." This makesholding up-to-date records on training, skills,
experience, and qualifications(D) the correct answer. Option A is irrelevant to competence. Option B is incorrect since ISO does
not require Foundation- level training - competence is context-based. Option C is related to compliance but does not ensure
individual competence.
Thus, the verified correct answer isD.

NEW QUESTION # 35
......
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