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F5CAB1 A B A& (Q25-Q30):

HH #25
For security reasons, a BIG-IP Administrator needs to specify allowable IP ranges for access to the Configuration Utility (WebUI).

The exhibit shows the User Administration section of the Configuration Utility.
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The admmistrator could not find any setting that explicitly restricts access to the Configuration Utility.
‘Which one of the following is a reason for that?

e A The administrator must restrict access by IP address for SSH, which will implicitly restrict access to the Configuration
Utility

¢ B. Restricting access to the Configuration Utility can only be done from the Command Line Interface

¢ C. The administrator needs to switch to the "Advanced" view mode in order to display the relevant setting

¢ D. To avoid locking out the administrator, recent versions of BIG-IP no longer allow restricting admnistrator access to the
Configuration Utility by source IP address

Ef#: B
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The screenshot shown is from theUser Administrationsection of the BIG-IP GUI.

This section controls:

* Root and Admin passwords

* SSH Access

* SSH IP Allow settings

However, it does not contain any controls for restricting access to the WebUI (TMUI).

BIG-IP does not provide TMUI access restrictions from this part of the GUIL.

Access to the web-based Configuration Utility is controlled by thehttpd allow list, configured through TMSH:
tsh modify /sys httpd allow { <IP/subnet> }

This setting is not displayed in the User Administration panel, and in many BIG-IP versions, the httpd allow list isonly configurable
from the CLI, not the GUL

Therefore, the administrator cannot find the setting in the screen shown because:

* TMUI access restriction isnotlocated in this GUI section

* Tt must be configured usingtmshunder/sys httpd allow

This is whyOption Ais correct.

HM #26
What are the two options for securing a BIG-IP's management interface? (Choose two.)

A. Restrict admmistrative HTTPS and SSH access to specific [P addresses or [P ranges.

B. Use the BIG-IP's Self-IP addresses for administrative access rather than the management interface.
C. Limiting network access through the management interface to a trusted/secured network VLAN.
D. Block all management-interface administrative HTTPS and SSH service ports to prevent access.

Ef: A. C

BRI :

Securing the BIG-IP management interface is a findamental administrative responsibility. F5 best practices emphasize restricting
who can reach the management port and ensuring that only authorized systens are allowed access.

A). Limiting managemment access to trusted network segments

F5 recommends placing the management interface on a dedicated, isolated, and secured management network or VLAN, rather
than exposing it to production or untrusted networks.

This reduces the attack surface by ensuring only trusted segments have visibility to administrative interfaces.

D). Restricting management access by IP or subnet

F5 BIG-IP uses the /sys httpd allow list (for HTTPS) and configuration options in sshd (for SSH) to control which IP addresses or
subnets can access the device.

By specifying only known administrative IPs or ranges, unauthorized users cannot reach the login services.

R #27
Which of'the following actions is NOT required during the mnitial setup of a BIG-IP system?

A. Set up self-1Ps

B. Install a software license

C. Assign an admmistrative password
D. Set up SSL certificates

IEf@E: D
R e«

Setting up SSL certificates is typically done after the initial setup, not during it. The main tasks during initial setup nvolve network
configuration and licensing,

HR #28
Refer to the exhibit. What traffic will be permitted to reach the BIG-1P?
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The exhibit shows the configuration of a Self IP with:
Port Lockdown: Allow Custom
A Custom List that includes the following TCP ports:
443
22
Meaning of these ports:

TCP 443 -> HTTPS (TMUI -- web-based management)

TCP 22 -> SSH (command-line remote access)

No other TCP, UDP, or protocol entries are listed; therefore, only these two services are allowed to reach the BIG-IP via this Self
1P.

Evaluating the answer choices:

Option Service Port Allowed?

Not allowed

FTP TCP 21 Not listed

Allowed

SSH TCP 22 Listed

Not allowed

Telnet TCP 23 Not listed

Thus, SSH is the only traffic permitted through this Self TP configuration.

B #29
Refer to the exhibit.
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An organization has purchased a BIG-IP license that includes all available modules but has chosen to provision only the modules
they require.

The exhibit displays the current resource allocation from the System -> Resource Provisioning page.

Based on the nformation provided, which F5 modules have been provisioned?

e A. TMM, DNS, APS
e B.LTM, APM
e C.DNS, APM
e D.LTM, DNS, APM

1IEf#: D
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The exhibit shows the Current Resource Allocation for:

CPU

Disk

Memory

In particular, the Memory Allocation bar displays the modules that are currently provisioned.

Memory is the most reliable indicator because BIG-IP allocates memory only to modules that are actively provisioned.
From the exhibit:

MGMT (Management) - always present

TMM (Traffic Management Microkernel) - indicates LTM is provisioned

GTM - this label indicates that the DNS module is provisioned (GTM = Global Traffic Manager, now called DNS) APM - explicitly
shown, indicating Access Policy Manager is provisioned Therefore, the provisioned modules are:

LTM (implied by TMM allocation)

DNS/GTM

APM

This matches Option C: LTM, DNS, APM.
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