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AE #27
Your organization acquired a small agency with only five users. You need to create user accounts for these new employees. Agency
users must have their original email address. You have added the agency's domain as a secondary domain. What should you do?

A. Use Google Cloud Directory Sync (GCDS) to sync users from an existing directory.

B. Bukk upload all users usinga CSV file.

C. Manually create users from the Admin console. When creating the user account, choose the agency domain to be used for
the email address.

D. Use the Directory API to automatically create the user accounts.

HE: C

MY

The key information here is "only five users" and "Agency users must have their original email address. You have added the agency's
domain as a secondary domain." For a small number of users (five), manually creating them in the Admin console is the most
straightforward and least complex method. When creating a new user, the Admin console allows you to select the domain for their
primary email address from any secondary domains you have added to your Google Workspace account.

EE #28

Your organization wants to ensure that all employees who use Chrome browsers for work adhere to specific security and
configuration settings. You need to manage and control the Chrome browsers used within the company while using the least
expensive solution. What should you do?

A. Remotely wipe all employee devices to ensure that they are using the latest Chrome browser version.
B. Disable all extensions on employee Chrome browsers to prevent any potential security risks.

C. Enroll the Chrome browsers in your organization's domain and apply Chrome browser policies.

D. Use a third-party software deployment solution to manage the Chrome browser.

2
m

SH: C

ME:

Google Workspace (specifically Chrome Enterprise Core, which is often included or available for free with Google Workspace
editions) provides built-in capabilities to manage Chrome browsers across an organization. By enrolling Chrome browsers in your
domain, you can apply policies centrally from the Google Admin console, controlling security settings, extensions, updates, and
more. This is a first-party, cloud-based solution that doesn't require additional software or licensing costs beyond your existing
Google Workspace subscription, making it the "least expensive solution."

A2 #29
Your organization acquired a small agency. You need to create user accounts for these new employees. The new users must be able
to use their new organization's email address and their email address with the sub-agency domain name. What should you do?

A. Redirect the acquired domain to Google's MX records and add the account as a "send as" address.
B. Set up the acquired agency as a secondary domain and swap it to the primary domain.

C. Set up the acquired agency as a secondary domain from the Manage domains page.

D. Set up the acquired agency as a user alias domain from the Manage domains page.

He:. D

dY:

Setting up the acquired agency as a user alias domamn allows users to have their new organization's email address while still being
able to send and receive emails using their previous email address with the sub-agency domain. This approach efficiently ensures
they can use both email addresses without requiring additional configuration for separate accounts.



EE #30
You manage Chrome Enterprise browsers for your large organization. You want to ensure that specific extensions are autormatically
nstalled on all managed Chrome Enterprise browsers. What should you do?

A. Publish the extensions in the Chrome Web Store.

B. Configure a script to deploy the extensions upon user login.
C. Allowlist the specific Chrome browser extensions.

D. Force-install the extensions through Chrome browser policies.

HE: D

Y.

Using Chrome browser policies, you can force-install specific extensions on all managed Chrome Enterprise browsers. This ensures
that the desired extensions are automatically installed on users' browsers without requiring manual installation. This approach is the
most efficient and scalable solution for managing extensions across a large organization.

HEE #31

Your company recently installed a free email marketing platform from the Google Workspace Marketplace. The marketing team is
unable to access customer contact information or send emails through the platform. You need to identify the cause of the problem.
‘What should you do first?

A. Verify that the email marketing platforni's subscription is active and up-to-date.

B. Confirm that the "Manage Third-Party App Access" setting in the Admin console is enabled.

C. Use the security nvestigation tool to review Gmail logs.

D. Check the OAuth scopes that are granted to the email marketing platform and ensure the platform has access to Contacts
and Gmail

¥e: D

HE:

When a third-party application from the Google Workspace Marketplace is installed, it requests specific permissions (OAuth
scopes) to access Google Workspace data and services. If the marketing team is unable to access customer contact information or
send emails, the most likely cause is that the installed email marketing platform was not granted the necessary O Auth scopes for
Contacts and Gmail during the installation or approval process.

Here's why other options are less likely to be the first step:

A . Verify that the email marketing platform's subscription is active and up-to-date. While important for continued use, a "free"
platform from the Marketplace generally doesn't have a subscription that would prevent initial access to basic fimctions like contacts
and sending emails unless it's a trial that expired, which isn't indicated as the primary problem. This would be a later troubleshooting
step if scope issues are ruled out.

C . Confirm that the "Manage Third-Party App Access" setting in the Admin console is enabled. This setting controls whether users
can install any third-party apps from the Marketplace. If it were disabled, the app likely wouldn't have been installed in the first
place. Ifit was enabled and then disabled, the app would stop working, but the specific problem points to data access, not app
disablement.

D . Use the security mvestigation tool to review Gmail logs. The security investigation tool is excellent for reviewing security events,
but it's more for post-incident analysis or suspicious activity. In this scenario, the problemis a lack of fnctionality for a newly
installed app, not a security breach or misconfiguration that would necessarily show up in Gmail logs immediately as an access issue
for the app itself. The OAuth scopes are the more direct and initial point of failure.

Reference firom Google Workspace Administrator:

Manage third-party app access to data: Google Workspace administrators can control which third-party apps can access their
organization's data. This includes reviewing and managing OAuth API access for configured apps.

Reference:

Understanding OAuth scopes: When an application requests access to Google data, it does so by requesting specific "scopes."
These scopes define the particular resources and operations that the application is allowed to perform. For an email marketing
platform, scopes for https’//www.googleapis.convauth/contacts (or a more specific contact scope) and
https//www.googleapis.convauth/gmail. send (or a broader Gmail scope) would be crucial

Controlling which third-party & internal apps can access Google Workspace data: This section in the Admin console specifically
allows administrators to review "Configured apps" and check their "OAuth API access." This is where you would see the scopes
granted to the email marketing platform
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