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¢ Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access

FEY I 1
7 control at the endpoint level, essential for maintaining device integrity.
¢ Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
NEw 22 recognizing security incidents, responding appropriately, and containing threats—forming the essential

foundation of incident response procedures.
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¢ Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
FEy 23 and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
¢ prevention systers, providing insight into how threats are mitigated within network environments.

¢ Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician

and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
ey 74 along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

¢ Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and

FEY Z 5
7 applying mitigation strategies that help manage threats proactively within an organization's systens
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Cisco Certified Support Technician (CCST) Cybersecurity 555 100-160 34
BRI (Q210-Q215):

R #210
Which of the following represents a strong passphrase for securing a wireless SoHo network?

A. jumprOpe

B. P@ssword!

C. CorrectHorseBatteryStaple
D.0
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A strong passphrase should be long, include a combination of uppercase and lowercase letters, numbers, and special characters.
"CorrectHorseBatteryStaple" represents a strong passphrase as it is long and includes multiple words combined with special
characters. Options A, B, and D are weak passphrases as they are either too short or do not contain a combination of the
mentioned elements.

R #211
Youneed to manage security risks at your company. In which order should you complete the actions?
Move all the actions to the answer area and place them in the correct order.

i

HA #212
‘What action should be taken when a user reports a suspicious email with a potential phishing link?

e A Delete the email and inform the user that it is safe to proceed.
¢ B. Escalate the issue to the security team for further nvestigation.
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e C. Click on the link to verify its validity before taking any action.
¢ D. Forward the email to other users to raise awareness about potential threats.
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When a user reports a suspicious email with a potential phishing link, it is important to escalate the issue to the security team for
further investigation. Phishing attacks can pose significant risks to organizations, and it is crucial to involve the appropriate experts to
assess and address the threat appropriately.

H #213
Which of the following is a characteristic of an [Pv6 address?

¢ A. Canbe represented by both decimal and binary notation
¢ B. Uses colons as separators

e C. Consists of 32 bits

e D. Supports a maximum of 4.3 billion unique addresses
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An IPv6 address consists of 128 bits, which is four times the size of an IPv4 address. Unlike [Pv4 addresses that use periods (dots)
as separators, [Pv6 addresses use colons as separators. For example, an [Pv6 address could be written as
2001:0db8:85a3:0000:0000:8a2e:0370:7334.

R #214
Which step should be performed immediately after identifying a critical vulnerability affecting internet-facing systems?

A. Document the vulnerability in the annual security report.
B. Schedule a quarterly penetration test.

C. Change the default administrator passwords.

D. Apply the vendor patch or mitigation.
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The CCST Cybersecurity Study Guide states that after confirming a vulnerability is relevant and critical, the next step is to apply
available patches or mitigations as soon as possible to reduce the attack surface.

"When a critical vulnerability is identified, remediation steps such as applying patches or configuration changes should be
implemented immediately to prevent exploitation." (CCST Cybersecurity, Vulnerability Assessment and Risk Management,
Vulnerability Remediation section, Cisco Networking Academy)
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