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(Q16-Q21):

NEW QUESTION # 16
Refer to the exhibit.

sw-aggl(config)# show vsx status config-sync
Admin state : Enabled

Operational State : Non-Operational
Error State : SW version mismatch

Recommended remediation : Execute “show images’ to determiné which software image is loaded and load the same for both peers
Current time : Tue Oct 3 11:01:26 2023
Last sync time : Tue Oct 3 ©9:56:19 2023

Based on the screenshot, what is required to correct the state displayed in the exhibit?

A. Use copy running-config vsx-peer on the secondary switch.

B. Use the force vsx-sync to start sync process.

C. Use the Enhanced Software Update process to correct the state.

D. Use the same OS-CX image on the secondary that is active on primary.

Answer: D

Explanation:

The exhibit shows that the VSX config-sync is non-operational with the error state SW version mismatch. This occurs when the
primary and secondary switches are rumning different ArubaOS- CX software versions. To correct this, both peers must run the
same OS-CX image. The recommended remediation explicitly suggests running show images to confirm the software image and
ensure the same version is loaded on both peers.

NEW QUESTION # 17

You have recently configured a switch for 802.1X authentication with HPE Aruba Networking ClearPass. A security admin is seeing
events with the following description in ClearPass Event Viewer.

'RADIUS authentication attempt from unknown NAD (10.10.1.10:1812)'

‘Which command should you use to identify the configuration issue?

A. show radius-server detail

B. show aaa authentication-server radius
C. show ip source-interface radius

D. show radius-server shared-secret

Answer: A

Explanation:

show radius-server detail will display the configured RADIUS servers along with their IP addresses and shared secrets. This helps
you verify if the switch's management IP is properly registered as a NAD (Network Access Device) in ClearPass. If the IP used by
the switch to send RADIUS requests is not listed as a NAD in ClearPass, you will see the "unknown NAD" error.

NEW QUESTION # 18
Which setof commands willapply the device profile 'AP'to the device shown in the LLDP neighbor output below?

LLDP Neighbor Information

<output truncated>

Neighbor Chassis-Nama  AP=42 :
Neighbor Chassis-Descrigtion : ArubadsS (MODEL: 635), Version Aruba AP
Neighbor Chassis-ID: @@©:@b:86:al:b2:c3 .




port-access lldp-group AP-L(LDP-GROUP
seq 10 match sys-desc.B3S

|

port-ac:t:i role AP-ROLE

por"t access devicesprofile AP- PROFIJ..E
associate role AP-ROLE
. A associate lldp-group AP-LLDP- w

port-access lldp-group AP-LLDP-GROUP
: seq 18 match sys-desc’ 635
port-access device-profile AP-PROFILE
anable
associate role AP-ROLE
associate lldp-group AP- L@fﬁkﬂuﬂ'

port-access lldp-group AP-LLDP-GROUP
seq 1@ match sys-name 635

éort-access role AP-ROLE
!

port-access device-profile AP-PROFILE &
enable
associate role AP-ROLE
associate lldp-group AP-LLDP- GRDUF

port-access lldp-group AP+ &;DP GROUP
seq 12 match sys- dc%i
! /

port-access role AP-ROLE
|

port-access device-profile AP-PROFILE
enable
associate-role AP-ROLE

e D associate lldp-group AP-LLDP-GROUP

Answer: B

Explanation:

The goal is to configure the switch to automatically apply a specific device profile (named AP-PROFILE in the options) to ports
where an Aruba AP Model 635 connects, using LLDP information for detection.

* LLDP Information:The LLDP neighbor output shows:

* Neighbor Chassis-Description: ArubaOS (MODEL: 635), Version Aruba AP

* Neighbor Chassis-Name: AP-42

* Device Profile MechanismThis involves creating an LLDP group that matches specific attributes of the desired device, creating a
device profile containing the desired port configurations (VLAN, PoE, QoS, Role, etc.), associating the profile with the LLDP
group, and enabling the feature globally.

* Analyzing Configuration Options:All options configure an LLDP group AP-LLDP-GROUP and a device profile AP-PROFILE.
The key is the matching condition within the LLDP group and the completeness of the profile configuration.

* Matching Condition:

* Options A, C, D use seq 10 match sys-desc 635. This condition checks if the LLDP System Description contains the string "635".
Based on the output (...MODEL: 635...), this conditionwill matchthe target AP.

* Option B uses seq 10 match sys-name 635. This checks if the LLDP System Name contains

"635". The output shows Neighbor Chassis-Name: AP-42. This conditionwill not match.

NEW QUESTION # 19
Which commands will permit read-only access to a user with physical access to an AOS-CX switch?

e A

user helpdesk group operators password plaintext Arubal23!
!

aaa authenticatégg login local

aaa authorizati®n/commands console local

e B




user helpdesk group operators password plaintext Arubal23!
1

aaa authentication login local
aaa ayfthorization commands)tty® local

user helpdesk group read-only password. -plainteikt/Arubal23!
| :

aaa authentication, login Jdocal

aaa authorization“commands console local

C.
D.
user helpdesk group readsonly password' plaintext Arubal23!
" _

aaa authentication login, local
aaa authorization commands ttye local

Answer: C

Explanation:
To provide read-only access, the user must be assigned to the read-only group, not operators.
This ensures the user has local authentication and is restricted to read-only commands when accessing the switch console.

NEW QUESTION # 20
Which issue may becausing the new door locks on the APs to notwork?

A. AT power to the AP is notenough.
B. BT power to the AP is too much.
C. AF power to the AP is not enough.
D. AT power to the AP is too much.

Answer: C

Explanation:

New PoE-powered door locks, connected via the PoE passthrough port on Aruba APs, are not working. We need to find the likely
cause related to PoE power.

* PoE Passthrough:An AP feature where the AP, powered by PoE from a switch, provides PoE power out to another device
connected to one of its Ethernet ports.

* Power Budget:The AP must receive enough power from the switch via its PoE input (e.g., 802.3af]

802.3at, 802.3bt) to power itselfandmeet the power demand of the downstream device (the door lock).

* PoE Standards Power (Approx. Available to Device):

* 802.3af (PoE): ~13 Watts

* 802.3at (PoE+): ~25.5 Watts

* 802.3bt (PoE+): 5S1W (Type 3) or 71W (Type 4)

* Analysis:;Modern APs (especially Wi-Fi 6/6E) can consumme significant power themselves (>15W or

>25W under load). Standard 802.3af PoE (supplying only ~13W) is often msufficient to power both a modem AP and a
downstream PoE device like a door lock. The AP will power up, but won't enable PoE output if its input power budget is
insufficient.

* Analysis of Options:

* A, B: Too much power (AT/BT) isn't the issue; devices only draw what they need.

* C: AF power (~13W) received by the AP is very likelynot enoughto power both the AP and the door lock.

* D: AT power (~25.5W)mightbe mnsufficient if the combined load of the AP and lock exceeds this, but AF being nsufficient (C) is a
more common limitation.

* ConclusionInsufficient input power to the AP is the most common reason for PoE passthrough failure.

802.3af (PoE) power is often inadequate.

References:IEEE 802.3 PoE standards (affat/bt), Aruba Access Point datasheets (PoE requirements, passthrough
capabilities/budgets). This relates to "WLAN" (9%) and "Connectivity" (9%) objectives.

NEW QUESTION # 21
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