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HM #38

A systers administrator is preparing a Linux system for application setup. The administrator needs to create an environment variable
with a persistent value in one of the user accounts.

‘Which of the following commands should the administrator use for this task?

e A VAR=value

¢ B. export "VAR=$VAR:value" >> ~/.ssh/profile
e C. echo "export VAR=value" >> ~/.bashrc

¢ D. export VAR=value

Ef#: C
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fEERA -
Adding export VAR=value to ~/.bashrc ensures the environment variable is set persistently for the user. The variable will load
automatically in every new shell session.

H #39
Which of the following can reduce the attack surface area in relation to Linux hardening?

¢ A. Enforcing password strength and complexity
¢ B. Extending the SSH startup timeout period

¢ (. Reducing the number of directories created
¢ D. Customizing the log-in banner

EfE: A

A -

Comprehensive and Detailed Explanation From Exact Extract:

Reducing the attack surface area in Linux hardening refers to limiting possible points of unauthorized access.

According to the CompTIA Linux+ Official Study Guide (Exam XK0-006), enforcing strong password policies is a critical aspect of
security hardening, This practice ensures that user accounts are protected by passwords that are difficult to guess or crack, thus
minimizing the risk of successful brute-force attacks.

Implementing password complexity requirements (such as minimum length, use of uppercase, lowercase, numbers, and special
characters) directly addresses one of the primary vectors for unauthorized access.

Other options do not have a direct impact on reducing the attack surface:

* A. Customizing the log-in banner serves as a legal notification and does not affect system vulnerabilities.

* B. Reducing the number of directories created is not related to hardening or access control.

* C. Extending the SSH startup timeout period may give attackers more time to attempt a connection and does not increase security.
Reference:

CompTIA Linux+ Study Guide: Exam XK0-006, Sybex, Chapter 11: "Securing the System'', Section:

"Implementing Password Policies"

CompTIA Linux+ XK0-006 Exam Objectives, Domain 3.0: Security

B #40
A user states that an NFS share Is reporting random disconnections. The systems admnistrator obtains the following information

Which of the following best explains the symptoms that are being reported?

A. The mount point is incorrect for the NFS share.

B. The interface is reporting a high number of errors and dropped packets.
C. The IP address of the NFS share is incorrect.

D. The filesystem is nearly full and is reporting errors.

IEf#: B

R

This issue is best analyzed using a layered troubleshooting approach, as recommended in the Troubleshooting domain of CompTIA
Linux+ V8. The reported symptomis intermittent or random disconnections from an NFS share, which commonly indicates a
network reliability issue rather than a configuration or filesystem problem

The most critical evidence comes from the output of ip -s link show. The network interface enp1s0 is reporting significant numbers of
errors and dropped packets on both the receive (RX) and transmit (TX) paths. High packet loss at the network interface level
directly affects protocols like NFS, which rely on stable, continuous TCP/IP communication. When packets are dropped or
corrupted, NFS clients may experience timeouts, retransmissions, and apparent disconnections.

Although the df -h output shows that the NFS filesystem is 95% full, this alone does not typically cause random disconnections. A
nearly full filesystem may lead to write failures or performance degradation, but it does not explain intermittent connectivity loss.
Limux+ V8 documentation notes that filesystem capacity issues usually present as I/O errors, not transport-layer disconnects.
Options A and B can also be ruled out. If the mount point or IP address were incorrect, the NFS share would fail consistently rather
than intermittently. The fact that the share is mounted and accessible confirms that the mount configuration and IP addressing are
correct.

Linux+ V8 emphasizes that NFS performance and reliability are highly sensitive to network quality. Packet errors, drops, faulty
NICs, cabling issues, duplex mismatches, or driver problems commonly result in unstable NFS behavior.

Therefore, the best explanation for the reported random disconnections is D. The mnterface is reporting a high number of errors and



dropped packets.

R #41

A Linux administrator receives reports about MySQL service availability issues. The administrator observes the following
information:

Which of'the following explains why the server was offline?

A. A network outage caused a service availability issue.

B. The process exhausted server memory.

C. The process was intentionally terminated by a privileged user.
D. The process crashed because of a filesystem error.

IEf#: B

AR
The logs show mysqld invoked oonrkiller, which is the Linux Out-Of-Memory (OOM) killer. This indicates MySQL consumed too
much memory, forcing the kernel to terminate it to protect the system, which caused the service outage.

HH #42
A Linux systens administrator needs to extract the contents of a file named /home/dev/web.bkp to the /var
fwww/html/ directory. Which of the following commands should the administrator use?

A. tar -c -f/home/dev/iweb.bkp /var/www/html/

B. pushd /var/www/html/ && cpio -idv < /home/dev/web.bkp && popd
C. unzip -c /home/dev/web.bkp /var/www/html/

D. cd /var/www/html/ && gzip -c /home/deviweb.bkp | tar xf -

IEf%: B

A -

Comprehensive and Detailed 250 to 350 words of Explanation From Linux+ V8 documents:

File extraction and backup restoration are fundamental System Management tasks covered in CompTIA Linux+ V8. In this
scenario, the administrator must extract the contents of an existing backup file into a target directory.

The correct command is option B, which uses cpio in extract mode. The command changes into the destination directory
(/var/www/html/) using pushd, extracts the archive contents with cpio -idv, and then returns to the original directory with popd. This
ensures that files are restored into the correct location without modifying paths inside the archive.

The cpio utility is commonly used for backups created with cpio -0 and supports reading archive data from standard input. Linux-+
V8 documentation includes cpio as a valid and supported archive format for backup and restore operations.

The other options are incorrect. Option A incorrectly assumes the backup is a gzip-compressed tar archive.

Option C creates a new archive instead of extracting one. Option D assumes the file is a ZIP archive, which is not indicated by the
.bkp extension.

Linux+ V8 emphasizes using the correct tool based on the archive format and restoring files into the intended directory. Therefore,
the correct answer is B.
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