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to develop the newest version of the SOA-CO02 learning guide.
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mternet for the first time on any electronic equipment they can use our SOA-C02 test materials offline later. So the clients can carry
about their electronic equipment available on their hands and when they want to use them to learn our qualification test guide. So the
clients can break through the limits of the time and environment and learn our SOA-C02 Certification guide at their own wills. This is
an outstanding merit of the APP online version.

Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q34-Q39):

NEW QUESTION # 34

A company is using Amazon S3 to set up a temporary static website that is public. A SysOps administrator creates an S3 bucket by
using the default settings. The SysOps administrator updates the S3 bucket properties to configure static website hosting. The
SysOps administrator then uploads objects that contain content for index.html and error.html.
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When the SysOps administrator navigates to the website URL. the SysOps administrator receives an HTTP Status Code 403:
Forbidden (Access Denied) error.
‘What should the SysOps administrator do to resolve this error?

¢ A Edit the permissions on the index html and error htm files for read access

¢ B. Edit the S3 bucket permissions by turning off Block Public Access settings. Create a bucket policy to allow PutObject
access on the S3 bucket.

e C. Create an Amazon Route 53 DNS entry. Point the entry to the S3 bucket.

e D. Edit the S3 bucket permissions by turning off Block Public Access settings. Create a bucket policy to allow GetObject
access on the S3 bucket.

Answer: D

Explanation:

* Objective:

* Resolve the HTTP 403 (Access Denied) error for the public S3 static website.
* Root Cause:

* By default, S3 buckets are private, and public access is blocked due to the Block Public Access settings.
* Additionally, a bucket policy is needed to allow public access to the objects.

* Solution Implementation:

* Step 1: Turn off Block Public Access:

* Navigate to the Permissions tab ofthe S3 bucket in the AWS Management Console.
* Turn off the Block Public Access settings by disabling the following:

* Block public access to buckets and objects via ACLs.

* Block public access to buckets and objects via bucket policies.

* Step 2: Add a Bucket Policy for Public Access:

* Add a policy allowing GetObject for public access:

{

"Version™ "2012-10-17",

"Statement'; |

{

"Effect™: "Allow",

HPmClpalVl. Vl*",

"Action": "s3:GetObject",

"on,

"Resource": "arn:aws:s3::<bucket-name>/*"
}
]

}
* Step 3: Test Access:

* Confirm that the website is accessible via the public URL.

* AWS References:

* Block Public Access Settings:S3 Block Public Access

* Bucket Policies for Static Websites:Bucket Policy Examples

* Why Other Options Are Incorrect:

* Option A: Route 53 is not required to resolve the 403 error; the issue is with S3 bucket permissions.

* Option C: Editing file permissions alone will not work; bucket permissions must also allow public access.
* Option D: PutObject permissions are unnecessary for serving a static website.

NEW QUESTION # 35

An organization with a large IT departiment has decided to migrate to AWS With different job finctions in the IT department it is not
desirable to give all users access to all AWS resources Currently the organization handles access via LDAP group membership
What is the BEST method to allow access using current LDAP credentials?

e A Use AWS CloudFormation to create IAM roles Deploy Direct Connect to allow access to the on-premises LDAP server

¢ B. Create an AWS Directory Service Simple AD Replicate the on-premises LDAP directory to Simple AD

e C. Federate the LDAP directory with IAM using SAML Create different [AM roles to correspond to different LDAP groups
to limit permissions

¢ D. Create a Lambda function to read LDAP groups and automate the creation of IAM users

Answer: C



Explanation:

To allow access using current LDAP credentials while migrating to AWS, the best approach is to federate the LDAP directory with
1AM using SAML.

Set Up SAML-Based Federation:

AWS supports identity federation using SAML (Security Assertion Markup Language) 2.0. You need to configure your LDAP
directory to federate with AWS IAM via SAML.

Reference:

Create and Configure IAM Roles:

Create IAM roles in AWS that correspond to different LDAP groups. Each role should have the appropriate permissions for its
specific job function.

Set Up Identity Provider in AWS:

Configure AWS as a SAML 2.0 identity provider. This involves setting up a trust relationship between AWS and your LDAP
directory.

Assign IAM Roles to SAML Provider:

Map the LDAP group membership to IAM roles. This allows users to assume the roles based on their LDAP group membership.
By federating the LDAP directory with [AM using SAML, the organization can leverage existing LDAP credentials and group
memberships to manage access to AWS resources effectively.

NEW QUESTION # 36

A company is running a website on Amazon EC2 instances behind an Application Load Balancer (ALB).

The company configured an Amazon CloudFront distribution and set the ALB as the orign.

The company created an Amazon Route 53 CNAME record to send all traffic through the CloudFront distribution.
As an unintended side effect, mobile users are now being served the desktop version of the website.

Which action should a SysOps administrator take to resolve this issue?

e A. Configure the CloudFront distribution origin settings.
Add a User-Agent header to the list of origin custom headers.
e B. Enable [Pv6 on the ALB.
Update the CloudFront distribution origin settings to use the dualstack endpoint.
e C. Enable IPv6 on the CloudFront distribution. Update the Route 53 record to use the dualstack endpoint.
¢ D. Configure the CloudFront distribution behavior to forward the User-Agent header.

Answer: D

Explanation:

Ifyou want CloudFront to cache different versions of your objects based on the device that a user is using to view your content, we
recommend that you configure CloudFront to forward one or more of the following headers to your custom origin:
CloudFront-Is-Desktop- Viewer

CloudFront-Is-Mobile- Viewer

CloudFront-Is-SmartTV- Viewer

CloudFront-Is-Tablet- Viewer

As you can see based on what comes in the request received by CF, It is going to set the value to true before forwarding the request
to your origin.

The resume, with origin custom headers you are the one that decide what is going to be on the header, there is no way to match
what it comes on the request received on CF and what is going to be sent to the origin. On the other hand with User-Agent header,
CF inspects the header and determines what type of device is used (Smart TV, Tablet, Desktop, Mobile).

NEW QUESTION # 37

A SysOps administrator must analyze Amazon CloudWatch logs across 10 AWS Lambda fimctions for historical errors. The logs
are in JSON format and are stored in Amazon S3. Errors sometimes do not appear in the same field, but all errors begin with the
samme string prefix.

What is the MOST operationally efficient way for the SysOps administrator to analyze the log files?

e A. Use Amazon CloudWatch Contributor Insights to create a rule. Apply the rule across all log groups of interest.

e B. Use Amazon CloudWatch Logs Insights to write a query to search for errors. Run the query across all log groups of
interest.

e (. Create an AWS Glue processing job to index the logs of interest. Run a query in Amazon Athena to search for errors.

e D. Use S3 Select to write a query to search for errors. Run the query across all log groups of interest.



Answer: B

Explanation:
CloudWatch Logs Insights automatically discovers fields in logs from AWS services such as Amazon Route 53, AWS Lambda,
AWS CloudTrail, and Amazon VPC, and any application or custom log that emits log events as JSON.

NEW QUESTION # 38

A SysOps administrator needs to design a high-traffic static website. The website must be highly available and must provide the
lowest possible latency to users across the globe.

‘Which solution will meet these requirements?

¢ A Create an Amazon S3 bucket, and upload the website content to the S3 bucket. Create an Amazon CloudFront
distribution, and set the S3 bucket as the origin. Use Amazon Route 53 to create an alias record that points to the CloudFront
distribution.

¢ B. Create an Amazon S3 bucket, and upload the website content to the S3 bucket. Create an Amazon CloudFront
distribution in each AWS Region, and set the S3 bucket as the origin. Use Amazon Route 53 to create a DNS record that
uses a geolocation routing policy to route traffic to the correct CloudFront distribution based on where the request originates.

¢ (. Create an Application Load Balancer (ALB) and a target group in two Regions. Create an Amazon EC2 Auto Scaling
group in each Region with at least two EC2 instances in each target group. Store the website content on the EC2 instances.
Use Amazon Route 53 to create a DNS record that uses a geolocation routing policy to route traffic to the correct ALB
based on where the request originates.

¢ D. Create an Application Load Balancer (ALB) and a target group. Create an Amazon EC2 Auto Scaling group with at least
two EC2 mstances in the associated target group. Store the website content on the EC2 nstances. Use Amazon Route 53 to
create an alias record that points to the ALB.

Answer: B

NEW QUESTION # 39

If'you are still hesitating about whether you can get SOA-CO02 certification through the exam, we believed that our SOA-C02 study
materials will be your best choice, it will tell you that passing the exam is no longer a dream for you, and it will be your best assistant
on the way to passing the exam. Tens of thousands of our customers have benefited from our SOA-C02 Exam Braindumps and got
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