CAS-005-E E H F & AN, CAS-005E5HANE

_CAS-005
Exam Name: CompTIA SecurityX (formerly CASP+)
Language: English (other languages pending)
Duration: 165 minutes

Number of Questions: Up to 90

Queastion Types: Multiple choice and parfarmance-based

BONUS!! 4 & T # VCESoft CAS-005% 5 &8 J& i) 58 8 iR : - httpsy/drive. google.com/open?
id=17wzCkvR5 NoMFba2FBG4JP4SQRNS5YIAj

CAS-005:258 %5 sl 2 —EREHE . ERMMEEEERRE, RL2MBANABRE . MRERHHE, W
EHRRHEK/CAS-005F AR —EIFHEERER. BHITHRRR, FREIEEEKE &N TERRA TR
. BEEANRFER T ARKN TERRBSE RO, BTUREBRE. B8R —E7 UG IRIE
EEERRERLENER. XAEERNFR, REESME,

VCESoft2 — R BENAY, e ntEREBENRE, SEEMRBMERREMNE, WRREZERM

VCESoft CompTIAKICAS-005% A FIE L, 7RAT LUSEEARMN G EARKE T EELER, BEEAEERK,
EBERAR T LABL B AR A T A VCESoft CompTIARICAS-005E 3 FINE R M E, FHReEHMEMSH. BRORRAER
BRiElE, RISBERERNEHNEN, RE—FRREEYN, HBIREBAILL,

>> CAS-005%E B B H &l <<

T HCAS-005:& & ¥ 3 & s R~ & CAE B @ CompTIA SecurityX
Certification Examf{) &% b

A, CompTIAMRRFEE RBAKEZ K FEE. ConpTIAKR BRI BB BBAREE, ERH ITITERZR
A%, CAS-005:R58% w2 CompTIAFREEKF AL —. WA TEMBEBANZEER, Rl UERRE
MR WRIRBESIEMEERIFE, VCESoftftI CAS-0057% i 2 /R M B it MR R R BE B D M TR . X
R CAS-005% KK BRIF S H TR

B J i CompTIA CASP CAS-005 %4 & % 34 H & (Q31-Q36):

R #31
A security administrator needs to automate alerting, The server generates structured log files that need to be parsed to determine
whether an alarm has been triggered. Given the following code function:
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° B. -
e C.<'error log"™><"system 1"></"InAlarmstate"="True"></"system 1"></"error log"™>
e D. <"error log" {"system 1" {"InAlarmState": True } } }
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Based on the provided Python code snippet, the answer <"error log™ {"system 1":

{"InAlarmState": True }} is a minimal example of the JSON data structure that would cause the code's if condition to evaluate as
True.

The code checks for the presence and value of a nested key:

Python

if parsed log["error log"|["system 1"]["InAlarmState"]:

print("System 1 is in an alarm state!")

R #32

A hospital provides tablets to its medical staff to enable them to more quickly access and edit patients' charts.

The hospital wants to ensure that if a tablet is Identified as lost or stolen and a remote command is issued, the risk of data loss can
be mitigated within seconds. The tablets are configured as follows to meet hospital policy

* Full disk encryption is enabled

* "Always On'" corporate VPN is enabled

* effuse-backed keystore is enabled'ready.

* Wi-Fi6 is configured with SAE.

* Location services is disabled.

* Application allow list is configured

A. Configuring the application allow list to only per mil emergency calls
B. Using geolocation to find the device

C. Returning on the device's solid-state media to zero

D. Revoking the user certificates used for VPN and Wi-Fi access

E. Performing cryptographic obfuscation
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To mitigate the risk of data loss on a lost or stolen tablet quickly, the most effective strategy is to return the device's solid-state media
to zero, which effectively erases all data on the device. Here's why:

* Immediate Data Erasure: Returning the solid-state media to zero ensures that all data is wiped instantly, mitigating the risk of data
loss if the device is lost or stolen.

* Full Disk Encryption: Even though the tablets are already encrypted, physically erasing the data

* ensures that no residual data can be accessed if someone attempts to bypass encryption.

* Compliance and Security: This method adheres to best practices for data security and compliance, ensuring that sensitive patient
data cannot be accessed by unauthorized parties.

* References:

* CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl

* NIST Special Publication 800-88: Guidelines for Media Sanitization

* ISO/IEC 27002:2013 - Information Security Management

i R #33
A company receives reports about misconfigurations and vulnerabilities in a third-party hardware device that is part of its released
products. Which of the following solutions is the best way for the company to identify possible issues at an earlier stage?

A. Performng vulnerability tests on each device delivered by the providers

B. Implementing a proper supply chain risk management program

C. Implementing a monitoring process for the integration between the application and the vendor appliance
D. Performing regular red-team exercises on the vendor production line
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Addressing misconfigurations and vulnerabilities in third-party hardware requires a comprehensive approach to manage risks
throughout the supply chain. Implementing a proper supply chain risk management (SCRM) program is the most effective solution as
it encompasses the following:

Holistic Approach: SCRM considers the entire lifecycle of the product, from initial design through to delivery and deployment. This
ensures that risks are identified and managed at every stage.

Vendor Management: It includes thorough vetting of suppliers and ongoing assessments of their security practices, which can identify
and mitigate vulnerabilities early.

Regular Audits and Assessments: A robust SCRM program involves regular audits and assessments, both internally and with
suppliers, to ensure compliance with security standards and best practices.

Collaboration and Commumication: Ensures that there is effective communication and collaboration between the company and its
suppliers, leading to faster identification and resolution of issues.

Other options, while beneficial, do not provide the same comprehensive risk management:

A: Performing vulnerability tests on each device delivered by the providers: While useful, this is reactive and only addresses issues
after they have been delivered.

B: Performing regular red-team exercises on the vendor production line: This can identify vulnerabilities but is not as comprehensive
as a full SCRM program.

C: Implementing a monitoring process for the integration between the application and the vendor appliance:

This is important but only covers the integration phase, not the entire supply chain.

PR #34
A systens administrator wants to use existing resources to automate reporting from disparate security appliances that do not
currently communicate. Which of the following is the best way to meet this objective?

A. Purchasing and deploying commercial off the shelf aggregation software
B. Combining back-end application storage into a single, relational database
C. Configuring an API Integration to aggregate the different data sets

D. Migrating application usage logs to on-premses storage
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The best way to automate reporting from disparate security appliances that do not currently commumicate is to configure an API
Integration to aggregate the different data sets. Here's why:

* Interoperability: APIs allow different systens to communicate and share data, even if they were not originally designed to work
together. This enables the integration of various security appliances into a unified reporting system.

* Automation: API integrations can automate the process of data collection, aggregation, and reporting, reducing manual effort and
increasing efficiency.

* Scalability: APIs provide a scalable solution that can easily be extended to include additional security appliances or data sources as
needed.

* References:

* CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl

* NIST Special Publication 800-95: Guide to Secure Web Services

* OWASP API Security Top Ten
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An incident response team is analyzing malware and observes the following;

* Does not execute in a sandbox

* No network 1oCs

* No publicly known hash match

* No process injection method detected

Which of the following should the team do next to proceed with further analysis?

A. Use an online vims analysis tool to analyze the sample
B. Search oilier internal sources for a new sample.

C. Check for an anti-virtualization code in the sample

D. Utilize a new deployed machine to run the sample.
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Malware that does not execute in a sandbox environment often contains anti-analysis techniques, such as anti- virtualization code.
This code detects when the malware is running in a virtualized environment and alters its behavior to avoid detection. Checking for
anti-virtualization code is a logical next step because:

It helps determine if the malware is designed to evade analysis tools.

Identifying such code can provide insights into the malware's behavior and intent.

This step can also inform further analysis methods, such as running the malware on physical hardware.
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