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Topic Details

Topic 1

AML Foundations for Cryptoasset and Blockchain: This section of the exam measures skills of Anti-
Money Laundering (AML) Officers and Crypto Compliance Specialists. It covers foundational knowledge
of AML principles tailored to the cryptoasset and blockchain environment, introducing the regulatory
landscape, typologies of financial crime, and the evolving risks associated with cryptoassets.

Topic 2

Risk Management Programs for Cryptoasset and Blockchain: This section measures expertise of
Compliance Managers and Risk Officers in developing and implementing risk management frameworks
specifically for the crypto sector. It includes procedures for assessing crypto-related financial crime risks,
designing controls, monitoring compliance, and adapting to emerging threats within the cryptoasset
ecosystem.

Topic 3

Cryptoasset and Blockchain: This domain targets Blockchain Analysts and Crypto Risk Managers. It
focuses on understanding cryptoasset technologies, blockchain fundamentals, and their operational
characteristics. Candidates learn about cryptoasset transaction flows, wallets, exchanges, smart contracts,
and the challenges these present to financial crime prevention.

ACAMS Certified Cryptoasset Anti-Financial Crime Specialist Examination
Sample Questions (Q24-Q29):
NEW QUESTION # 24 
Which activity is most commonly associated with mixing and tumbling as a method of laundering cryptoassets?

A. Rapid purchase and sale of different cryptocurrencies
B. Use of IP address concealing software
C. Frequent transactions to high-risk jurisdictions via different virtual asset service providers
D. Presence of unknown or disguised source of funds

Answer: D

Explanation:
Mixing and tumbling services are used to obscure the origin of funds by blending multiple transactions, resulting in unknown or
disguised sources of funds. This is a classic money laundering technique.
Rapid trades (B), IP address obfuscation (C), and transactions to high-risk jurisdictions (D) are separate or related risks but not
direct indicators of mixing/tumbling.

NEW QUESTION # 25 
How should an investigator use transaction history to determine whether cryptoassets were previously involved in money laundering?

A. Assess other assets held by the cryptoasset owner.
B. Assess the cryptoasset addresses' receiving exposure to illicit activity.
C. Assess the identity of the cryptoasset owner.
D. Assess the jurisdiction where the transactions took place.

Answer: B

Explanation:
In the context of AML/CFT frameworks for cryptoassets, the investigation of transaction histories involves blockchain analysis tools
to trace the flow of funds to and from crypto addresses. Specifically, it is essential to assess whether the addresses involved have
had prior exposure to illicit activities such as known darknet marketplaces, ransomware payments, or sanctioned entities. This form
of "address screening" helps identify potentially tainted cryptoassets.
The DFSA AML Module and associated guidance emphasize that transaction monitoring for cryptoassets requires analyzing the
provenance of funds, not just ownership. While identifying the owner is part of customer due diligence (CDD), the transactional
exposure itself reveals laundering risks embedded in the chain of transfers.
Extract from DFSA AML Module and COB Module on Crypto Business Rules:
"Transaction monitoring systems must include blockchain analysis to detect suspicious activity related to crypto tokens, including



tracing transactions against known illicit sources."
"Enhanced due diligence (EDD) is required when a cryptoasset transaction involves addresses or wallets with a history of illicit
activity."
"Risk-based approaches must integrate forensic review of transaction histories to assess financial crime risks in crypto asset
transfers"【AML/VER25/05-24: Sections 6.3, 7.3, 13.3; COB/VER45/05-24: Sections 6.13, 15】.
Therefore, assessing the receiving exposure of cryptoasset addresses to illicit activity (Option C) is the most direct and effective
method to detect laundering.

NEW QUESTION # 26 
Which term describes converting one cryptoasset into another without first converting to fiat?

A. Layering
B. Integration
C. Structuring
D. Chain hopping

Answer: D

Explanation:
Chain hopping involves moving between blockchains to make tracing harder, often exploiting regulatory gaps.

NEW QUESTION # 27 
A compliance officer at an exchange who is conducting an annual risk assessment identifies an increased volume of transactions to
and from unhosted wallets. Based on Financial Action Task Force guidance, which inherent risk rating would be most appropriate
for the compliance officer to assign to such activities?

A. High
B. Negligible
C. Low
D. Moderate

Answer: A

Explanation:
The Financial Action Task Force (FATF) guidance on Virtual Assets and Virtual Asset Service Providers (VASPs) explicitly
highlights that transactions involving unhosted wallets (wallets not held or controlled by a regulated entity) pose a high inherent risk
for money laundering and terrorist financing. This is because unhosted wallets are more difficult to monitor and control, lack
identifiable customer information, and are often exploited for illicit activities.
The DFSA AML Module, aligned with FATF recommendations, mandates that Relevant Persons incorporate this risk into their
business-wide risk assessments. The increased volume of transactions to and from unhosted wallets should therefore be assigned a
high inherent risk rating to trigger enhanced controls such as enhanced due diligence (EDD) and transaction monitoring.
Supporting extracts include:
FATF Guidance on Virtual Assets (October 2021) states: "Unhosted wallets or transactions with them represent a high risk of
ML/TF due to limited or no access to identifying information." DFSA AML Module (AML/VER25/05-24) Section 4.1 & 6.1 on
Risk-Based Approach: mandates firms to assess and rate risks posed by customers and products, explicitly including virtual assets
and unhosted wallets as high risk.
COB Module also requires heightened controls and disclosures when dealing with transactions involving unhosted
wallets【AML/VER25/05-24: Sections 4.1, 6.1, COB/VER45/05-24: Sections 6.13, 15.6】.
Thus, option D (High) is the correct risk rating.

NEW QUESTION # 28 
Which statement describes what a staff member should do If suspicious activity is identified?

A. Report the suspicious activity immediately to the financial investigation unit.
B. Report the suspicious activity immediately to the designated Money Laundering Reporting Officer
C. Monitor the customer's transactions for the next 6 months to analyze the customer's behavior
D. Inform the customer of concerns about the suspicious activity to obtain clarification.



Answer: B

Explanation:
Staff must report any suspicious activity immediately to the designated Money Laundering Reporting Officer (MLRO) or equivalent
within their organization. The MLRO is responsible for assessing the suspicion and deciding on escalation to the relevant authorities.
Informing customers (A) could compromise investigations. Reporting directly to financial investigation units (B) is not the staff
member's role. Monitoring transactions without reporting (D) delays required action and risks regulatory non-compliance.
DFSA AML Module and FATF Recommendations emphasize timely internal reporting to designated officers as the first step in
managing suspicious activity.

NEW QUESTION # 29
......
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