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Z| 4l CCNP Enterprise 300-415 F 2 ME E Al (Q413-Q418):

AE #413
When VPN are grouped to create destination zone, how many zones cana VPN be part of?

A. one
B. three
C. four
D. two

HE. A

MY

Section: Policies

Explanation/Reference: https:/sdwan-docs.cisco.com/Product Documentation/Software Features/Release 18.4/Security/
Enterprise_Firewall with Application Awareness

AE #414

Refer to the exhibit. An engineer is modifying an existing data policy for DIA in VPN 23. Web browsing traffic toward government
websites must be admitted for DIA. All other traffic must follow the regular routing path. Which policy sequence meets these
requirements when appended to the existing configuration?

refig-1is INTERNAL-NETWCRES

-
| &
-

sequerice 20
match
source-port 80 443
destination-data-prefix-list GOVERNMENT-WEBSITES
!

action accept
nat use-vpn 0

w P



sequence 20
match
destination-port 80 443
destination-data-prefix-list GOVERNMENT-WEBSITES
!

action accept
nat use-vpn 0

sequence 20
match
destination-port 80 443
Isource-data-puﬁx-list GOVERNMENT-WEBSITES

action accept
nat use-vpn 0

' sequence 20
match
source-data-prefix-list GOVERNMENT-WEBSITES
|

action accept 1), 1)
e D nat use-vpn 0

HE: B

Y.

To enable web browsing (HTTP/HTTPS) traffic toward government websites for DIA (Direct Internet Access), the correct match
should include both:

- destination-data-prefix-list GOVERNMENT-WEBSITES

- destination-port 80 443

This ensures only web traffic destined to the government IP ranges is permitted and NATed via VPN 0, while the default action
continues to reject everything else as per the base policy.

EAE #415
Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet
exit.

Apply data pokcy. S0 1

Enable NAT functionality.

o]
o
1
Y]

Create centralired data policy. 80 3

Identify VPN and matBwriteria. e sep 4




o

I CreBtE cantrChid dXTh policy. J

EE #416
SIMULATION

A network is configured with IP connectivity, and the routing protocol between devices started having problemns right after the
maintenance window to implement network changes. Troubleshoot and resolve to a fully functional network to ensure that:

Guidelines Topology Tasks

@F P%ess |9‘l Area 0 L1 192 168.2 2124 \

L0 10102 2132

LO: 10.10.1.1/32 R L0 10.10 3. ¥32
= Eura_ :

10.10.35.0/24

4 10.10 45 0724 2
L0 10.10.4 4132 L0 10105 532
. L1: 172.16.5524

Topology[)ilglarﬂ l I ' ’




Guidelines Topology Tasks

A network is configured with IP connectivity, and the routing
protocol between devices started having problems right after the
maintenance window to implement network changés.
Troubleshoot and resolve to a fully functional fietwork to ensure

that:

i

Inter-area links have link authentication (not area
authentication) using MD5 with the key 1 string CCNP.

' R3 is a2 DR regardless of R2 status while R1 and R2

establish @ DR/BDR relationship.

OSPEgsesdhe default cost on all interfaces. Network
reachapility'must follow OSPF default behavior for traffic
within an area over intra-area VS inter-area links.

. The OSPF external route generated on R4 adds link cost

when traversing through the network to reach R2. A network
command to advertise routes is not allowed.










cname
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rker
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match interfacefliao

= ]

contigl~plane

synchronous

0

He:

=R

See the solution below in Explanation
Explanation:

R4

Int range et0/0 - 1

Ip ospfauthentication message-digest

Ip ospfmessage-digest-key 1 md5 CCNP
Router ospf'1

Redistribute connected subnets route-map to-ospf metric-type 1
Copy run start

RS

Int range et0/0 - 1

Ip ospfauthentication message-digest

Ip ospfmessage-digest-key 1 md5 CCNP
Interface eth 0/1

Ip ospfcost 10

Copy run start



VERIFICATION:-

HAE #417
Which type of route advertisement of OMP can be verified?

A. OMP, VPN. and origin
B. Origin, TLOC, and service
C. Orign, TLOC, and VPN
D. OMP, TLOC and service

HMg: D

MY
Reference: httpsy//www.cisco.convc/dam/en/us/td/docs/routers/sdwan/configuration/config- 18-2.
pdf#page=122
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