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GIAC Defending Advanced Threats Sample Questions (Q29-Q34):
NEW QUESTION # 29 
What are essential components of a Kerberos-based authentication system in Active Directory?
Response:

A. Key Distribution Center (KDC)
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B. Security Account Manager (SAM)
C. Ticket Granting Ticket (TGT)
D. Access Control List (ACL)

Answer: A,C

NEW QUESTION # 30 
What is a primary method used in the reconnaissance phase of a cyber attack?
Response:

A. Phishing attacks
B. Social engineering
C. Distributed denial-of-service (DDoS)
D. Ransomware deployment

Answer: B

NEW QUESTION # 31 
Which strategy is effective in mitigating risks associated with malicious email attachments?
Response:

A. Regular password changes
B. Implementing strict outbound firewall rules
C. Disabling external media devices
D. Sandbox execution of received attachments

Answer: D

NEW QUESTION # 32 
Which of the following are techniques used by malware to maintain persistence on a system?
(Choose two)
Response:

A. Disabling automatic system updates
B. Installing a new service on the system
C. Encrypting all user data
D. Writing malicious scripts to the startup folder

Answer: B,D

NEW QUESTION # 33 
What is the main objective of threat hunting in cybersecurity?
Response:

A. To deploy antivirus solutions
B. To proactively search for and mitigate potential threats
C. To respond to data breaches
D. To monitor network traffic passively

Answer: B

NEW QUESTION # 34
......
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