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AE #323
You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users
shown in the following table.

Name Role
Admin1 Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User '

You purchase two cloud apps named Appl and App2. The global administrator registers App1 in Azure AD.
Youneed to identify who can assign users to App1, and who can register App2 in Azure AD.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE:Each correct selection is worth one point.

Can assign users to App1- v
AdminT only

Admin3 only

Admin1 and Admin3 only

Admin1, AdminZ, and Admin3 only
Admin1, Admin2, Admin3, and User1

Zan register App2 in Azure AD: ~
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1. Admin2. Admin3. and User1




Can assign users to App1:

Admin1 only

Admin3 only

| Admin1 and Admin3 only

Admini, Admin2, and.Admin3 only
Admini-Admin2; Admin3, and User1

Can registerApp2 in Azure AD: -
Admin1 only

Admin3 only

Admim and Admin3 oniy

AdmlnS and User1

Explanation:
Can assign users to App1:
Admin1 only
Admin3 only
Admin1 and Admin2 only
Admin1, Adm|n2 and Admin3 only

Admin1, Adm|n2 Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Adm|n1 Adm|n2 and Admm3 only

Reference:
https:/docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https:/docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

HEE #324

SIMULATION

Task 2

You need to implement a process to review guest users who have access to the Salesforce app. The review must meet the following
requirements:

* The reviews must occur monthly.

* The manager of each guest user must review the access.

* Ifthe reviews are NOT completed within five days, access must be removed.

* Ifthe guest user does not have a manager, Megan Bowen must review the access.

Y-



Y.

See the Explanation for the complete step by step solution

Explanation:

To implement a process for reviewing guest users' access to the Salesforce app with the specified requirements, you can use
Microsoft Entra's Identity Governance access reviews feature. Here's a step-by-step guide:

Assign the appropriate role:

Ensure you have one of'the following roles: Global Admmnistrator, User Administrator, or Identity Governance Administrator].
Navigate to Identity Governance:

Sign in to the Microsoft Entra admin center.

Go toldentity governance>Access reviews|.

Create a new access review:

Select New access review.

Choose the Salesforce app to review guest user accessl.

Configure the review settings:

Set the frequency of the review to monthly.

Define thedurationof the review period to5 days1.

Determine the reviewers:

Assign the manager of each guest user as the reviewer.

Ifa guest user does not have a manager, assignMegan Bowenas the reviewerl.

Automate the removal process:

Configure settings toautomatically remove accessif the review is not completed within the specified time framel.
Monitor and enforce compliance:

Regularly check the access review results to ensure compliance with the review policyl.

Commumicate the process:

Inform all stakeholders about the new review process and provide guidance on how to complete the reviews.

EE #325
You need to resolve the recent security incident issues.
‘What should you configure for each incident? To answer, drag the appropriate policy types to the correct issues. Each policy type
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types Answer Area

An authentication method policy Leaked credentials:

A Conditional Access policy

Asign-in from a suspicious browser:

A sign-in risk policy

Resources accessed from an anonymous IP address:

A user risk policy

Y-

M3E:

Policy Types Answer Area

’An authenticationime polity 1 Leaked credentials | A user risk policy |

[ A Conditional Access policy I
Asign-in from a suspicious browser. | A sign-in risk policy |

\ A sign-in risk policy l

Resources accessed from an anonymous IP address: | A sign-in risk policy |

A user risk policy l

EE #3206
You have a Microsoft Entra tenant that contains two groups named Group! and Group2 and the users shown in the following table.



Name T n £+ Description
User1 Memgl o ﬂr?m'p'l"""‘ "None
User2 | Guest Group1 Noné
User3 | Member None Assighed the Owner role for Group1
Userd | Member Gropp2) Assigned the Owner role for Group2
UserS | Guest Group2 None

Group2 is a member of Group1.

You configure an access review that has the following settings:

* Name: Review 1

* Select what to review: Tears + Groups

* Review scope: Select Teas + groups

* Group: Group1l

* Scope: Guest users only

* Select reviewers: Group owners(s)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

m Microsoft

Statements

User3 can perform an access review,of Usent.
User3 can perform afacgess review of User4.

User3 can perform an access review of Users,

Y-

Y.
Answer Area

Statements

a1 Migrosof

User3 can perform an access review of dserly |

L |
L =

User3 can perfori afiactess review of Userd. 8

User3 can perform an access review of User3,

Microsoft

Statements

User3 can perform an access review of User1.

User3 can.perfarm@an access review of Userd.

User3 can perform an access review of UserS.

EE #327
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.



For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the
appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

!
Job ute property: [Userz only

Usmlx&us I:I.Qruylll. HI II Tt
tvil -

e rimienly

LL‘Ih and User3
2erty:  [Liser? only

Userl dl’ld User2 only

Lser? and Userd only
Userl User2 and User3

Job utle property: [user? only
Lisor Laind Usgi? only
wsde2 and Oser3 only

Usage Ig€atioriproperty: {Usar? only |

5' ' M . 'U'sPrl :mg_!ter only
il ﬁ User3 only
i | CM SO

and User3
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