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R #40

You have forgotten your password of an online shop. The web application of that online shop asks you to enter your email so that
they can send you a new password. You enter your email

you@gmail.com

And press the submit button.

The Web application displays the server error. What can be the reason of the error?

A. Emnil entered is not valid.

B. Your internet connection is slow.

C. You have entered any special character in email.
D. The remote server is down.

A
R

: C

R #41

Adam, a malicious hacker purposely sends fragmented ICMP packets to a remote target. The total size of this ICMP
packet once reconstructed is over 65,536 bytes. On the basis of above information, which of the following types of
attack is Adam attempting to perform?

A. SYN Flood attack
B. Land attack

C. Fraggle attack

D. Ping of death attack

Ef#: D

HA #42
Which of the following types of channels is used by Trojans for communication?

A. Loop channel
B. Overt channel
C. Covert channel
D. Open channel

EfE: C

H #43

Youare the Security Consultant and have been hired to check security for a client's network. Your client has stated that he has many
concerns but the most critical is the security of Web applications on their Web server. What should be your highest priority then in
checking his network?

e A Setting up IDS
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¢ B. Vuherability scanning
e (. Setting up a honey pot
¢ D. Port scanning

IEf#: B

HE #44
In which of the following attacks does the attacker gather information to performan access attack?

e A. DoS attack

e B. Land attack

¢ C. Vulnerability attack

e D. Reconnaissance attack

Ef#: D

B #45
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