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EC-COUNCIL 712-50 (EC-Council Certified CISO (CCISO)) Certification Exam is designed for senior-level information security
professionals who are responsible for establishing, managing, and overseeing the information security strategy of an organization.
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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q289-Q294):
NEW QUESTION # 289 
The mean time to patch, number of virus outbreaks prevented, and number of vulnerabilities mitigated are examples of what type of
performance metrics?

A. Risk metrics
B. Management metrics
C. Operational metrics
D. Compliance metrics

Answer: C
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NEW QUESTION # 290 
Which of the following provides enterprise security-based standards and best practices?

A. International Organization for Standardization (ISO) 23009
B. Payment Card Industry Data Security Standard (PCI DSS)
C. Health Insurance Portability and Accountability Act (HIPAA)
D. NIST Special Publication 800-53

Answer: D

Explanation:
Comprehensive and Detailed Explanation (250-350 words)
According to EC-Council CCISO documentation, NIST SP 800-53 provides a comprehensive catalog of enterprise-grade security
and privacy controls and is widely used as a best-practice framework across industries.
ISO 23009 (Option B) is unrelated to security governance. PCI DSS (Option C) is industry-specific. HIPAA (Option D) is a
regulation, not a general best-practice framework.
Thus, Option A is correct.

NEW QUESTION # 291 
An IT auditor has recently discovered that because of a shortage of skilled operations personnel, the security administrator has
agreed to work one late night shift a week as the senior computer operator. The most appropriate course of action for the IT auditor
is to:

A. Review the system log for each of the late night shifts to determine whether any irregular actions occurred.
B. Inform senior management of the risk involved.
C. Develop a computer assisted audit technique to detect instances of abuses of the arrangement.
D. Agree to work with the security officer on these shifts as a form of preventative control.

Answer: B

NEW QUESTION # 292 
Many times a CISO may have to speak to the Board of Directors (BOD) about their cyber security posture. What would be the
BEST choice of security metrics to present to the BOD?

A. Only critical and high vulnerabilities on servers and desktops
B. All vulnerabilities found on servers and desktops
C. All vulnerabilities that impact important production servers
D. Only critical and high vulnerabilities that impact important production servers

Answer: D

NEW QUESTION # 293 
Dataflow diagrams are used by IT auditors to:

A. Portray step-by-step details of data generation.
B. Graphically summarize data paths and storage processes.
C. Order data hierarchically.
D. Highlight high-level data definitions.

Answer: B

Explanation:
Purpose of Dataflow Diagrams:
* Visual representation of how data moves through a system, including paths, processes, and storage locations.
Why This is Correct:
* Provides auditors with an overview of system processes and data handling practices.



* Helps identify vulnerabilities or inefficiencies in data handling.
Why Other Options Are Incorrect:
* A. Order data hierarchically: Not the function of dataflow diagrams.
* B. Highlight high-level data definitions: Focuses on detail, not flow.
* D. Step-by-step details: Refers to process flows, not dataflows.
References:Dataflow diagrams are a standard tool referenced by EC-Council for mapping data handling processes during audits.

NEW QUESTION # 294
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