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NEW QUESTION # 60
Refer to the exhibit. A retail company recently deployed a file inspection feature using secure endpoint. The file inspection must
detect and prevent the execution of malicious files on machines. During testing, logs showed that certain malicious files are still being


https://www.examcollectionpass.com/Cisco/300-745-latest-exam-dumps.html
https://www.vce4dumps.com/300-745-valid-torrent.html
https://www.exam4pdf.com/300-745-dumps-torrent.html
https://www.prep4away.com/Cisco-certification/braindumps.300-745.ete.file.html

executed despite the presence of the security measure. To understand why the threats are not being blocked, it is essential to
investigate the configuration of secure endpoint policies. Which configuration is allowing the files to execute?

A. Files are not malicious.

B. Policy rule is in audit mode.

C. Policy must block the network connections.
D. Policy rule is disabled.

Answer: B

Explanation:

The exhibit shows that the malicious file was detected but not quarantined with the note "[n audit only mode." This indicates that the
secure endpoint policy was set to audit mode, which only logs detections instead of blocking execution. To prevent malicious files
from running, the policy must be switched from audit mode to enforcement (block) mode.

NEW QUESTION # 61
Which tool is used to collect, analyze, and visualize logs from network devices, endpoints, and other sources in an enterprise?

A. Cloud Observability

B. Splunk

C. Cisco Web Security Appliance
D. Cisco Emnil Security Appliance

Answer: B

Explanation:
Splunk is a STEM and log management tool used to collect, analyze, and visualize logs from diverse sources such as network
devices, endpoints, and applications. It provides centralized visibility for security monitoring and incident response.

NEW QUESTION # 62
A global marketing firm, based in California with customers on every continent, suffered a data breach that exposed employee and
customer PII. Which regulations is the company in danger of violating?

A. FedRanp
B. GDPR

C. 15027001
D. ISO SP800-53

Answer: B

Explanation:

Since the company serves customers on every continent, including the European Union, exposing customer PII puts it at risk of
violating the General Data Protection Regulation (GDPR).

GDPR applies globally to any organization handling EU residents' personal data, regardless of where the company is based.

NEW QUESTION # 63

An engineering company's Chief Financial Officer recently fall victim to a phishing scam by responding to an urgent email. The mail
appeared to be froma trusted business partner, and it requested sensitive tax information. The incident led to significant financial and
reputational damage. To prevent similar occurrences in the fiture, the security team must implement an effective mitigation strategy.
‘Which mitigation strategy must the security team implement to prevent similar occurrences in the future?

A. data loss prevention strategy
B. upstream traffic filter

C. granular port security strategy
D. targeted education campaign

Answer: D



Explanation:

A targeted education campaign directly addresses phishing by training employees, especially high-value targets like executives, to
recognize social engneering attempts. While technical controls help, phishing primarily exploits human behavior, so awareness and
training are the most effective preventive measures.

NEW QUESTION # 64
Which two best practices align with incident response and conpliance objectives? (Choose two.)

A. Inplement real-time monitoring

B. Use shared admin credentials

C. Maintain immutable logs

D. Disable auditing to improve performance

Answer: A,C

Explanation:
Immutable logs preserve evidence integrity, while real-time monitoring allows faster detection and response-both essential for
incident response and regulatory compliance.
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