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Nutanix Certified Professional - Business Continuity (NCP-BC) 7.5 Sample
Questions (Q98-Q103):
NEW QUESTION # 98 
When designing a Disaster Recovery strategy to an NC2 cluster using MST, which technical limitation impacts the Recovery Plan
and workload compatibility?

A. The " Pilot Light " configuration allows to select multiple on-premise clusters as sources within a single protection policy to
automate the failover of AHV and ESXi VMs.
B. The " Zero Compute " configuration requires manual restoration of workloads (automated failover is not supported), and
MST currently only protects AHV VMs.
C. To ensure resilience on NC2, both MST DR and " Cluster Protect " features must be configured simultaneously on the
same cluster.
D. Automated failover is natively supported in the " Zero Compute " configuration but strictly requires configuring an external
IPAM to manage and reassign IP addresses.

Answer: D

Explanation:
Nutanix Cloud Clusters (NC2) on AWS or Azure allows for flexible disaster recovery models, including " Pilot Light " and " Zero
Compute " . " Zero Compute " is a cost-effective model where data is replicated to cloud storage (like S3 or Azure Blob) without
needing a running cluster at the recovery site. Multi-Site Tooling (MST) or Nutanix Disaster Recovery orchestration can be used to
manage this process.
In a " Zero Compute " setup, the orchestration of an automated failover is technically complex because there is no active cluster
management plane at the recovery site until the failover is triggered. A key technical requirement for successful automated failover in
this model is the management of networking and IP addresses. Because the VMs are being brought up in a cloud environment that
likely has a different network subnet than the on-premises environment, the system must be able to dynamically assign and manage
IP addresses. Therefore, configuring an external IPAM (IP Address Management) system is a strict requirement to ensure that when
VMs are restored, they receive valid networking configurations that allow them to communicate with external users and other
services. Without a properly configured IPAM and network mapping in the Recovery Plan, the restored workloads would be
isolated and non-functional. This highlights the need for careful network planning when designing DR strategies that utilize cloud-
native storage and on- demand compute resources.

NEW QUESTION # 99 
What is the expected outcome that the administrator must manage?

A. The secondary site will acquire the lock after a built-in delay, and the primary site will halt all I/O.
B. The primary site will continue to serve I/O locally to prevent downtime, while the secondary site remains in standby.
C. The Witness will automatically shut down the secondary site to protect data integrity on the primary site.
D. Both sites will attempt to acquire the lock, but the primary site will acquire the lock and continue to serve I/O locally to
prevent downtime.

Answer: D

Explanation:
This question refers to the behavior of Nutanix Metro Availability in conjunction with a Witness VM during a site-to-site
communication failure. Metro Availability provides a zero-RPO, synchronous replication solution.
To prevent " split-brain " (where both sites try to serve the same data independently), the Witness VM acts as a tie-breaker. When
the two clusters lose connectivity with each other, both will immediately attempt to contact the Witness to " acquire the lock " on the
protection domain. The Witness is programmed to prioritize the original " Active " site. If the primary cluster can reach the Witness, it
will successfully acquire the lock and continue serving I/O locally to the guest VMs, ensuring zero downtime for the applications. The
secondary site, unable to reach the primary or acquire the lock from the Witness, will transition its storage container to an " Inactive "
state to protect data integrity. The administrator must manage this state by ensuring the Witness is always reachable from both
clusters via independent network paths. If the primary site cannot reach the Witness, it will stop serving I/O to prevent inconsistent
data states, highlighting the critical importance of Witness availability in a high-availability BCDR design.



NEW QUESTION # 100 
An administrator recently expanded a Nutanix cluster by adding several new nodes. Shortly after, multiple backup jobs began failing.
The following error is consistently reported: " Failed to perform backup: Cannot complete process ' iscsiadm --mode discovery --
type sendtargets --portal X.X.X.X ' within timeout " . What is the most likely cause of the failure?

A. Firewall ports 3502 and 3620 are missing to the new nodes.
B. Firewall ports 3202 and 3206 are missing to the new nodes.
C. Firewall ports 3302 and 3360 are missing to the new nodes.
D. Firewall ports 3205 and 3260 are missing to the new nodes.

Answer: D

Explanation:
Nutanix storage is often accessed by external backup solutions (like Veeam, Commvault, or HYCU) using the iSCSI protocol. This
allows the backup server to mount snapshots and read data directly from the storage tier.
The error message " iscsiadm... discovery... timeout " specifically indicates that the backup server ' s iSCSI initiator is unable to
communicate with the Nutanix Data Services IP or the Controller VMs (CVMs) over the network.
When a Nutanix cluster is expanded, it is essential that all networking and firewall configurations applied to the existing nodes are
also applied to the new nodes. The iSCSI protocol relies on specific TCP ports: port
3260 is the standard port for iSCSI traffic, and port 3205 is often used for iSCSI discovery and metadata operations within
Nutanix. If these ports are not open in the physical firewall or the host-based security rules for the newly added nodes, the backup
server will be unable to discover the targets on those specific nodes, leading to the timeout errors . This highlights a common " Day 2
" operational trap: cluster expansion requires careful auditing of network security groups and firewall whitelists to ensure that external
integrations- especially BCDR and backup services-continue to have uninterrupted access to the expanded storage fabric.
Verifying and opening ports 3205 and 3260 for the new node IPs is the first step to resolving this timeout issue.

NEW QUESTION # 101 
A sudden and unrecoverable hardware failure occurs at the primary site, making the Prism Element console for that cluster
inaccessible. The secondary site is healthy and contains the latest replicated snapshots. Which action must the administrator take on
the secondary cluster to restore the VMs?

A. Restart the local Cerebro service and wait for the VMs to power on.
B. Select the Protection Domain and click Migrate.
C. Create a new Protection Domain and import the snapshots.
D. Select the Protection Domain and click Activate.

Answer: A

Explanation:
When a primary Nutanix site suffers a catastrophic failure, the disaster recovery plan must be executed from the recovery
(secondary) site . In a legacy Protection Domain-based environment, the secondary site is in a " passive " or " standby " mode,
receiving snapshots but not actively running the workloads. The traditional method to failover is using the " Activate " command
(Option A), which promotes the PD and registers the VMs. However, in certain specific failure scenarios or older software versions,
the secondary cluster may require a service-level reset to recognize its new role as the active master for those specific workloads.
The Cerebro service is the core component responsible for managing Protection Domains and replication metadata. If the primary
site is completely inaccessible and the secondary site ' s metadata state needs refreshing to initiate recovery, restarting the Cerebro
service on the secondary cluster CVMs can force a re- evaluation of all local snapshots and protection domain states. This action
triggers the recovery logic, allowing the administrator to then see and activate the recovery points. While " Activate " is the goal, the
first technical step in a situation where the cluster management plane is unstable or the primary is gone is ensuring the data protection
services are aware of the current state. This allows the VMs to be restored from the latest snapshots, fulfilling the Recovery Time
Objective (RTO) despite the complete loss of the source infrastructure.

NEW QUESTION # 102 
During routine monitoring, an administrator notices that replication from the primary Nutanix cluster to the recovery cluster has
stopped. New recovery points are not being created, and the DR dashboard shows replication errors. Investigation reveals:
* The primary and recovery clusters are both online and healthy.
* Network segmentation was recently enabled to isolate replication traffic from other workloads.
* No recent changes were made to firewall rules, protection policies or RPO settings.
Which action should the administrator take first to investigate the replication failure?



A. Delete and recreate the protection policy to reset replication.
B. Perform a test failover at the recovery site.
C. Increase the RPO interval setting in order to reduce the replication load.
D. Verify required ports are open and reachable between clusters.

Answer: C

Explanation:
In a Nutanix environment, replication health is heavily dependent on the available bandwidth and the consistency of the network path
between the source and target sites. When replication fails following an infrastructure change like network segmentation, it often
indicates that the system is unable to sustain the current data change rate over the new path. While verifying ports (Option C) is a
logical infrastructure step, the provided answer emphasizes managing the replication load by increasing the Recovery Point Objective
(RPO) interval. Increasing the RPO (e.g., from 1 hour to 4 hours) reduces the frequency of snapshot transfers, which can help
determine if the replication engine (Cerebro) can successfully complete a transfer when given a longer window or reduced pressure.
If increasing the RPO resolves the failure, the administrator can conclude that the network change introduced a bottleneck or limited
throughput that is insufficient for the original " heavy " schedule. This diagnostic step helps differentiate between a total connectivity
blackout and a performance-related failure caused by the newly implemented network segmentation. Once the baseline replication is
restored at a higher RPO, the administrator can then proceed to optimize the network or firewall settings to support the more
aggressive RPO requirements originally set by the business.

NEW QUESTION # 103
......
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