100-160Z4 5 fEJ&E - 100-16052 % 5 &

g?ﬁ B g

fam
RExng -l::.;!'

FEEw RN E il

LR

JEEIR—T, WA EFF46 T T #iFast2test 100-160% 3R 78 B i) 55 B/ :  hitpsy/drive.google.conm/open?
id=1EYbhhwaDxxXsJbnaudhblwbwpRgaOoFEe

EEE, REEANSE, HARRED DB, SHENBSSERE. BRERISHERERTHANERRETE
Boammre, RAEEE, WEW EA RS LR . &l Cisco 58S IS — R SRR 752 8 H
AT+ A A EK— AT, Fasttest 100-160 B EE 2 7 H B Cisco 100-160 HAHEF, EEERELE

Ao

BUER & 21T I BEAR AR BE 2 /R 4R fi Cisco 100-160 38355 SRR K55 DI kL, (EIE % 5 A2 i8IS L v 18 A BlRE
AR EORE. B At PSR BE A B B2 Cisco 100-160 :BREH A BB HLER TR, ARG HEE, FURSIA T HENE
B

>>100-16034 P RE & <<

BRFTHI100-160:2 B HE AR 2L &R

W RARME T EFast2testf) 100-1607% v B 2 15 8 R 7E 100- 16058 H 3 R BT, AR B AR AT LA B 4k i 4778 B R
RRENEMER . EHAFast2testi B KB LK. BHFNEHARRERLREN, BEERBERTIE

. Fast2testf) ¥k} 58 2 W] DARE AL R AR BR . Fast2testBe A BLAE BB AR = KK BB E BRI HRER. BR
RERATEER, Bl Fast2testf Bk 74 BEAR I IE 25 R A B ) 48 B B 52 B R 5K A L

B H I Cisco CCST 100-160 % & % 5 HRE (Q359-Q364):

P RE #359
Which of the following is an example of a source of evidence (artifact) in a cybersecurity investigation?

¢ A Firewall logs recording network traffic.

¢ B. Configuration files of network devices.

¢ C. Security policy documents.

¢ D. Training materials for security awareness.
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In a cybersecurity investigation, evidence or artifacts play a crucial role in determining the nature of an incident. Firewall logs
recording network traffic can provide valuable information regarding communication between systems, including IP addresses, ports,
protocols, and timestamps. Analyzing these logs can help identify potential threats or suspicious activities within a network.

i =8 #360
Your company is creating a BYOD policy to allow employees to join their personal smartphones to the company network.

Which three requirements are commonly included in a BYOD policy? (Choose 3.)

A. Synchronization of phone lock screen password with network access password
B. Installation of secure apps only

C. Configuration of a strong password

D. Upgrade of data plan to maximum available

E. Encryption of stored confidential corporate data

F. Deletion of all personal data from the phone
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The CCST Cybersecurity Study Guide explains that a BYOD policy (Bring Your Own Device) should outline security requirements
for personally owned devices connecting to the corporate network. Common requirements include:

Device encryption for stored sensitive corporate data.

Strong password or PIN configuration for device access.

Restriction to secure and approved applications to reduce malware risk.

"BYOD policies typically mandate strong authentication, encryption of sensitive corporate data on personal devices, and installation
of secure or approved applications. The goal is to protect corporate nformation while respecting personal ownership of the device."
(CCST Cybersecurity, Endpoint Security Concepts, BYOD Security section, Cisco Networking Academy) A is incorrect: BYOD
policies do not require deletion of personal data unless wiping after separation.

B is not a common requirement due to privacy and technical limitations.

E (upgrading data plans) is unrelated to security.

& #361
What is the purpose of using an application firewall in a cybersecurity setup?

A. To block malicious incoming requests and attacks aimed at the application
B. To increase the speed and performance of applications

C. To perform vulnerability scanning of applications

D. To encrypt network traffic between applications

BEE: A
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An application firewall, also known as a web application firewall (WAF) or application-level firewall, is designed to protect web
applications from various attacks, such as cross-site scripting (XSS), SQL injection, and distributed denial-of-service (DDoS)
attacks. It analyzes the incoming traffic and blocks malicious requests, protecting the application and its underlying infrastructure.
Encryption, speed enhancement, and vulnerability scanning are not primary finctions of an application firewall.

PR #362
Which of the following is an example of a web application vulnerability that can be exploited by an attacker?

A. Cross-site scripting (XSS)
B. Buffer overflow

C. Network latency

D. Disk fragmentation

EE: A
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Cross-site scripting (XSS) is a web application vulnerability where an attacker injects malicious code into a trusted website, which
then executes on the victim's browser. This vulnerability can allow attackers to steal sensitive information, perform phishing attacks,
or deliver malware. Disk fragmentation, network latency, and buffer overflow are not examples of web application vulnerabilities;
they refer to other aspects of computing performance and security.

il /8 #363
‘When ranking risks, which of the following factors should be considered?

o A The cost associated with mitigating a risk.

¢ B. All of'the above.

¢ C. The potential impact or consequences of a risk.
¢ D. The likelihood of a risk occurring,

EX: B
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‘When ranking risks, it is important to consider multiple factors including the likelihood of a risk occurring, the potential impact or
consequences of the risk, and the cost associated with mitigating the risk. Considering all these factors together helps prioritize the
risks and allocate appropriate resources for risk management.
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