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NEW QUESTION # 393
Refer to the exhibit.

What is depicted in the exhibit?

A.TIS logs

B. UNIX-based syslog
C. Windows Event logs
D. Apache logs

Answer: B

NEW QUESTION # 394
How does an SSL certificate impact security between the client and the server?
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A. by enabling an authenticated channel between the client and the server
B. by enabling an authorized channel between the client and the server

C. by creating an integrated channel between the client and the server

D. by creating an encrypted channel between the client and the server

Answer: D

Explanation:

An SSL certificate enables the establishment of a secure connection between the client and the server using the TLS protocol. The
client and the server exchange keys and agree on a cipher suite to encrypt and decrypt the data transmitted over the network.
Reference= Cisco Cybersecurity Source Documents

NEW QUESTION # 395
A security specialist notices 100 HTTP GET and POST requests for multiple pages on the web servers. The agent in the requests
contains PHP code that, if executed, creates and writes to a new PHP file on the webserver. Which event category is described?

A. action on objectives
B. exploitation

C. reconnaissance

D. installation

Answer: B

Explanation:

This event category is exploitation because the HTTP requests contain PHP code that attempts to execute commands on the web
server and create a backdoor. Exploitation is the phase of the attack where the threat actor gains access to the target system and
executes malicious code. Reference: https//learningnetworkstore. cisco.com/on-demand-e-learning/understanding-cisco-
cybersecurity-operations- fmdamentals-cbrops-v1-0/CSCU-LP-CBROPS-V1-028093.html (Module 2, Lesson 2.1.3)

NEW QUESTION # 396
Refer to the exhibit. What type of event is occurring?

A. Distributed Denial of Service (DDoS) attack
B. User trying to access a file share

C. Legtimate web browsing activity

D. Malware attempting to spread laterally

Answer: D

NEW QUESTION # 397
Refer to the exhibit.

A network administrator is investigating suspicious network activity by analyzing captured traffic. An engineer notices abnormal
behavior and discovers that the default user agent is present in the headers of requests and data being transmitted What is occurring?

A. indicators of data exfiltration HTTP requests must be plain text

B. cache bypassing attack: attacker is sending requests for noncacheable content
C. garbage flood attack attacker is sending garbage binary data to open ports

D. indicators of denial-of-service attack due to the frequency of requests

Answer: B

Explanation:
The presence of a default user agent in the headers of requests and data being transmitted suggests a cache bypassing attack. In this

scenario, the attacker is likely requesting noncacheable content to avoid detection by caching mechanisms that could otherwise
identify and block malicious traffic.



NEW QUESTION # 398
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