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R #10
‘Which of the following provides the BEST approach to achieving positive outcomes while preserving savings?

A. Return on Investment
B. Economic impact analysis
C. Business Impact Analysis
D. Cost-benefit analysis

ZEX: D

8 #11

A system was hardened at the Operating System level and placed into the production environment. Months later an audit was
performed and it identified insecure configuration different from the original hardened state.

Which of'the following security issues is the MOST likely reason leading to the audit findings?

A. Lack of proper access controls

B. Lack of hardening standards

C. Lack of change management processes
D. Lack of asset management processes

ZR: C

fE R A«

Explanation of Issue:

* Change management processes ensure that updates and configuration changes to systems are documented, reviewed, and
approved. The absence of such processes can lead to insecure configurations over time.

* This could include unauthorized changes, missed updates, or deviations from the orignally hardened state.

‘Why Other Options Are Less Likely:

* A. Lack of asset management processes: This deals with inventory and tracking of assets rather than configuration changes.
* C. Lack of hardening standards: The system was initially hardened, so standards were likely in place.

* D. Lack of proper access controls: While important, this is unrelated to the systenis deviation fiom the hardened state.
EC-Council CISO Reference:

The CISO program emphasizes the critical role of change management in maintaining secure configurations and compliance over
te.

I RE #12
In terms of supporting a forensic nvestigation, it is now imperative that managers, firstresponders, etc., accomplish the following
actions to the computer under investigation:

A. Secure the area and shut down the computer until investigators arrive

B. Secure the area

C. Immediately place hard drive and other components in an anti-static bag
D. Secure the area and attempt to maintain power until investigators arrive

ZE: D

PRI #13
‘What should an organization do to ensure that they have a sound Business Continuity (BC) Plan?

A. Test every three years to ensure that the BC plan is valid

B. Conduct a Disaster Recovery (DR) exercise every year to test the plan
C. Define the Recovery Point Objective (RPO)

D. Conduct periodic tabletop exercises to refine the BC plan

ZE: D



PR #14

The regular review of a firewall ruleset is considered a

ER:

A. Organization control
B. Management control
C. Technical control

D. Procedural control

D

R RE #15
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